Convio/Digital Resolve Integration

Overview

Digital Resolve provides a comprehensive rule-based application for identifying potentially fraudulent transactions and for analyzing transaction patterns to progressively refine the rules.  For organizations that are frequent targets of carding attacks, large volumes of charge backs can result in higher processing costs, fines and even suspension of their ability to accept credit cards.  The organizations most susceptible to these types of attacks are large well-known charities particularly those involved in international relief.

The Digital Resolve system incorporates geo-location based upon IP address as a key part of their rules.  Some of the rules frequently associated with fraudulent transactions are that the request is coming from a private IP address or anonymous proxy server, that it is coming from a high risk country or that the location of the IP address does not match the location specified with the credit card billing information.

The Convio integration requires that the client separately purchase the fraud management service from Digital Resolve in a hosted environment.  Convio will then call out to the Digital Resolve system via HTTPS as each transaction is processed.  

This callout takes place after internal velocity based fraud rules are checked and before the transaction is passed to the payment gateway (where AVS and CVV are checked).  The callout includes the city/state/zip/country entered for the customer's billing information, email address, first name and last name entered by the donor, the amount of the transaction and the IP address that the donor is coming from.  For constituents who are logged in, the callout also includes the first donation date and last transaction date.  

The Digital Resolve system will run the transaction against the client's rule base and return an appropriate status value.  The values returned from Digital Resolve are:

· Declined - Indicates that this transaction should be declined based on the client's rule set.

· Approved - Indicates that this transaction should be passed to the payment gateway for approval.

· A numeric value (2-5) indicating the severity of a rule that fired on the transaction but was not considered severe enough for a blanket decline.

The Convio system can be configured such that the different values of the intermediate return codes can be processed in one of 3 ways:

· Decline the transaction (i.e. treat the same as a Decline response)

· Continue the transaction (i.e. treat the same as an Approve response)

· Turn on strict AVS for this transaction

Configuration

Configuration of the Digital Resolve integration is all done through SDPs.  The first step is for the client to configure the parameters of their account with Digital Resolve.

Client Setup

Prior to actually enabling the use of the external fraud service, the customer should obtain the information below from Digital Resolve and enter it into the relevant SDPs.  These values should not have to change once the service is configured.  Setting these values requires site administrator level of authorization.

· PAYMENT_DIGITAL_RESOLVE_URL
URL for the Digital Resolve fraud service.  This value will be something similar to

https://res-client.fraud-analyst.net/FAClientService/FAClientService.asmx.
· PAYMENT_DIGITAL_RESOLVE_COMPANY_ID
Company ID provided by Digital Resolve for the client. 
· PAYMENT_DIGITAL_RESOLVE_MODEL
Model or rule set name provided by Digital Resolve for the client.  You may have multiple rule sets defined by Digital Resolve but only one will be active in Convio at any time.
Convio Support Setup

Convio support must enable the use of the external fraud service by configuring these SDPs:

· PAYMENT_EXTERNAL_FRAUD_SERVICE_CLASS

For Digital Resolve, use the value com.convio.services.crm.fraudcheck.impl.DigitalResolveService.  At this time, this is the only option but we may support others in the future. 

· PAYMENT_EXTERNAL_FRAUD_SERVICE_ENABLED

Set to TRUE if you want to pass transactions by an external fraud service.  This does require a contract with an external service and that service must be properly configured before enabling this SDP.

Ongoing Client Operations and Tuning

For ongoing operations, the client may wish to alter the rule set on Digital Resolve, the rule set that is currently active in Convio or the response actions executed on Convio as defined by the SDPs below.  These SDPs can be left at the default value for initial deployment and reevaluated as transaction history is accumulated.  They can also be quickly changed in response to changes in fraud patterns without having to alter the rules in Digital Resolve.

· PAYMENT_DIGITAL_RESOLVE_APPROVED_RESULT_VALUES

List the values that may come back from the fraud service for which the desired action is to continue processing the transaction.  This value defaults to blank so that any transaction that trips a rule will minimally cause the transaction to go through AVS strict checking and may cause the transaction to be declined. If you find that one of the rules is too restrictive in practice but still want it to be used for historical analysis, you can set that value to be approved even though the rule is tripped.

· PAYMENT_DIGITAL_RESOLVE_CHECK_AVS_RESULT_VALUES

List the values that may come back from the fraud service for which the desired action is to turn on strict AVS for this transaction.  If this field is left blank, then anything that is not "Approved" by the service will be declined.  The default values are 2, 3, and 4 meaning that a value of 5 will be treated as a decline and any of the other intermediate status codes will cause strict AVS checking to occur for that transaction.

