[07/03/2014 1:59:41 PM] Caroline Barnes: Hi CRM Community!  Today we're going to be chatting about Security.
[07/03/2014 2:00:12 PM] Caroline Barnes: It's 2pm, so let's go ahead and get started!
[07/03/2014 2:00:31 PM] Caroline Barnes: Let's kick this off by having everyone introduce yourselves with your name, organization and role
[07/03/2014 2:01:09 PM] Thomas Lee: Thomas Lee - The Ohio State University - Business Systems Analyst
[07/03/2014 2:01:16 PM] Caroline Barnes: Hi Thomas!
[07/03/2014 2:01:39 PM] Lil Mazza: Lil Mazza - University of Michigan - Business Systems Analyst
[07/03/2014 2:01:44 PM] Samuel Lufi: Sam Lufi - American Bible Society - Manager Prospect Research
[07/03/2014 2:02:12 PM] Pamela Thompson-Cook: Pamela Thompson-Cook - Business Analyst - The OSU
[07/03/2014 2:02:14 PM] Cassidy Eaton: Cassidy Eaton - University of Michigan - Business Systems Analyst
[07/03/2014 2:03:20 PM] Caroline Barnes: glad you guys are all able to be here the day before the holiday!
[07/03/2014 2:03:37 PM] Vicki Goodwin: Vicki Goodwin - Heifer Intnl -Applications Analyst.
[07/03/2014 2:03:46 PM] Mike Cicerone: mike cicerone - boston university - application administrator
[07/03/2014 2:03:52 PM] Caroline Barnes: well, as you guys know: our only ground rule is to please respond to people's comments/questions by using the @ symbol with their name so we can follow who's talking to who.
[07/03/2014 2:04:04 PM] Caroline Barnes: so if you're responding to something I say, just say @caroline first
[07/03/2014 2:04:20 PM] Tanya Crowe: Tanya Crowe - Univ of Georgia - application programmer
[07/03/2014 2:04:35 PM] Caroline Barnes: let's go ahead and get started!  do you guys have any security questions or projects that you're working on that you'd like to discuss with the group?
[07/03/2014 2:04:44 PM] Mary Ann Wrana: Hi Carolyn. It's Mary Ann from Simon Fraser University. Are we having a chat about security today? I seem to be having problems with Skype today.
[07/03/2014 2:04:52 PM] Roger Jacobs: Anybody here?
[07/03/2014 2:05:43 PM] Mary Ann Wrana: @Carolyn - ok now.
[07/03/2014 2:05:45 PM] Clare Cooley: Clare Cooley - web developer-University of Georgia
[07/03/2014 2:06:06 PM] Caroline Barnes: @mary ann - ok great!
[07/03/2014 2:06:13 PM] Cassidy Eaton: @ Everyone- We are using 3.0 and recently learned that Service Packs can modify security roles-  has anyone else experienced this and if so, what you you done to figure out what changes were made?
 [07/03/2014 2:07:51 PM] Duane Williams: Duane Williams - WWOZ - Development
[07/03/2014 2:08:33 PM] Caroline Barnes: well, do you guys feel like security works great for you?  or do you have problem areas?  I'm not seeing any questions yet :)
[07/03/2014 2:09:09 PM] Lil Mazza: @carolyn -- Cassidy wrote:
[07/03/2014 2:09:14 PM] Lil Mazza: [Thursday, July 03, 2014 2:07 PM] Cassidy Eaton: 

<<< @ Everyone- We are using 3.0 and recently learned that Service Packs can modify security roles-  has anyone else experienced this and if so, what you you done to figure out what changes were made?
[07/03/2014 2:09:25 PM] Caroline Barnes: @lil - oh no!  something isn't working for me then!
[07/03/2014 2:09:31 PM] Mike Cicerone: @cassidy: that is not good if a service pack changes security. what has blakcbaud said about this?
[07/03/2014 2:09:32 PM] Caroline Barnes: @lil - thank you for letting me know!
[07/03/2014 2:09:55 PM] Caroline Barnes: @all - i'm going to quickly sign out and back in and hopefully that'll fix it for me!
[07/03/2014 2:10:01 PM] Ivana Plesnivy: Ivana Plesnivy, Simon Fraser University
[07/03/2014 2:10:07 PM] Mike Cicerone: @cassidy: how has it changed the security roles?
[07/03/2014 2:10:31 PM] Cassidy Eaton: @ Mike features were added to roles when the service pack was installed
[07/03/2014 2:10:55 PM] Mike Cicerone: @ cassidy: was anything taken away>?
[07/03/2014 2:11:09 PM] Cassidy Eaton: @Mike I don't believe anything was removed
[07/03/2014 2:11:28 PM] Mary Ann Wrana: @all - our process works pretty well - we are using 2.91 and I find that security roles and adding appropriate info to users can be tricky but we are figuring stuff out. We'll be going to 3.0 in a few months so good to know about Service packs
[07/03/2014 2:11:56 PM] Cassidy Eaton: However U-M was concerned because additional funtionality was granted without our knowledge
[07/03/2014 2:12:51 PM] Cassidy Eaton: @Mary Ann, when we upgraded to 3.0, many of our roles were automatically updated with lots of new features so be on the look out for that
[07/03/2014 2:13:10 PM] Mary Ann Wrana: @ Cassidy - thanks, good to know. We'll watch out for
[07/03/2014 2:13:39 PM] Caroline Barnes: @cassidy - did you guys have a support case for this, or how did you find out?  I can follow up to see if our products team can make sure to outline this more explicitly if a change occurs because of a service pack
[07/03/2014 2:14:22 PM] Cassidy Eaton: @ Caroline, we have a support case on this.  That is how we confirmed our suspicions that service packs were updating the roles
[07/03/2014 2:14:49 PM] Cassidy Eaton: @ Caroline, i am waiting to hear back from the owner of the support case if this information could be included in the service pack release notes
[07/03/2014 2:16:02 PM] Caroline Barnes: @cassidy - ok, good to know that it's being reviewed.  I may take a look at the case too just to get some history.  our products and documentation teams have been discussing how we can ensure that security is clearly documented, so this may be a good instance to review.
[07/03/2014 2:17:31 PM] Mary Ann Wrana: @Caroline - that would be great if you could keep an eye on this as documentation for the community would really help everyone. Thanks!
[07/03/2014 2:17:36 PM] Clare Cooley: @cassidy - can you give an example of a feature and what role it was added to?
[07/03/2014 2:18:09 PM] Caroline Barnes: @mary ann - i completely agree.  I'll do what I can!
[07/03/2014 2:18:48 PM] Jeff Garmon: jeff garmon - university of georgia, system admin/dba
[07/03/2014 2:18:48 PM] Cassidy Eaton: @Clare This feature "Aborted Credit Card Payment: Refund" was added to one of our Revenue related security roles with Service Pack 7
[07/03/2014 2:19:47 PM] Clare Cooley: @cassidy, thanks!
[07/03/2014 2:20:11 PM] Jeff Garmon: @cassidy - thanks, wasn't planning on being on the chat this week but I started getting emails about 3.0 sp changing security, so wanted to see what was discussed
[07/03/2014 2:21:14 PM] Caroline Barnes: @cassidy - do you know off the top of your head if that feature existed prior to the service pack
[07/03/2014 2:21:59 PM] Cassidy Eaton: @Caroline, that particular feature was new with SP7 from what i can tell
[07/03/2014 2:22:13 PM] Mary Ann Wrana: @all. I have a question about limiting access to some areas and to certain users. I have a group of users who need access to one (and only one) Global Change process. I've set them up so users have access to Global Change process will set up the ONE as a favorite but I was wondering if it is possible to change the security profiles so that they can't see the other Global Change processes if they navigate through the menus?
[07/03/2014 2:23:12 PM] Cassidy Eaton: @Mary Ann, we do that here at U-M.  However, each and every Global Change must be permissioned individually by those creating each Global Change instance
[07/03/2014 2:24:05 PM | Edited 2:25:41 PM] Cassidy Eaton: @Mary Ann, we did this in 2.91 as well as 3.0
[07/03/2014 2:25:17 PM] Mary Ann Wrana: @Cassidy. We're in verison 2.91 and I haven't seen a way for us to do that - do you think this is something in 3.0 (or am I maybe missing something in 2.91)?
[07/03/2014 2:26:03 PM] Caroline Barnes: @cassidy - that was what I was hoping - I wouldn't think that a service pack would be likely to change existing rights and add or remove them from people's system roles.
[07/03/2014 2:26:16 PM] Thomas Lee: @MaryAnnWrana OSU is on 2.94 currently, and the functionality exists there for sure. You just have to right-click on the global change, and there should be an "Assign Permissions" option
[07/03/2014 2:26:28 PM] Caroline Barnes: @mary ann - cassidy may know but i'm checking in 2.91 as well right now
[07/03/2014 2:26:53 PM] Mary Ann Wrana: @ Thomas and Cassidy - thanks for the tip. Will look in 2.91 and see.
[07/03/2014 2:27:06 PM] Cassidy Eaton: @Mary Ann It should be as @Thomas descibes in 2.94.  2.91 was the same.
[07/03/2014 2:27:47 PM] Cassidy Eaton: @Mary Ann, we did discover that only the person that created the global change could assign permissions.  The only other option was for a user with sys admin priviledges to assign permissions
[07/03/2014 2:28:54 PM] Mary Ann Wrana: @ Cassidy, Thomas and Carolyn - I can see what you mean in 2.91. I think that will work and will check out more later. Thanks again.
[07/03/2014 2:31:09 PM] Jeff Garmon: @all - I wish there were more global administrative security options, copy access X from one group to another; change all non-admin users to view only type stuff.  anyone tried scripting something like that
[07/03/2014 2:33:13 PM] Caroline Barnes: @jeff - that's an interesting idea.  Might be worth adding to the IdeaBank as well.
[07/03/2014 2:33:49 PM] Jeff Garmon: there is one about the view only option, not being investigated
[07/03/2014 2:34:57 PM] Caroline Barnes: @jeff let me track it down and I can share it here, so the group can check it out and add votes.
[07/03/2014 2:35:46 PM] Cassidy Eaton: @all Just curious, how many security roles does everyone manage?  We have just under 50
[07/03/2014 2:35:58 PM] Mary Ann Wrana: @Jeff and Carolyn - would vote for copy feature for security. It doesn't exist in 3.0?
[07/03/2014 2:35:58 PM] Jeff Garmon: @caroline the idea bank link: http://bbecfeedback.uservoice.com/forums/23106-crm-feedback/suggestions/2564249-provide-an-administrative-function-that-would-allo
[07/03/2014 2:36:06 PM] Thomas Lee: @Cassidy 86
[07/03/2014 2:36:08 PM] Mike Cicerone: @Cassidy: we have around 50
[07/03/2014 2:36:31 PM] Caroline Barnes: @jeff thanks :)  I can include that in my follow up email as well to highlight it to the larger group and ask for their votes.
[07/03/2014 2:37:26 PM] Mary Ann Wrana: @Cassidy - we have about 20 or so roles but have noticed that lately I've been creating a role for an area (i.e. Global Change). I'm worried we're going to end up with an unmanageable grouping.
[07/03/2014 2:37:27 PM] Jeff Garmon: @cassidy - 22
[07/03/2014 2:38:20 PM] Mary Ann Wrana: @ Thomas, Mike and Cassidy - you have a lot of roles. Are you finding it unmanageable?
[07/03/2014 2:38:30 PM] Mike Cicerone: @everyone: does anyone setup security by emplaoyees title and department rather than bbec functional area?
[07/03/2014 2:39:02 PM] Cassidy Eaton: @ Mary Ann, it is challenging but so far it is manageable.
[07/03/2014 2:39:12 PM] Mike Cicerone: @mary ann: unmanageable, no but i have a sharepoint list that tells me who gets what role based on their toitle and deparmtent here
[07/03/2014 2:39:24 PM] Thomas Lee: @MaryAnnWrana yes and there is some redundancy between some of them, but our training staff is pretty good on handling it for us
[07/03/2014 2:39:40 PM] Mary Ann Wrana: @Mike - we kind of do. We keep a spreadsheet of employees and apply roles based on the kinds of work that they do - but it is maintained separately (which is sort of a pain in the butt to keep documented).
[07/03/2014 2:39:57 PM] Cassidy Eaton: @Mike we do our roles mainly by functional area/business practice
[07/03/2014 2:40:22 PM] Mike Cicerone: @mary ann: sounds like what we do
[07/03/2014 2:40:30 PM] Mary Ann Wrana: @Thomas and Mike - good to know. Will not worry about the new future roles I'm likely to create.
[07/03/2014 2:40:52 PM] Jeff Garmon: @mary ann - feature enhancemet request - report/query which self documents security applied to CRM?
[07/03/2014 2:41:19 PM] Mike Cicerone: @everyone: if i set security up base don peoples titles and deparmtent i would have a roles list of 85 + but it would be easier to apply security .... theoretically
[07/03/2014 2:41:19 PM] Mary Ann Wrana: @Jeff - good idea. Will do.
[07/03/2014 2:41:47 PM] Jeff Garmon: @mary ann - I'll throw every vote I could at that once you get it create
[07/03/2014 2:42:28 PM] Caroline Barnes: @jeff @mary ann - would that just be a list of every task/feature/etc applied to each system role?
[07/03/2014 2:42:31 PM] Thomas Lee: @MikeCicerone that's about the reason we have 86. it's by department, but then we granularize it between staff levels
[07/03/2014 2:42:46 PM] Mary Ann Wrana: @Jeff - K. Will bring up at future skype talk. :)
[07/03/2014 2:43:21 PM] Jeff Garmon: @caroline - yes, in some type of human understandable jargon
[07/03/2014 2:43:28 PM] Mike Cicerone: @thomas: that works for you meaning administratively? bothways have their pros and cons i guess
[07/03/2014 2:43:52 PM] Jeff Garmon: @caroline - cold also be needed per user - say for audit purposes
[07/03/2014 2:44:00 PM] Caroline Barnes: @mary ann - if you create the request I'd be happy to share it with the group too!
[07/03/2014 2:44:06 PM] Mary Ann Wrana: @Carolyn / Jeff - I think so, although I need to think about it.
[07/03/2014 2:44:24 PM] Cassidy Eaton: @Caroline, we would be interested in something like that as well.  I currently have to use tech resources to get a listing of what features are in our security roles.  It would be great if I could query/report on that type of information myself
[07/03/2014 2:44:42 PM] Caroline Barnes: @jeff - we *may* have something like that that support has created - I know it's some sort of list of who has what role that we can generate.  I can get the details and get back to you.
[07/03/2014 2:44:57 PM] Thomas Lee: @Mike more or less. it allows us to control access to the system on who can add/edit/delete information. data integrity is a big deal here, and that's why it's so granular
[07/03/2014 2:45:07 PM] Mary Ann Wrana: @Carolyn re request - that might be better than me randomly bringing up at a future skype talk. I'll let you know when I put in the enhancement idea (hopefully next week sometime? - pretty busy at moment though)
[07/03/2014 2:45:13 PM] Mike Cicerone: @everyoner: you can run a query to get who has what roles
[07/03/2014 2:45:22 PM] Caroline Barnes: @mary ann - sounds good to me!
[07/03/2014 2:45:58 PM] Jeff Garmon: @mike - does that outline what CRM features the group has?
[07/03/2014 2:46:15 PM] Mike Cicerone: @jeff: no just what users have what roles
[07/03/2014 2:46:25 PM] Caroline Barnes: @mary ann - also, this group is open 24/7 - technically, you could also jump in here at any time and share something with the entire group and ask them to vote.
[07/03/2014 2:47:16 PM] Thomas Lee: @Mike @Jeff the "System Role" query node can pull the features and other things associated with it
[07/03/2014 2:47:28 PM] Mary Ann Wrana: @all - sorry must sign off early but this has been very helpful. Thanks! @Carolyn - will try to be quicker than next week (24/7 should make easy for me...)
[07/03/2014 2:47:37 PM] Jeff Garmon: @thomas - thanks, will take a look at that
[07/03/2014 2:47:46 PM] Mike Cicerone: @thomas: is the system role query node in 2.9 or just 3.0?
[07/03/2014 2:47:59 PM] Caroline Barnes: @mary ann - thanks for joining!
[07/03/2014 2:48:01 PM] Thomas Lee: @Mike we're on 2.94 and it's exposed there
[07/03/2014 2:48:15 PM] Mike Cicerone: @thomas: good to know. thanks
[07/03/2014 2:48:39 PM] Thomas Lee: @Jeff you can also export the system role in XML, and it will give you all of the GUIDs for the whatever is in it
[07/03/2014 2:50:03 PM] Jeff Garmon: @thomas, have done that a couple of times, but not in a format I can just handoff to someone for interpretation of what it means in CRM.  i need to check the query node you reference
[07/03/2014 2:50:32 PM] Thomas Lee: @Jeff yeah,XML is definitely not user-friendly :)
[07/03/2014 2:51:12 PM] Mike Cicerone: @everyone: i have to go but thanks everyone. happy 4th!!!
[07/03/2014 2:51:48 PM] Jeff Garmon: @all - do you manage users in CRM or do you keep sync'd with AD groups.  we've taken the approach of AD groups, seems to work fairly well
[07/03/2014 2:51:51 PM] Caroline Barnes: @mike - thanks for joining!
[07/03/2014 2:52:22 PM] Cassidy Eaton: @Jeff, we manage users in CRM
[07/03/2014 2:52:33 PM] Tanya Crowe: @Thomas - thanks for the info on that Query node!  That seems really helpful.
[07/03/2014 2:53:32 PM] Jeff Garmon: @tanya - wondering if the security node is exposed in query unless security roll allows access to the security (that was a mouthful)
[07/03/2014 2:53:35 PM] Thomas Lee: @Tanya yw! @Everyone I must drop too. Happy 4th! I believe. I believe we will have a long weekend :)
[07/03/2014 2:54:06 PM] Tanya Crowe: @jeff - I just tried in staging, will have to check.
[07/03/2014 2:55:34 PM] Tanya Crowe: @Jeff - security access does not seem to affect it - can still see on production.
[07/03/2014 2:55:56 PM] Jeff Garmon: cool...
[07/03/2014 2:56:58 PM] Jeff Garmon: maybe @thomas query node comment will point us toward something useful
[07/03/2014 2:58:40 PM] Tanya Crowe: @Caroline, @Jeff - so maybe @MaryAnn doesn't need to submit a request.?..
[07/03/2014 2:59:02 PM] Jeff Garmon: @tanya - maybe not, may already be something available there
[07/03/2014 2:59:22 PM] Caroline Barnes: @tanya - good call.  I think she dropped off, but I can follow up with her and see if that will do it for her.
[bookmark: _GoBack][07/03/2014 2:59:53 PM] Cassidy Eaton: @Everyone, I need to sign off now.  Happy 4th!
[07/03/2014 3:00:36 PM] Clare Cooley: @cassidy - You, too! Thanks for talking about security changes!
[07/03/2014 3:01:01 PM] Caroline Barnes: @all - thanks for joining!  have a great long weekend!!
[07/03/2014 3:03:18 PM] Clare Cooley: @Caroline - Thanks! Bye!
[07/03/2014 3:03:37 PM] Duane Williams: @all Happy Fourth!
