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Certificate Authentication using KeyStore (Windows) 
 
Configuring Certificate Authentication 

 
In order for the keystore creation process to be successful and allow connection to Anaplan  users need 
to  perform several prerequisite  steps which are as follows: 
 
 

1. Download and install OpenSSL  
2. Create a new folder on your computers C drive named “certificate” 
3. Use the Windows Command Prompt to set an environment variable 
4. Create a .pem file using your digital certificate 
5. Create a private key 
6. Create a KeyStore Bundle file 
7. Use the KeyStore Bundle file to create a KeyStore with the .jks extension 
8. Import your personal .pem file into Anaplan  
9. Import your .cer file into your default web browser 

 
 

Download and install OpenSSL 
 

1. Go to https://slproweb.com/products/Win32OpenSSL.html 
2. Scroll down on the page to the downloads section and select the most recent 64 bit version of 

the installer like in the screen shot below(do not use the lite version): 
 

 
 
 

3. Select the “EXE “ option, download and save the file to your local computer. 
4. Run the downloaded file by double clicking and follow the prompts to perform the installation. 

All options should be left to their default settings with few exceptions indicated in the 
walkthrough below. 
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a. If prompted by Windows UAC click yes 

 
 

 
b. Accept the license agreement and click next 

 
 
 

c. Leave the installation location as default and click next 
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d. Leave the DLL location as default and click next 

 
 

e. Click the install button 

 
 

f. Wait for the installation to complete and UNCHECK the option to donate then click 
Finish. 
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Create a new folder on your computers C drive named “Certificates” 
 
 

1. Open a Windows Command Prompt and execute the following commands: 
a) cd / 
b) mkdir Certificates 

 
 
Use the Windows Command Prompt to set an environment variable 

 
1. Run the following commands (will create an environment variable under system properties): 

a. setx RANDFILE “c:\Certificates\.rnd” 
b. setx OPENSSL_CONF “c:\Program Files\OpenSSL-Win64\bin\openssl.exe”  

 
Create a .pem file using your digital certificate 
 

1. Run the following command to include the double quotes to start the OpenSSL program: 
a. "C:\Program Files\openssl-win64\bin\openssl.exe” 

2. Next you will extract the .pem file from your digital certificate, to do this enter the following 
command (Note that the location of your certificate may be different so ensure you use the 
correct path and certificate name in the command): 

a. pkcs12 -in C:\certname.p12 -nokeys -out C:\Certificates\new_cert_name.pem  
b. You will be prompted to enter the password for your cert, once you have done that and 

clicked enter your new .pem file will be placed in the Certificates folder. 
 
Create a Private Key 
 

1. While still in the command prompt window enter the following command: 
a. pkcs12 -in C:\cert_name.p12 -nocerts -out c:\Certificates\(new private key name).key -

nodes 
b. When prompted enter your cert password 
c. Once complete you will have a file with the extension .key in your Certificates folder 
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Create the KeyStore bundle file and the Keystore 
 

1. In the same window run the command below ensuring you use the correct certs: 
a. pkcs12 -export -in c:\Certificates\client_cert.pem -inkey c:\Certificates\Private.key -out 

c:\Certificates\keystore_bundle.p12 -name (keystore alias goes here) 
b. Enter your password 
c. Re-enter your password 

2. Your certificate folder should now contain 3 files, an extracted certificate with the .pem extension, 
a private key with the .key extension and a keystore bundle file with the .p12 extension.  

3. Now you will need to exit the OpenSSL tool by typing “exit” into the command prompt. 
4. Once you have exited the tool you will need to perform the following steps to create the keystore 

itself: 
a. Change to the root of the C drive by entering “cd /” 
b. Next enter the following command (Your version of Java may be different so enter the 

path using your installed version): "Program Files\Java\jdk1.8.0_181\bin\keytool" -
importkeystore -deststorepass (KS PAssword goes here) -destkeystore 
c:\new_ks_name.jks -srckeystore c:\Certificates\keystore_bundle.p12 -srcstoretype 
PKCS12 

c. Enter the password for the keystore_bundle.p12 and press enter. 
5. Verify that you have a Java Keystore on your C drive (it will have the name you specified and 

have the extension .jks). 
 
Setup is now complete and you can exit the Windows Command Prompt 
 
 
Import your personal .pem file into Anaplan  
 
 
In this portion you will need to perform  some basic editing of the .pem file we created in the steps above 
and perform the import into your Anaplan Tenant to register the certificate for use with Data Integration 
tasks. 
 
 

1. Navigate to the certificate directory we creation in the last section and locate you .pem file. 
2. Right click the file and open with a text editor (I used notepad but whatever your preferred tool is 

you can use it here). 
3. Once open your cert should look like this:
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4. In order to load and register your certificate with Anaplan you need to remove all the text from 

above the line   -----BEGIN CERTIFICATE----- 
5. Once you have removed the text your file should look like this: 

 
 

6. Save and close the .pem file and open your Anaplan Workspace. In the upper left corner expand 
the hamburger menu and select “Administration”  

 
 

7. From here select the certificates option from the menu and then click the “Add Certificates” button 
in the upper right. Browse to c:\certificate folder and select your .pem file and click “Import 

Certificates”. Your cert will be loaded and will appear in this section until it is removed:
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Import your .cer file into your default web browser 
 
For this example I am going to use Mozilla Firefox, depending on your browser of choice the steps may 
vary however the process should be largely the same. 
 

1. In your browser select “Options” from the tools menu then select “Privacy and Security”. 
2. Scroll down until you reach the “Certificates” section then choose “View Certificates” 

 

 
 
 

3. Select “Your Certificates” in the top tab and choose “Import”. Click browse and navigate to the 
location of your certificate that is in .p12 format, select it and perform the import.  

4. Enter the certificate password and click OK. Your window should now look like the example below: 
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Example Script for using Cert Auth with Anaplan Connect 
 
@echo off 
 
rem This example lists a user's workspaces 
 
set ServiceLocation="https://api.anaplan.com/" 
set Keystore="C:\Your Cert Name Here.jks" 
set KeystoreAlias="" 
set KeystorePassword="" 
set WorkspaceId="Enter WS ID Here" 
set ModelId="Enter Model ID here" 
set Operation=-service "https://api.anaplan.com" -auth "https://auth.anaplan.com" -W 
 
rem *** End of settings - Do not edit below this line *** 
 
setlocal enableextensions enabledelayedexpansion || exit /b 1 
cd %~dp0 
set Command=.\AnaplanClient.bat -s %ServiceLocation% -k %Keystore% -ka %KeystoreAlias% -kp 
%KeystorePassword% -workspace %WorkspaceId% -model %ModelId% %Operation% 
@echo %Command% 
cmd /c %Command% 

pause
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