Certificate Authentication using KeyStore (Windows)

Configuring Certificate Authentication

In order for the keystore creation process to be successful and allow connection to Anaplan users need
to perform several prerequisite steps which are as follows:

Download and install OpenSSL

Create a new folder on your computers C drive named “certificate”

Use the Windows Command Prompt to set an environment variable
Create a .pem file using your digital certificate

Create a private key

Create a KeyStore Bundle file

Use the KeyStore Bundle file to create a KeyStore with the .jks extension
Import your personal .pem file into Anaplan

Import your .cer file into your default web browser
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Download and install OpenSSL

1. Go to https://slproweb.com/products/Win320penSSL.html
2. Scroll down on the page to the downloads section and select the most recent 64 bit version of
the installer like in the screen shot below(do not use the lite version):

Download Win32 OpenSSL today using the links below!

File Type Description

Winé4 OpenSSL v1.1.1 Light |3MB Installer |Installs the most commonly used essentials of Winé4 OpenSSL v1.1.| (Recommended for users by the creators of OpenSSL). Only installs on 64-bit versions of Windows. Note that this is a default build of OpenSSL and is

EXE | MSI exeerimental subject to local and state laws. More information can be found in the legal agreement of the installation.

Winé4 OpenSSL vI. 1.1 43MB Installer nstalls Win64 OpenSSL v1.1.| (Recommended for software developers by the creators of OpenSSL). Only installs on 64-bit versions of Windows. Note that this is a default build of OpenSSL and is subject to local and state
EXE | MSI (experimental Jaws. More information can be found in the legal agreement of the installation.

WiR3Z OpeRsSTVT T TgRt | B TASaer | Installs the most commonly used essentials of Win32 OpenSSL v1.1.1 (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More

EXE | MSI (experimental) information can be found in the legal agreement of the installation.

Win32 OpenSSL vI.1.1 30MB Installer [Installs Win32 OpenSSL vI.1.1 (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement
EXE | MSl (experimental) of the installation.

Winé4 OpenSSL v1.1.0i Light |3MB Installer |Installs the most commonly used essentials of Winé4 OpenSSL v1.1.0i (Recommended for users by the creators of OpenSSL). Only installs on 64-bit versions of Windows. Note that this is a default build of OpenSSL and is
subject to local and state laws. More information can be found in the legal agreement of the installation.

Winé4 OpenSSL vl.1.0i 37MB Installer | Installs Winé4 OpenSSL v1.1.0i (Recommended for software developers by the creators of OpenSSL). Only installs on 64-bit versions of Windows. Note that this is a default build of OpenSSL and is subject to local and state
laws. More information can be found in the legal agreement of the installation.

Win32 OpenSSL v1.1.0i Light [3MB Installer |Installs the most commonly used essentials of Win32 OpenSSL v1.1.0i (Only install this if you need 32-bit OpenSSL for Windows. Note that this s a default build of OpenSSL and is subject to local and state laws. More
information can be found in the legal agreement of the installation.

3. Select the “EXE “ option, download and save the file to your local computer.

4. Run the downloaded file by double clicking and follow the prompts to perform the installation.
All options should be left to their default settings with few exceptions indicated in the
walkthrough below.
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a.

If prompted by Windows UAC click yes

(@) User Account Control .

Q Do you want to allow the following program from an
/ unknown publisher to make changes to this computer?

Program name:  Win640penSSL-1_1_1.exe

Publisher: Unknown
File origin: Hard drive on this computer
@ Show details Yes | | No

Change when these notifications appear

b. Accept the license agreement and click next

8

Setup - OpenSSL 1.1.1 (64-bit) =N |

License Agreement "
Please read the following important information before continuing. G

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the instalation.

IDONATIONS NEEDED! If you are a business you should be contributing regular
donations. If you are a generous individual, consider regular donations. Most
ipeople simply take and run - leaving me to foot the bill. That's not nice. Some
bbusinesses even drop their customers onto me to provide direct support to the
customer (ahem, PayPal). That's just evil. Even if you can't afford a small, one
time donation of $10, at least drop a line saying how much you appredate the
leffort put into this project (and, optionally, what you use OpenSSL for). Lots of
icomplaints and few compliments is discouraging.

LEGAL NOTICE: This product includes software developed by the OpenSSL v

Tdo not accept the agreement

c. Leave the installation location as default and click next

i/

Select Destination Location ‘
Where should OpenSSL (64-bit) be installed? C

!

To continue, dlick Next. If you would like to select a different folder, dlick Browse.

Setup - OpenSSL 1.1.1 (64-bit) [= = [

Setup will install OpenSSL (64-bit) into the following folder.

] | Browse...

At least 203.6 MB of free disk space is required.

< Back H Next > || Cancel
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d. Leave the DLL location as default and click next

5 Setup - OpenSSL 1.1.1 (64-bit) = || = 23

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OpenSSL
(64-bit), then dlick Next.

Copy OpenSSL DLLs to:
(® The Windows system directory
O The OpenssL binaries (/bin) directory

< Back H Next > ll Cancel

e. Click the install button

5 Setup - OpenSSL 1.1.1 (64-bit) = [[=1]] e

Ready to Install
Setup is now ready to begin installing OpenSSL (64-bit) on your computer.

Click Install to continue with the installation, or dlick Back if you want to review or
change any settings.

Destination location:
C:\Program Files\OpenSSL-Win64

Additional tasks:
Copy OpenSSL DLLs to:
The Windows system directory

‘ < Back H Install ‘l Cancel ‘

Wait for the installation to complete and UNCHECK the option to donate then click
Finish.

i3 Setup - OpenSSL 1.1.1 (64-bit) = |[=]| 22

Completing the OpenSSL (64-bit)
Setup Wizard

Setup has finished installing OpenSSL (64-bit) on your

computer. The application may be launched by selecting the
installed shortcuts.

Click Finish to exit Setyj U n CheCk
offftime $10 donation to Windows OpenssL

[] Larger one-time donation to Windows OpenSSL
[] Recurring $5 donation to Windows OpenSSL.
[] Recurring $10 donation to Windows OpenSSL

[] Recurring $25 donation to Windows OpenSSL
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Create a new folder on your computers C drive named “Certificates”

1. Open a Windows Command Prompt and execute the following commands:
a) cd/
b) mkdir Certificates

Use the Windows Command Prompt to set an environment variable

1. Run the following commands (will create an environment variable under system properties):
a. setx RANDFILE “c:\Certificates\.rnd”
b. setx OPENSSL_CONF “c:\Program Files\OpenSSL-Win64\bin\openssl.exe”

Create a .pem file using your digital certificate

1. Run the following command to include the double quotes to start the OpenSSL program:
a. "C:\Program Files\openssl-win64\bin\openssl.exe”

2. Next you will extract the .pem file from your digital certificate, to do this enter the following
command (Note that the location of your certificate may be different so ensure you use the
correct path and certificate name in the command):

a. pkecs12 -in C:\certname.p12 -nokeys -out C:\Certificates\new_cert_name.pem
b. You will be prompted to enter the password for your cert, once you have done that and
clicked enter your new .pem file will be placed in the Certificates folder.

Create a Private Key

1. While still in the command prompt window enter the following command:
a. pkecs12 -in C:\cert_name.p12 -nocerts -out c:\Certificates\(new private key name).key -
nodes
b. When prompted enter your cert password
c. Once complete you will have a file with the extension .key in your Certificates folder
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Create the KeyStore bundle file and the Keystore

1. In the same window run the command below ensuring you use the correct certs:

a. pkes12 -export -in c:\Certificates\client_cert.pem -inkey c:\Certificates\Private.key -out
c:\Certificates\keystore_bundle.p12 -name (keystore alias goes here)

b. Enter your password

c. Re-enter your password

2. Your certificate folder should now contain 3 files, an extracted certificate with the .pem extension,
a private key with the .key extension and a keystore bundle file with the .p12 extension.

3. Now you will need to exit the OpenSSL tool by typing “exit” into the command prompt.

4. Once you have exited the tool you will need to perform the following steps to create the keystore
itself:

a. Change to the root of the C drive by entering “cd /”

b. Next enter the following command (Your version of Java may be different so enter the
path using your installed version): "Program Files\Java\jdk1.8.0_181\bin\keytool" -
importkeystore -deststorepass (KS PAssword goes here) -destkeystore
c:\new_ks_name.jks -srckeystore c:\Certificates\keystore_bundle.p12 -srcstoretype
PKCS12

c. Enter the password for the keystore_bundle.p12 and press enter.

5. Verify that you have a Java Keystore on your C drive (it will have the name you specified and
have the extension .jks).

Setup is now complete and you can exit the Windows Command Prompt

Import your personal .pem file into Anaplan

In this portion you will need to perform some basic editing of the .pem file we created in the steps above
and perform the import into your Anaplan Tenant to register the certificate for use with Data Integration
tasks.

1. Navigate to the certificate directory we creation in the last section and locate you .pem file.

2. Right click the file and open with a text editor (I used notepad but whatever your preferred tool is
you can use it here).

3. Once open your cert should look like this:

O
File Edit Format View Help
Bag Attributes
friendlyName: Graham Gronhoff
localKeyID: 33 DB 14 72 A8 AD 09 10 A6 60 F@ 6A 39 62 18 3C 83 @C AD A9
subject=C = US, ST = California, L = San Francisco, 0 = "Anaplan, Inc.”, CN = Graham Gronhoff, emailAddress = gral

issuer=C = US, O = DigiCert Inc, OU = www.digicert.com, CN = DigiCert SHA2 Assured ID CA

MIIFfjCCBGagAwIBAgIQCnY4QVBgjPOF2+talleltTANBgkghkiGOw@BAQsFADBL
MQswCQYDVQQGEWIVUz EVMBMGATUEChMMRG1naUN1cnQgSWS jMRKwFYDVQQLEXB3
d3cuZG1nakiN1cnQuY29tMSQuIgYDVQQDExtEalidpQ2VydCBTSEEY IEFzc3Vy ZliQg
SUQgQ@EWHh CNMT gulTEwMDAWMDAWWh cNMT kuNT EwMT TwMDAwWW§ CBmDE LMAKGA1UE
BhMCVVMXEZARBgNVBAgTCkNhbG1mb3JuakiExF jAUBENVBACTDVNhbiBGEmFuY21z
Y28xFjAUBgNVBAOTDUFUYXBsYWAs TE1uYy4AxGDAWBgNVBAMTDdy YihhbSBHcmIu
aGImZjEqMCgGCSqGSIb3DQEJARYbZ3ThaGF tLmdyb250b2ZmQGFuUYXBsYkAUY29t
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4. In order to load and register your certificate with Anaplan you need to remove all the text from
above the line --—-- BEGIN CERTIFICATE-----

5. Once you have removed the text your file should look like this:
File Edit Format View Help

MIIFfjCCBGagAwIBAgIQCNnY4QVBgjPOF2+talIleltTANBgkghkiGOw@BAQsFADB1
MQswCQYDVQQGEwWIVUzEVMBMGATUEChMMRG1naUN1cnQgSW5jMRkwFwYDVQQLEXB3
d3cuZGlnaWN1lcnQuY29tMSQuwIgYDVQQDExtEaWdpQ2VydCBTSEEYIEFzc3VyZWQg
SUQgQOEwHhcNMT gwNTEwMDAWMDAwWWh cNMTkwNT EwMT IwMDAwWWj CBmDELMAKGALUE
BhMCVVMxEzARBgNVBAgTCkNhbG1mb3JuaWExFjAUBgNVBACTDVNhbiBGecmFuY21z
Y28xFjAUBgNVBAoTDUFuUYXBsYW4sIEluYy4xGDAWBgNVBAMTDOdyYiWhhbSBHcmOu
aGIMZFEQMCgGCSqGSIb3DQEIARYbZ3IhaGFtLmdyb250b2ZmQGFuYXBsYWAuY29t
MIIBIjANBgkqhkiGOw@BAQEFAAOCAQBAMIIBCgKCAQEAyow7s3/6FGk/Ev]IXoai
7V6xM/jKbx19/BI5AX71/pDnIctGYnYcBxHTD+iD8zUZs /6qw7pD00/D2UFVCIrS5
0qOwrvZDN8fVjt0am+M9g6Y7sJa9GVgU7iKfXvmKot1ZBeBDsb1LTIM3e2t6EFIW
KE3Ec4phv/12fqaxj1MR9028N6MHAUZgZ4HR1Yp2aFHAS62z08BZR1Za4KMhLtfHo
ciHd2MLVOfmx1cgMtq/bDYjk8+uvInbusN75ufX5Bnlfh5fieuyXyC4fhxlaGluB
890mVrIy/cgVPnB2HrFY@HkseK191yZNICPMdthUoSkArCAg6KFAo4WaZcGRT8S
bwIDAQAB0o4IBIDCCAfAWHWYDVROjBBgwFoAUSWIjgABP2Ne81AvZP3Q5STI8inkw
HQYDVR@OBBYEFDPbFHKorQkQpmDwaj1iGDyDDK2pMAWGAT1UdEWEB /wQCMAAWIgYD

6. Save and close the .pem file and open your Anaplan Workspace. In the upper left corner expand
the hamburger menu and select “Administration”

&« C @

Models
Administration

App Hub

7. From here select the certificates option from the menu and then click the “Add Certificates” button
in the upper right. Browse to c:\certificate folder and select your .pem file and click “Import
Certificates”. Your cert will be loaded and will appear in this section until it is removed:

Administration « Certificates
& Users Certificate ID Status UserID Certificate Issuer

1059 Active graham.gronhoff@anaplan.com DigiCert SHA2 Assured ID CA
§' Models

¢ Business Map
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Import your .cer file into your default web browser

For this example | am going to use Mozilla Firefox, depending on your browser of choice the steps may
vary however the process should be largely the same.

1. Inyour browser select “Options” from the tools menu then select “Privacy and Security”.
2. Scroll down until you reach the “Certificates” section then choose “View Certificates”

Certificates

When a server requests your personal certificate

Select one automatically

® Askyou every time

y Query OCSP responder servers to confirm the current validity of View Certificates...

3. Select “Your Certificates” in the top tab and choose “Import”. Click browse and navigate to the
location of your certificate that is in .p12 format, select it and perform the import.
4. Enter the certificate password and click OK. Your window should now look like the example below:

Certificate Manager

Your Certificates People Servers Authorities

You have certificates from these organizations that identify you

a

Certificate Name Security Device Serial Number Expires On

vDigiCert Inc

Graham Gronhoff Software Security Device 0A:76:38:41:50:60:8C:F3:85:DB:E... Friday, May 10, 2019

View... Backup... Backup All... Import... Delete...

OK
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Example Script for using Cert Auth with Anaplan Connect
@echo off
rem This example lists a user's workspaces

set ServiceLocation="https://api.anaplan.com/"
set Keystore="C:\Your Cert Name Here.jks"
set KeystoreAlias=""
set KeystorePassword=
set Workspaceld="Enter WS ID Here"

set Modelld="Enter Model ID here"

set Operation=-service "https://api.anaplan.com" -auth "https://auth.anaplan.com" -W

*kKk

rem *** End of settings - Do not edit below this line

setlocal enableextensions enabledelayedexpansion || exit /b 1
cd %~ dp0
set Command=.\AnaplanClient.bat -s %ServiceLocation% -k %Keystore% -ka %KeystoreAlias% -kp
%KeystorePassword% -workspace %Workspaceld% -model %Modelld% %Operation%
@echo %Command%
cmd /c %eCommand%
pause
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