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USB Storage Exclusion For Low Disk Alarms

USB Storage Exclusion For Low Disk Alarms
(Ver A)

The Ver A labeled solution defines a monitor set that will test Windows OS % free space for drive letters C:
- l:.  Import the monitor set and agent procedure included in this solution package.

Import all items from System — Import Center. The File to import is
PS__USB Storage_Alarm_Exclusion.xml.

In the Agent Procedure Module in the Shared — Import Center folder:
PS-External USB Drives Exclusion (Rev A)
PS-USB Flash Drive Exclusion (Rev B)

In the Monitor Module in the AutoExchange — PS-LowDisk folder:
PS-Low Disk less than 10% (Ver A. Multiple Drives)
PS-Low Disk less than 10% (Ver B. All Drives)

Ver A will exclude all USB storage devices. This includes USB Flash Drives and USB External Hard Drives.

Monitor Set

Assign imported Monitor Set to Windows OS endpoint. Set alarm notification to Run Script and point to
the imported agent procedure.

|Assign itering on selected Machine IDs
|_| create Alarm

Apply | [ create Ticket

Run Script PS-External USB Drive Exclusion {LowDisk MonitorSet) on weebeemail root.unnamed

Clear | || Email Recipients {Comma separate multiple addresses)

] , e
®)Add to current list (_Replace list [Remove|
L ¥
PS-Low Disk below 10% Multiple Drives {ID-1544) v
|Auto Learn|

® add Monitor Set ) Replace Monitor Set(s)

Monitor Set will check for drive letters C: through I: for % Free Space less than 10%. Modify the alarm
threshold or add new drive letter instance if necessary.

Counter Thresholds || Services Check || Process Status || Monitor icons

] Select the Object you wish to monitor. Specify the related Counter and Ins
system objects fall out of desired operational range.
*Object: | LogicalDisk || Add Object
“Counter: | % Free Space || Add Counter
Instance: |&: || Add Instance
P Optionally change the name used to refer to this counter object. The defaul
it

*Counter Name: I
Description |

J
J
Next>> | Cancel * Required Field
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Monitor Set Name
PS-Low Disk below 10% Multiple Drives

Monitor Set Description
Low Disk Monitor set for drives C - I with threshold set at 10% free

Enable Matching ?

Group Alarm Column Name: Low Disk B

Counter Thresholds ~ Services Check  Process Status Monitar Icons

<< | LogicalDisk B >> A pageror2

Object  Counter Instance Counter Name Description CClection Collection  Sample = Alarm i_‘“'":"“ puration "©A™ warning% Trend Activated? Trending Re-Arm .0 nfigrd

@ X LogicalDisk % Free Space C: LogicalDisk c Under s0 4hrs  Under 10 25sec  7days 10 No - Trending is not need... 14 days 1 hrs
@ X LogicalDisk % Free Space D: LogicalDisk [ Under 50 4hrs  Under 10 25sec  7days 10 No - Trending Is not need... 14 days 1 hrs
@ X LogicalDisk % Free Space E: LogicalDisk E Under s0 4hrs  Under 10 25sec  7days 10 No - Trending is not need... 14 days 1 hrs
@ X LogicalDisk % Free Space Fi LogicalDisk F Under s0 4hrs  Under 10 25sec  7days 10 No - Trending is not need... 14 days 1 hrs
@ X LogicalDisk % Free Space G: LogicalDisk G Under s0 4hrs  Under 10 25sec  7days 10 No - Trending is not need... 14 days  1hrs

<< >> Add  Page Tof 2

Agent Procedure

The agent procedure leverages variables from the Alarm. The alarm properties allows to check individual alarms,
whether the drive letter is a USB storage then act accordingly.

The PowerShell script to test whether a drive is a USB storage device.
try {(Get-Partition -ErrorAction SilentlyContinue -DiskNumber (Get-Disk | Where-Object -FilterScript {$_.Bustype -Eq 'USB'}).Number).DriveLetter} catch
{'NO USB DRIVE DETECTED'}

USB Storage Exclusion For Low Disk Alarms
(Ver B)

Monitor Set

Ver B will monitor *ALL drive letters with the prerequisite that an Update List by Scan was performed at
the endpoint. The Enable Matching option will leverage the drive letter instances discovered.

Define Monitor Sets
Manitor Set Name
PS-Low Disk e85 than 10% (Ver B. All Drives) Save

Manitor Set Description

@ Enable Matching ﬁ

Group Alarm Column Name: Low Disk B

Counter Thresholds Services Check Pracess Status Monitor Icons

Add  Pagelofi

Collection Collection Sample Alarm  Alarm Re-Arm Trending Re-Arm

Object Counter Instance CounterMame Deseription oo S0t o 8 terval Operator Threshold DUration o7 warning%e Trend Activated? (U0 NH Ul alicontighd
# ¥ LogicalDisk % Free Space “ALL LogicalDisk Under 50 2hrs Under 10 25 sec 7days 10 l4days 1hrs
<c 3> Add Pagelefl

Agent Procedure

Agent Procedure checks for each drive letter for each alarm instance. Without an Update List by Scan
the LogObject name will be blank. It will cause the logic to check for the drive letter to fail.
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getVariable ("Agent Working Directory Path", " ", "whkdir", "All Wi
ant Value", "#In#", "global:logobject”, "All Wind
"#lo#", "global:logobjecttype”, "All Windo
e", "#mn#", "global:monitorsetname", "All Window
"#lv#", "global:monitorlogvalue”, "All Wind
getVariable ("Constant Value", "#id#", "global:idname", "All Window verating ms alt on Fail" )
getVariable ("Constant Value", "#ao#", "global:alarmoperator”, "A rating Systems”, "Halt on Fail")
getVariable ("Constant Value", "#av#", "global:alarmthreshold”, "All Windows ( ing Systems", "Halt on Fail")
getVariable ("Constant Value", "#at#", "global:attime”, "AllWind ting alt on Fail" )
getVariable ("C nt Value", "#body#", "global:alarmbody”, "All Windo perating Syste "Halt on Fail")
getVariable ("Constant Value", "#subject#", "global:alarmsubject”, "All Wind Operating Systems", "Halt on Fail")
getVariable ("Constant Value", "none", "global:driveletter”, "All Operating : , "Halt on Fail")
checkVar ( "#global:logobject#") ins "LogicalDisk % Free Space C:"
getVariable ("Constant Value", "C:", "global:driveletter”, "AllO ing Systems", "Halt on Fail")
checkVar ( "#global:logobject#") ains "LogicalDisk % Free Space D:"
getVariable ("Constant Value", "D:", "global:driveletter”, "All Operating Systems", "Halton Fail")
checkVar ( "#global:logobject#" ) Contains "LogicalDisk % Free Space E:"
getVariable ("Constant Value" "global:driveletter”, "All Operating Systems", "Halt on Fail")
checkVar ( "#global:logobject#") Contains "LogicalDisk % Free Space F:"
getVariable ("Constant Value", "global:driveletter”, "All Operating S ", "Halt on Fail")
checkVar ( "#global:logobject#") "LogicalDisk % Free Space G:"
getVariable ("Constant Value", "global:driveletter", "All Operating Systems", "Halt on Fail")
checkVar ("#global:logobject#" ) ins "LogicalDisk % Free Space H:"
getVariable ("Constant Value", "global:driveletter”, "All Operating Systems", "Halton Fail")
checkVar ( "#global:logobject#") Contains "LogicalDisk % Free Space I."
getVariable ("Constant Value", "I:", . g g Systems"”, "Halt on Fail")
checkVar ( "#global:logobject#") Contains "LogicalDisk % Free Space J:"
getVariable ("Constant Value", " "global:driveletter”, "All Op

writeProcedureLogEntry ( "Check #global:logobject# - wmic logicaldisk get c. J ing 5", "Halt on Fail" )

executeShellCommand ( "wmic logicaldisk get caption, description, volume... ", "Ex as System", "All Windo rating Systems"”, "Halt on Fail")
getVariable ("File Content", "#wkdir#\disktestresult.txt", "global:results", "All Wi rating Systems", "Halt on Fail")
checkVar ("#global:results#" )
checkVar ("#global:results#" ) (

writeProcedureLogEntry ( "PS-Alert #global:attime# on #global:idname#, #... ", "AllWin Operating Systems", "Halt on Fail")

ystems", "Halt on Fail" )
getVariable ("Constant Value", "Done Via AP #global:monitorsetname# #global:a "alertBody", "AllO ing Systems", "Halt on Fail")
getVariable ("C tant 2", "YES", "alertGenerateTicket", "All Operating Systems", "Halt on Fail")
sendAlert ( "AllW Operating Systems", "Halt on Fail")

writeProcedureLogEntry ( "PS-Alert #global:attime# on #global:idname#, #... All Windows Operating Systerr Halt on Fail"}

To add more drive letters to the agent procedure, repeat the line 13 and 14 replacing the C: with the next
letter.
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