Solution Architect Agent Procedure

NETWORK LEVEL AUTHENTICATION STATUS

This agent procedure gets the status of the Windows Network Level Authentication (NLA) setting then
documents the result in a Custom Field so you can see its status, report on it, and even create views. This pack
consists of five Agent Procedures and this document has two additional sections to show you how to create
two Views, and a Report.

System Properties

| Computer Name I Hardware | Advanced I System Protection | Remate |

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desktop
Choose an aption, and then specify who can connect.
() Don't allow remote connections to this computer

(®) Allow remote connections to this computer

Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)

Help me choose

Network Level Authentication (NLA) is a feature of Remote Desktop Services (RDP Server) or Remote Desktop
Connection (RDP Client) that requires the connecting user to authenticate themselves before a session is
established with the server. It is important for organizations to enable network-level authentication (NLA),
which will block attackers lacking authentication credentials connecting to RDP.

Originally, if a user opened an RDP (remote desktop) session to a server it would load the login screen from the
server for the user. This would use up resources on the server and was a potential area for denial of service
attacks as well as remote code execution attacks (see BlueKeep). Network Level Authentication delegates the
user's credentials from the client through a client-side Security Support Provider and prompts the user to
authenticate before establishing a session on the server.

If you have Remote Desktop Protocol (RDP) listening on the internet, Microsoft also strongly encourages you

to move the RDP listener behind some type of second factor authentication, such as VPN, SSL Tunnel, or RDP
gateway. A solution such as Kaseya's AuthAnvil can also help secure your environment.
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THE AGENT PROCEDURES

This pack consists of the five Agent Procedures listed below:

1. Audit - Network Level Authentication - This gets the status and documents the result to a custom
field.

2. Config - Disable NLA (Update Custom Field) - This disables NLA and changes the custom field status
to Disabled.

3. Config - Disable NLA (No Custom Field) - This only disables NLA on a Windows Endpoint and doesn't
update a custom field. This was created in case if you just want to disable and are not going to use a
custom field.

4. Config - Enable NLA (Update Custom Field) — This enables NLA and changes the custom field status
to Enabled.

5. Config - Enable NLA (No Custom Field) - This only enables NLA on a Windows Endpoint and doesn't
update a custom field. This was created in case if you just want to disable and are not going to use a
custom field.
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IMPORTING THE AGENT PROCEDURES

Before importing the XML files, you should create one custom field of type String named as follows:
Network_Level_Authentication

You can create Custom Fields in the Audit module by going to:
VSA > Audit > View Individual Data > Machine Summary

Select any endpoint then click on New Custom Field as seen in the screenshot below.
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Next, import the XML file. Because we are importing multiple Agent Procedures in one XML file, we will need
to use the import center to import the Agent Procedures by going to:
VSA > System > Server Management > Import Center

B
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Next, extract the XML file from the downloaded ZIP file and click on the New Import button then upload to VSA.
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After importing the Agent Procedures, they should be placed in the Shared Folders in the Agent Procedure
module in a subfolder called Import Center.
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After it has been imported, edit an Agent Procedure and make sure the custom fields are filled in for every
‘updateSystemInfo’ command in the Agent Procedure. If the first set of commands have it properly filled in,
then the rest of the script should also be mapped properly. If it already mapped properly for one Agent
Procedure, then it should already be mapped for the other Agent Procedures.

4LlPage



Solution Architect Agent Procedure

The updateSystemInfo command is the VSA command that puts content in a Custom Field. Below is an
example of fields mapping correctly. If your import doesn't show the custom field, then you will have to map
the fields manually. This can be easily done by selecting the command then selecting the Custom Field in the
drop-down box.

BIf checkVar("#glcbal:psresult#™) Exista

g supported 05", "R1l Operating Systema”™, "Halt on Fail™)

=
= If checkVar("#glcbal:paresult#™) Is Egual To ™0™
r:_‘:{"Netwo:kﬁLeve173_'_1thenticatinn"], ‘.i_:ah'no—i" "1l Windows Operating Systemsmm=Halt con Fail™)
E Custom|Rield|Name
S ALY U Ueitdind WAl iS
updateSystemInfo l"NEtwc:k_Level_P__lthenticatiﬁn"], ed™, "All Windows Ing Systems™, "Halt on Fail™)
EElse

5", "Linux”,

"Halt con Fail™)

", "Mac 0S X", "Halt on Fail")
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OTHER VSA MODULES
POLICIES

After the Agent Procedures have been properly imported, you just need to run this against your Windows
endpoints. You can either run them manually or create a Policy then add the agent procedure to check for NLA
to the Policy under a schedule to run however often you want. It may be best to run this weekly to catch any
changes to an endpoint. Putting this in a policy to run regularly is the best practice here. Keep in mind that by
assigning this to a policy, VSA will assign this to all current endpoints and all future endpoints that the policy
applies to. Also, remember that Policies are assigned to a Machine Group (or Organization) and targeted using
a View.
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= 2 Policies
- Saw, Save and Appl) Cancel
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= Backup Policies
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= | Security Policies e e b
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= pmcor [[] Audit- Network Level Authentication every 1 day(s) within 15 minute(s) of 10:30:00 am starting on 10:30:00 am 28-Feb-20 no end date

= 8 sysiem [[] Security- Disable SMB1 Protocel a103:00:00 pm starting on 03:00:00 pm 08-Jan-20 end afier 1 occurrences
[[] Security- Disable USE Mass Storage a103:00:00 pm starting on 03:00:00 pm 08-Jan-20 end afier 1 occurrences
[F] Audit- Guest Account Status Check A.. ge nt{Rrocedure every 1 day(s) within 10 minute(s) of 03:45:00 pm starting on 03:45:00 pm 28-Feb-20 no end date
[F] Audit- BitLocker Status / Key Retrieval 2.0 Schedule every 1 week(s) at 11:00:00 am starting on 11:00:00 am 28-Fet-20 no end date
[[] Audtt- Firewsll {Domain, Private, snd Public) every 1 dayfs) within 15 minute(s) of 05:00-00 pm starting on 05:00:00 pm 28-Feb-20 no end date
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AGENT
COLUMN SETS

You can also add the Custom Fields to your Manage Agents screen by creating or adding it to your Column Set
S0 you can see the results at a glance.

The following screenshot shows a Column Set called Security Set that shows security settings on the Manage
Agents screen.
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VIEWS

It may also be useful to create views. Views will allow you to filter a list of endpoints that either have NLA
enabled, the desired configuration, or NLA disabled. In addition, when you create a view, you can use itin a
policy that would run an Agent Procedure that enables NLA on any endpoints that NLA is disabled,
automatically.

You should create two Views:
1. Network Level Authentication Disabled - This shows all endpoints where NLA is disabled.
2. Network Level Authentication Enabled - This shows all endpoints where NLA is enabled.
To create a View, go to:

VSA > Agent > Agents > Manage Agents

Next, click on New, on the upper right and another browser window should appear as seen below:

£ Machine Groug: ~ view o View 2@ e B e Ty pes
2k @ View Definitians - Google Chrome - o x /
- @rooumasese 4 DeooyAgu {G) CleanDatadase (™ Refresn
@ =B LTI T (e @ iad2vsa06 kaseya.net Toolbex/editView.asp?newView=true&0 2669069649942124
' 4 0 | Viewng: 114 of 1 [ Esave is @roee @ - @ren Coumn et [Securny set . &
Symem_ptme | LsstChecknTime  BilockerStows  Blocker Recy Hetmork Level__ | GEOIP Location  Agen Version
Salect View: <Newview>
L 35Days 100508 am Erabisd s01s
Edit Thle:
[ Unsupported 05 10050 uppories Unsuppories 05 5018
+ Machine Fiter
[ 6 Dare Enstied
® - = Machine Status ——
N L 13Dy -/ 08 lafo Erabied
same
[ 20w Eranied
Delate Agent Pracedure
Change Group [ Soers Enstied
R ° 7o e versrengres Aophcaions s sso1s
L 5 Dy 100508 am 03-Mer 20 ot Encrypted Addd-On Modules Eranied us 88018
Import Export L & Days - Enatied 5 95015
S ° b treiea Bomon VAl 95015
Fdeeene ° . . . Patch Hanagement o -
e Unbuppones s 1 e305  Unsugpanes Unsupgortes 05 95015
Lai Cache o 0 — P— MamFLUS 35015
Astign LAN Cache
o (1] 21 Days 100508 am 03Mar20 Encrypred 158772 62008 Enabied MiamFLUS 95015
=~ Protection Adearced agent o er| Save view beforedefing fier
Fie Access

NOTE: You can create a view in any module that shows the View options in the Machine ID / Machine Group /

View bar in VSA.

Next, click on Save As in the new window and save two Views called something like Network Level
Authentication Disabled and Network Level Authentication Enabled.
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After it has been saved, you can then create an advanced data filter by putting a check mark next to Advanced
agent data filter and clicking on Define Filter.

[ [ save 2s €3 (W] a ©Hen
Select View: < New View » M
Edit Title:

~| Machine Filter

~| Machine Status.

~| 05 Info

~| Agent Procedure

~| Applications

| Add-On Modules:

~|Label

~ | Patch Management

~| Monitoring

[ ¥ advanced agem data filter |Define Finter..| Save view before defining fifter I

4

A new browser window will appear; scroll down until you find your custom field and enter Disabled in the text
box next to the Custom Filed for the Network Level Authentication Disabled View and Enabled for the
Network Level Authentication Enabled View as seen below.

Drive Health (C:) u - Drive Health (C:) [« -
SSD Wear (C) « SSD Wear (C:)

SSD Power on Hours (C:) SSD Power on Hours (C:)

HDD Read Errors (C:) HDD Read Errors (C:)

Physical or Virtual Machine Physical or Virtual Machine

Video Card Model Video Card Model

Video Card Driver Version Video Card Driver Version

0 Edition 08 Edition
Speed Test Results Speed Test Results
Reboot Status Reboot Status

Fragmentation
SMB1 Status

Fragmentation
SMB1 Status

USB Mass Storage - USB Mass Storage
PowerSploit Detection Wl PowerSploit Detection
Defrag Status - Defrag Status
I Network_Level_Authentication |Disabled | Network_Level_Authentication |Enabled J
Secure Boot Status (UEFI) I ! Secure Boot Status (UEFI) T i

System Stability Index (Average)
SmartScreen Status
Endpoint_Location

Unitrends Agent Version

Are USE Devices Allowed?
Release Number
Number of Cores

Last Reported Location

System Stability Index (Average)
SmartScreen Stalus
Endpoint_Location

Unitrends Agent Version

Are USE Devices Allowed?
Release Number
Number of Cores

Last Reported Location

Network Level Authentication Disabled Network Level Authentication Enabled

REMEMBER: You can create Views on any of your Custom Fields in the advanced data filter.
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After you enter the information above in the Custom Field, be sure to scroll to the top of the page and click on
Apply.

Clear Close

Display Data Filter @Advarce:...
Machine 1D ‘\ [ B]
Agent GUID o

Group 1D W
Last Checkin Time (= "20060318 06:15") *
First Checkin Time (= "20060318 06:15") *
Last Reboot Time (= "20060318 06:15") *
Time Zone

Then save the View once again to commit the changes and the view is ready to use.

E’;lsave As oﬂelete ®Cancel 44 Share °He\p

Select Vie Network Level Authentication Disabled v
Edit Title: Hetwork Level Authentication Disabled

- | Machine Filter
= | Machine Status

~| 05 Info

Once saved, the Views will appear in your Views drop-down; you may want to share it with other administrators
as well so they can use it.

@ View Definitions - Google Chrome — [m] X
& iad2vsal6 kaseya.net/Toolbox/editView.asp?0.9268958439008712

[[save [Psave as €Y Dekete scance\ — lickitoishare) thvEHe\n

View
Select View: Network Level Authentication Disabled A
Edit Title: INetwork Level Authentication Disabled
) Machine Filter € Share Network Level Authentication Disabled - Google Chrome: - o X
~ | Machine Status & iad2vsal6.kaseya.net/InstallTab/scriptShare.asp?itemd=92999737&ishareType =48:2368..
<) 0 Info Share with individual administrators or entire administrator roles

View name: Network Level Authentication Disabl,
| Agent Procedure

Not Shared ¢ Shared
. *KB Admin Y * System

| Applications. amando.smador@kaseya.com N * System-Administrator

brian honeyeuti@kaseya.com o
~ | Add-On Modules Gouglas sanchez@keseya com =

karina.cavalcanti@kaseya.com

sidney.sahdala@kaseya.com Viewiis;sharedito,
| Label steven shulze@kaseya.com eeviryrr o vt

accounts /iroles

~ Patch Management Add >> listed|here
~ | Monitoring
¥ Advanced agent data filter [Define Fifter. | <cRemove }

* Administrator Role

. iouarene ouner
me I —
=) other adminf: use but may not "
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INFO CENTER

Now that you have a Custom Field you can use it in your reports in Info Center. This will be a simple report, but
the goal of this section is to introduce you to VSA reporting concepts.

How to report on custom fields
How to make a pie chart

Using Grouping

Using Filters

AN

Go to the Reports section of Info Center module in VSA by going to:

VSA > Info Center > Reporting > Reports

Below is a sample of a report that we will build. It shows the status of NLA in a pie chart and a table.

Network Level Authentication Status

I Unsupported ©5 [ Disabled [0 Enabled

Network Level Authentication Status (Detailed)

Unsupported OS5

Machine Id Network_Level_Authentication
anthony-hp.root tyrelicorp Unsupported OS5

Enabled

Machine Id MNetwork_Level_Authentication
marde_rool.ganco Enablad

ryan-surfacebook.root. unnamed Enabled

svr2019. roolweyland Enablad
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Step 1-Create a new Report

In the Reports section, select the Shared folder and create a new Folder called Standard Reports.

# Collapse All Y Expand Al

I Hew Foldr

= 8 private

a
“  Desktop = B shared
Inbox = [ Patch Management Reports
el
Overview [ Standard Reports
T [ Upstream Power Pack 2019-07-10

“  Reporting
Scheduls

= | VA Utilization Report and Summary
@ E System

Report Sets

Right Click on the folder and click on New > Report.

@ New - g3 Delste ' Rename B Share

il InfoCenter = & Private

“  Desktop = B shared
Inbox = | Patch Management Reports
- El
. RDVETEW cpgu @ M b Opm Folder
eporting 1
“mQ o
Schedule = 85
B ST P Rename B Legscy Report
Report Sets B3 Share

In the next screen you can categorize the report. You can select any category on the left, select **New Custom
Report** on the right, then press Next.

LAN CACHE PEND
MACHIHE COUNT:
aouP

PORTAL USER LIST
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Step 2 - Add and Configure Report Parts

On the next screen, add a report part that will let you report on Custom fields.
Custom Fields can be reported on using the Machine Summary Report Part.

First, give the report a Name. We will call this report Network Level Authentication Report.

= Enter general information about your report
« Drag the parts from the tree and place them on the report. Click on the gear icon to cenfigure each part.

= For Horizontal Bar Charts with a lot of data, it is best to span them across 2 columns otherwise they may not show
properly.
= If your design area has a red border around it you need 1o configure the Report Part by clicking on the gear.

Report Design Description

Mame*: Network Level Authentication Repert]| [ Repert Needs Approval Before Distribution

Description:

Layout General Cover Page, Header, Footer

B . DDUBLE HUEE

@ adding

’ g Add/Remove Programs ! Mazchine Summary
g Agent Configuration ,
g Applications P
g Current Application Info
g Disk Partition
E Disk Volumes

' E Installed Security Products
Eanaleups EL|EK & DRﬁALG
-

2 Local klembers H

&= Local Users Accounts |

g Machine Summary

-

= Metwork Adapters

g Metwork Share Permissions

g Metwork Share Permissions - Open !
-

2 Metwork Shares

z PCl and Disk Hardware

= Printers

== Software Licenses

Save Cancel

Next, add the Report Part to your Report by:
Double-clicking on the Report Parts Folders on the left.

1.
2. Double-clicking on the Audit Folder.
3. Click and Drag the Machine Summary Report Part to the grid on the right.
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Next, click on the icon that shows the way you want to represent the data. In this case we will choose Pie
Chart.

"B Templates -
=
a Report Paris
=
Bm Agem
' I ~gent Procedures
' B Arti-Malware

' B Artivirus =6

B Audit
" ) dd/Remove Programs
— :

E Agent Configuration

= Applications
== currem Application Info
= Disk Partition
g Disk Volurmes
' E Installed Security Products
== Local Groups
= | ocal Members
=

g Local Users Accounts
g Machine Summary
-
&= Nework Adapters

After you selected the Pie Chart, the Report Part should then look like this:

You may want to expand the Report Part to take the entire width of the page so click on the "= icon on the top
right then select Expand Right.

| expand right l
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Your report layout should now look like this:

B[E] =] |

Double-Click on the Pie Chart and make the following changes to the repot part settings:

Title: Network Level Authentication Status
Category: Network_Level_Authentication
Alias: NLA Status

Value: Machine Id

Alias: # of Endpoints

Aggregate: COUNT

oo W

=) Layout 1 of 2
[=] Firtering

| Instructions -

Configure your report part layout

Title

DatasetName:  Machine Summary Show Title on Report

Title: Network Level Authentication Status g\

Description Enterthe title ofithe report
Format

Pie Chart Type*: () Standard Pie Page Break* Mo Page Break v

Selectithe Network Level
Authentication Custom Field 7] Show Chartin 3D

[F] Display Pie Value inside of the Pie Graphic
Data Propers

@ Exploded Pie

Category*: Metwork_Level_Authenticat ¥ | Alias: | NLA Status
Value*: Machine Id W | Al # of Endpoints Aggregate: | COUNT RE
0 Y
Howthe label ofithe pie;slicewill. appear;
@ sddrow civa‘a?ruw 2oeiolthe pie sicewl appear
. Colt Al it Sort Ordk
SelectiMachine,|D 0| Golama B oo

No records found.

Click on Next then Click on Finish.
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If you run the report, it should show something like this:

Network Level Authentication Status

BN Unsupported OS [l Disabled [0 Enabled

Next, we want to create a table with the details so you can see exactly which endpoints either have NLA
Enabled, NLA Disabled, or does not support NLA.

Add the next Report Part to your Report just like you did with the Pie Chart by Clicking and Dragging the same
Machine Summary Report Part to the grid on the right report grid.

Next, click on the icon that shows the way you want to represent the data. In this case we will choose the
Table so we can list the details.

" B2 Templates -
=
= Report Parts
=
g Aot
[ Agent Procedures
I Anti-Malware

' I A rrivirus il e 0 =

B Audit
] 1) .
= Add/Remove Programs

== Agent Configuration
== Applications
g Curremnt Application Info
== Disk Partition
) g Disk Volumes
g Installed Security Products
E= Local Groups
= Local Members

-

= Local Users Accounts
== Machine Summary
]
= Metwark Adapters
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After you selected the Table, the Report Part should then look like this:

You may want to expand the Report Part to take the entire width of the page so click on the = icon on the top
right then select Expand Right.

BE &%

| expand right l

Your report layout should now look like this:

=E =[x |

Double-Click on the Pie Chart and make the following changes to the repot part settings:

1. Title: Network Level Authentication Status (Detailed)
2. Column Selections:

a. Machineld

b. Network_Level_Authentication

17|Page



Solution Architect Agent Procedure

Your Report Part should look similar to the screenshot below:

S| SE I e ————————— SZCH)
= ane | Instructions

Drag and Drop or double click the Columns you would like 10 use.

Title
DetasetName:  Machine Summary Show Tite on Report
Title* Network Level Authentication Status (Detailed)
Description
Format
Title Alignment: | Left ~|  Pagesiea No Page Break ~
Texsizet: Normal ®
Golumns Golumn Selections
Ay - @y
agenGuia Column Alias Aggregate Al
BICS Release Date Machine 14 None. Le

Metwork_Level_Authentication None Le

Connection Gateway

Country
Py

CPU Count
CPU Speed

—— v

Click Next.

On the following page add the following:
1. Under, Order by, add a row then:
a. Column: Machine Id
b. Sort Order: Ascending
2. Under, Group by, add a row then select Network_Level_Authentication (the custom field you created)

Doing this will list all the Machine Id’'s in alphabetical order and group the machines based on the content of
the custom field called Network_Level_Authentication.

(=] Select Columns
[E] Ordering and Grouping
=] Filtering

=] Instructions
Configure your Order By and Grouping.
Order By

@ ~cdRow € DeleteRow

[/ cotumn Aggregate Sort Order
[ Machineld None ascending

GroupBy

@ AddRow € DeleteRow

[] Golurn

[ Network_Level_Authentication
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Click on Next then on the following page just click on Finish.

Your Report screen should look like this.

Click on Save then Run the Report. Your report should look similar to this:

Network Level Authentication Status

4 N
,
20
= |
y 1
NN Unsupporied OS [ Disabied [ Enabied
rk Level Authentication Status (Detai
Unsupported 0OS
Machine Id Network_Level_s
‘anthony-hp.root tyrelicorp Unsupported OS
Enabled
Machine Id Network_Level_i
marde root genca Enabled
ryan-surfacebook root unnamed Enabled

s12019.root weyland
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