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Introduction 

The Oracle ZFS Storage Appliance family of products has numerous security features and options that 

are often overlooked or are improperly set. These errors can result in unnecessary security risks and 

vulnerabilities.  

The purpose of this paper is to help you better understand and apply certain best practices for the 

security hardening of your Oracle ZFS Storage Appliance system and for protecting your data against 

potential attacks. These defenses include the use of secure networks and protocols, authentication, 

proper permissions and access controls, as well as data encryption. Following are some security 

hardening best practices and recommendations for Oracle ZFS Storage Appliance systems. 

Use Secure Protocols 

Using secure protocols—such as Secure Sockets Layer (SSL)/Transport Layer Security (TLS), HTTPS (Hypertext 

Transfer Protocol plus TLS), Secure Shell (SSH), FTPS (File Transfer Protocol [FTP] with support for TLS and SSL), 

and Secure File Transfer Protocol (SFTP)—for all your communications and data services helps protect your 

storage system against unauthorized access and snooping.   

» Use TLS for HTTP data services. The default HTTP data service mode allows you to use both 

insecure/unencrypted HTTP mode and a secure/encrypted HTTPS mode. Changing the mode to “HTTPS only” 

prevents villains from snooping your passwords or snooping or tampering with the data you send over HTTP. 

» Use TLS for FTP data services. The default FTP data service mode offers service only via the insecure FTP 

protocol. Changing the mode to require TLS/SSL helps prevent villains from snooping your passwords or 

tampering with the data you send over FTP. Best practice is to always use FTPS for security, unless you must 

support clients that do not support FTPS. 

» Use TLS with Lightweight Directory Access Protocol (LDAP). The default LDAP mode carries LDAP data in 

the clear, which means that if LDAP is used for authentication, passwords are also carried in the clear. Changing 

the mode to require SSL/TLS (“Enable SSL/TLS”) encrypts and authenticates the LDAP data for greater security. 

It’s best to use SSL/TLS security with LDAP unless you must interoperate with non-SSL/TLS LDAP servers or you 

are using Kerberos LDAP servers (for example, Active Directory). 

» Use NFS with Kerberos authentication. NFS shares default to “system” authentication. You can also configure 

them to be shared with Kerberos security. Because “system” authentication is weak and can be easily defeated 

by anyone with root access on a client, it’s better to use Kerberos authentication. Kerberos offers several security 

settings, including krb5 (end-user authentication through Kerberos V5), krb5i (krb5 plus integrity protection, where 

the packets are tamperproof), and krb5p (krb5i plus privacy protection, where packets are tamperproof and 

encrypted). 

Restrict NFS/ Server Message Block (SMB) Mount Visibility 

Restricting share visibility means that client systems that do not have access to a particular share cannot see that 

the share exists. This helps keep shares secret and not visible to unauthorized users. 

» Restricting NFS mount visibility. The default “Full” mount visibility setting means that all client systems can see 

the full list of NFS mounts shown with with the showmount command. Changing this setting to “Restricted” 

means that client systems that do not have access to a particular share cannot see that it exists. This access 

check is based on the client system’s IP address, not on the particular user involved.  
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Figure 1. Changing the Mount visibility setting 

» Restricting SMB mount visibility. Likewise, the “Full” share visibility setting means that all client systems can 

see the full list of SMB shares. The “Restricted” setting means that client systems that do not have access rights 

to a particular share cannot see that the share exists. This access check is based on both the client system’s IP 

address and the particular user involved.  

Tighten Access Controls 

The default “Read/Write” share mode allows all clients the ability to access a share, with per-file/per-directory 

restrictions based on the particular user involved. Changing this mode to “None” allows you to use exceptions for 

tighter security controls based on the principle of least privilege (POLP). 

» NFS exceptions and access controls. The “Read/Write” share mode allows all clients share access with  

per-file/per-directory restrictions based on the particular user involved. A “None” setting lets you grant this right 

through exceptions. Use of specific exceptions restricts access to particular groups of client systems. 

 

Figure 2. Changing the NFS Share mode setting 

»  SMB exceptions and access controls. By default, all client systems are able to access a share, with  

per-file/per-directory restrictions based on users. Changing the share mode from “Read/Write” to “None” will limit 

access to the share and allow you to apply SMB exceptions to clients or to a collection of clients. Like a series of 

security gates, the SMB exceptions are applied first to the clients, then the share access control lists (ACLs) are 

applied to the users, and then file system ACLs are applied to further control access to the data. 

 

Figure 3. Change the SMB Share mode from the default “Read/write” setting to “None”  

Disable Unnecessary Services 

Disabling unused services can also help reduce security vulnerabilities and risks by minimizing the attack surface.  

» Disable the Network Data Management Protocol (NDMP), if it is not used. The NDMP backup service is 

enabled by default (but with no user configured). If you do not use NDMP, you might want to disable it to reduce 

the attack surface. 
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» Disable replication, if it is not used. The service that replicates data from one Oracle ZFS Storage Appliance 

system to another Oracle ZFS Storage Appliance system is enabled by default. If you are not using replication, 

disable it to reduce your attack surface. If you are using it, consider using it with TLS/SSL encryption. 

» Disable dynamic routing, if it is not used. Disabling dynamic routing can prevent attackers from adding 

unauthorized routes to the appliance. Malicious routes can be used to completely disable client-based access 

controls, or they can be used for distributed denial-of-service (DDoS) attacks.  

» Disable SNMPv1 and SNMPv2, if they are not used. The default SNMP mode is SNMPv1/v2, with a very 

simplistic one-password security model, and with the password and data carried in the clear. SNMPv3 offers a 

much stronger one-password security model and the option of data privacy. If you don’t need to have 

SNMPv1/v2, disable them and use SNMPv3. This can help keep villains from snooping your system monitoring 

data. To reduce the attack surface, disable SNMP entirely if you do not use it. 

Encrypt the Data 

Data encryption can help protect sensitive data from physical theft, and it can provide a way to securely destroy data 

that is no longer needed. Oracle ZFS Storage Appliance systems offer very granular and highly secure data-at-rest 

encryption with choices of local or remote key management. 

» Oracle ZFS Storage Appliance encryption. This allows you to encrypt your data with six different types of 

encryption, at a share, project, or LUN level. Different encryption modes should be considered based on your 

workloads and your security and performance needs. 

» Key management. Oracle ZFS Storage Appliance systems support both local and remote key management. 

Centralized key management, such as that provided by Oracle Key Manager, is recommended for enterprise use.  

 

 

Figure 4. The available six types of encryption options 
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Require Authentication 

Don’t allow anonymous access. In the HTTP data service, require client login. In the SMB properties for shares, 

disable guest access. 

 

Additional Resources 

For additional information, please refer to the following: 

» Oracle ZFS Storage Appliance Security Guide  

» “Security Tips to Harden Your ZFS Storage Appliance” (video) 

» “Best Practices for Deploying Encryption and Managing Its Keys on Oracle ZFS Storage Appliance” white paper 

» “Oracle ZFS Storage Appliance: Security Configuration Supplement for the United States Department of Defense” 

white paper 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://docs.oracle.com/cd/E76475_01/html/E76480/goqxg.html
http://education.oracle.com/pls/web_prod-plq-dad/db_pages.getpage?page_id=722&get_params=streamId:142,categorizationId:-1
http://www.oracle.com/technetwork/server-storage/sun-unified-storage/documentation/encryption-keymgr-1126-2373254.pdf
http://iasecontent.disa.mil/stigs/pdf/SecurityReport-ZFSSA-v1.3.pdf
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