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Introduction 

Oracle Enterprise Manager Plugin for Oracle ZFS Storage Appliance provides single-pane-of-glass 

monitoring and management for the ever-expanding installed base of Oracle ZFS Storage Appliance 

systems. It offers an at-a-glance view into database and storage availability, capacity utilization, and 

performance of multiple Oracle ZFS Storage Appliance systems distributed across the enterprise. In 

addition, storage provisioning and prebuilt jobs enable database administrators (DBAs) and storage 

administrators to manage storage infrastructure through Oracle Enterprise Manager. Cloud Control is a 

feature of Oracle Enterprise Manager, and sometimes the product and feature are collectively referred 

to as Oracle Enterprise Manager Cloud Control. 

Oracle Enterprise Manager Plugin for Oracle ZFS Storage Appliance version 3.0 (13.2.3.0.0), referred 

to as “the plugin” in this document, requires an installed minimum release of Oracle Enterprise 

Manager Cloud Control 13.2 (13.2.0.0.0). 
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Plugin Features 

The Plugin provides monitoring, provisioning, and management for Oracle ZFS Storage Appliance 

models and contains the following primary features: 

» Gathers and presents storage system, configuration, and performance information for Oracle ZFS 

Storage Appliance systems in both single target and group presentations 

» Raises alerts for pre-selected configuration and monitoring data 

» Helps enforce best practices recommendations for system and target configurations through 

compliance and configuration monitoring 

» Provides Oracle Business Intelligence (BI) Publisher reports that complement reports from the 

DTrace Analytics feature of Oracle ZFS Storage Appliance 

» Ties together Oracle Database instances deployed on NFS shares from Oracle ZFS Storage 

Appliance systems 

» Supports monitoring by remote agents in the Cloud Control environment 

» Allows users to execute CRUD (create, read, update and delete) operations on projects, file 

systems, and LUNs on Oracle ZFS Storage Appliance systems 

» Provides configurable job utilities in the Oracle Enterprise Manager job library that can provision 

users on target appliances, manage dataset retention policies and collections of datasets, and group 

and isolate lists of datasets for further management operations 

» Provides target-based storage provisioning on Oracle ZFS Storage Appliance systems 

At a Glance: Oracle ZFS Storage Appliance Systems 

The Oracle ZFS Storage Appliance family of products deliver enterprise-class network attached storage (NAS) 

capabilities with Oracle integration, efficiency, and performance. Each Oracle ZFS Storage Appliance system comes 

with powerful data-protection and provisioning features, which simplify deployment, provide ongoing flexibility, and 

help ensure data availability. The easy-to-use browser user interface (BUI) or command-line interface (CLI) 

simplifies managing data, applications, and day-to-day data center tasks. The DTrace Analytics feature provides key 

insights into business-critical storage workloads. Oracle ZFS Storage Appliance systems offer immediate benefits 

for customers desiring NAS for enterprise applications, virtualization, cloud, storage consolidation, and data 

protection as well as providing robust application and data storage for Oracle Exadata Database Machine, Oracle 

SuperCluster, Oracle Exalogic Elastic Cloud, Oracle Database Appliance, Oracle Private Cloud Appliance, and other 

engineered solutions. 

Oracle Enterprise Manager Cloud Control 

Oracle Enterprise Manager Cloud Control is Oracle's integrated enterprise information technology (IT) management 

product line. It provides monitoring, management and control of enterprise assets installed in local, on-premises 

data centers, in worldwide remote locations, or in the Oracle Cloud or other cloud environments. It provides a 

consistent framework for users and application developers to deploy intelligence and management capability to the 

locations where it is needed and to deliver the results and information produced into a comprehensive user 

interface. 
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Oracle Enterprise Manager is generally used for historical analysis of data collected from targets, and for alerting 

users to possible issues based on user-defined thresholds. It is important to realize that Oracle Enterprise Manager 

is not a real-time monitor. Collection of data and generation of alerts are based on collection intervals that are 

generally 10 minutes or more apart. Some low-impact status functions are tested at one minute intervals, but 

generally any alert generated is based on minutes-old data. For example, a controller failover event may not be 

detected by Oracle Enterprise Manager for several minutes because the status is not checked on a real-time basis. 

If absolute real-time monitoring is required, a combination of the controller DTrace Analytics browser user interface 

and the Oracle ZFS Storage Appliance controller’s own internal alert mechanism may be preferable to Oracle 

Enterprise Manager monitoring. 

The basic architecture of Oracle Enterprise Manager, as shown in the following figure, includes: 

1. The Oracle Management Service (OMS), which provides the user interface, and management of the 

repository database. 

2. Oracle Management Agents (Agents), which reside on many servers in the enterprise, and which 

communicate directly with targets through plugins. The Agents collect and aggregate from targets, and 

pass that data back to the OMS. The knowledge of how to collect data from a target is programmed into 

discrete plugins which are deployed into the Oracle Management Agents. When an administrator decides 

to implement the plugin, they deploy the plugin to an OMS, and then from there, they push that plugin out 

to one or more Agents. Once an Agent is running the plugin, it can be programmed to communicate to one 

or more Oracle ZFS Storage Appliance systems. The plugin can be deployed to any number of Agents, 

and each Agent can monitor one or many Oracle ZFS Storage Appliance systems. In a large Oracle ZFS 

Storage Appliance infrastructure, an OMS can have thousands of Oracle ZFS Storage Appliance targets 

active via dozens or hundreds of Agents. 

In this paper, Oracle Enterprise Manager Cloud Control 13.2 may be referred to as Oracle Enterprise Manager, EM 

or Cloud Control. 
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Figure 1. Oracle Enterprise Manager Cloud Control 13.2 architecture 

Oracle Enterprise Manager Plugin for Oracle ZFS Storage Appliance 3.0  

Oracle Enterprise Manager Plugin for Oracle ZFS Storage Appliance 3.0 joins together Oracle ZFS Storage 

Appliance and Oracle Enterprise Manager Cloud Control. Plugins are the standard method for extending Oracle 

Enterprise Manager Cloud Control to allow the Cloud Control feature to recognize and support hardware, software, 

middleware, and other system elements. These elements are called targets. The plugin creates a target type of 

“Oracle ZFS Storage Appliance” and allows users to add these types of targets. A user, usually a DBA or storage 

administrator, utilizes the plugin to manage, monitor, and provision the logical aspects of Oracle ZFS Storage 

Appliance as well as provide some visibility to the physical components. In this paper, the Oracle Enterprise 

Manager PPlugin that provides a target of type “Oracle ZFS Storage Appliance” is referred to as “the plugin” or “the 

appliance plugin.” 

Oracle ZFS Storage Appliance systems at a physical infrastructure level may be represented by targets of type 

“Oracle ZFS Storage Server” (physical controller target), “ZFS Diskshelf Storage” (individual drive enclosures), and 

as part of an “Oracle ZFS Storage Server Cluster” (target that shows cluster resources for two controllers configured 

in a cluster). Oracle ZFS Storage Server and ZFS Diskshelf Storage targets are known as System Infrastructure 

targets and are usually used by physical operations technicians and data center management. These types of 

targets are not covered in this white paper. For more information about System Infrastructure targets, refer to the 
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Oracle Enterprise Manager Cloud Control Administrator’s Guide. 

(http://docs.oracle.com/cd/E73210_01/EMADM/toc.htm) 

Steps for Creating a Basic Oracle Enterprise Manager Deployment for Oracle ZFS 
Storage Appliance 

1. Build and establish an operational Oracle Enterprise Manager 13.2 environment. This is a complex task 

outside the scope of this white paper. For information on installing and operating Oracle Enterprise 

Manager Cloud Control 13.2, refer to the Oracle Enterprise Manager Cloud Control Online Documentation 

Library, Release 13.2 (https://docs.oracle.com/cd/E73210_01/index.htm). This white paper assumes the 

following prerequisites: 

» Oracle Enterprise Manager 13.2 environment 

» User with administrator credentials capable of deploying a plugin and adding targets 

» Basic knowledge of Oracle Enterprise Manager navigation 

2. Import Oracle Enterprise Manager Plugin for Oracle ZFS Storage Appliance 3.0, either through the Self-

Update feature of Oracle Enterprise Manager or by manually downloading and importing the plugin using 

the CLI for Oracle Enterprise Manager (EMCLI). 

3. Deploy the plugin to your Oracle Management Server(s). 

4. Deploy the plugin to one or more Oracle Management Agents. 

5. Enable Oracle BI Publisher reports. 

6. Create and modify monitoring templates. 

7. Run Oracle Enterprise Manager Auto Discovery to find Oracle ZFS Storage Appliance targets and 

promote them. 

8. Create the monitoring user and role on each newly promoted Oracle ZFS Storage Appliance controller. 

9. (Optional) Customize metrics for individual controllers. 

10. (Optional) Create provisioning user(s) on each controller where Oracle Enterprise Manager will be used to 

provision projects and filesystems. 

Acquiring and Deploying the Plugin 

In any Oracle Enterprise Manager installation, it is recommended to establish an interface to My Oracle Support so 

that updates to agents, plugins, and patches are automatically cataloged and available to Oracle Enterprise 

Manager administrators. For details about establishing My Oracle Support connectivity, refer to the Enterprise 

Manager Cloud Control Getting Started Guide (https://docs.oracle.com/cd/E73210_01/EMGSG/toc.htm). 

There are three phases to acquiring and deploying the plugin: 

1. Download the plugin through the Oracle Enterprise Manager Self Update function or by manually 

downloading and importing the plugin using the Oracle Enterprise Manager command line interface 

(EMCLI). 

2. Deploy the plugin to one or more Oracle Enterprise Manager Oracle Management Servers (OMSs). 

3. Deploy the plugin to one or more Oracle Enterprise Manager Oracle Management Agents (Agents). 

After the plugin has been deployed to at least one Agent, Oracle ZFS Storage Appliance targets can be added. 

Downloading the Plugin 

The Oracle Enterprise Manager Self Update function is the preferred method for acquiring the plugin. This function 

requires a connection to My Oracle Support. Refer to the Enterprise Manager Cloud Control Administrator’s Guide 

(http://docs.oracle.com/cd/E73210_01/EMADM/toc.htm) for instructions on setting up Self Update. If Self Update is 

http://docs.oracle.com/cd/E73210_01/EMADM/toc.htm
https://docs.oracle.com/cd/E73210_01/index.htm
https://docs.oracle.com/cd/E73210_01/EMGSG/toc.htm
http://docs.oracle.com/cd/E73210_01/EMADM/toc.htm
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not an option, then the plugin can be manually downloaded and imported using the Oracle Enterprise Manager 

command-line interface (EMCLI). 

Downloading Using Self Update 

1. Log in to Oracle Enterprise Manager with a system administrator account. 

2. Navigate to Setup -> Extensibility -> Self-Update. 

3. For the Type category, click Plugin. 

4. Type “Oracle ZFS Storage Appliance” in the Search Description field and click the magnifying glass icon. 

A list is displayed of all Oracle ZFS Storage Appliance plugins that are available for download. The plugin 

corresponding to this white paper is version 13.2.3.0.0. It is generically known as “3.” and is referred to as 

such here. 

5. Highlight the 13.2.3.0.0 plugin by clicking the row, and then click the Download action button on the Action 

bar, as shown in the following figure. 

 

 

Figure 2. Plugin Updates page in Self Update 

6. Select the option to start the download job immediately. 

7. When the download job completes, the status of the plugin changes to “Downloaded.” Proceed to section 

“Deploying the Downloaded Plugin.” 

Downloading Using Web/EMCLI 

If you cannot use the Self Update function, you can download and import the plugin manually. 

1. Navigate to the Oracle Enterprise Manager Plugin for Oracle ZFS Storage Appliance download page. 

(http://www.oracle.com/technetwork/oem/grid-control/downloads/zfs-storage-plugin-487867.html) or type 

“Oracle Enterprise Manager Plugin for Oracle ZFS Storage Appliance” in an internet search engine. 

2. Accept the License Agreement and click the “Download Plugin” link under “Plugin Release v3.0.” From the 

same location, you may also want to download the Oracle Enterprise Manager Plugin for Oracle ZFS 

Storage Appliance Administration Guide v3.0. 

3. Authenticate and choose a location for the download. The download file is 

13.2.3.0.0_oracle.sun.oss7_2000_0.opar. Save the file. 

4. You will now use the EMCLI to import the .opar file. The EMCLI is a remote client that can run anywhere 

that has network access to the Oracle Enterprise Manager OMS. The EMCLI must be downloaded from 

the OMS into which you will import the plugin .opar file, and some setup steps are necessary. To download 

http://www.oracle.com/technetwork/oem/grid-control/downloads/zfs-storage-plugin-487867.html
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the EMCLI, login to your OMS, navigate to Setup -> Command Line Interface, and follow the instructions 

for setting up “EM CLI Standard.” 

5. The syntax for the EMCLI import_update command is slightly different for UNIX or Windows clients. 

Refer to the administration guide for the plugin for Windows syntax. On a UNIX system: 

a. ./emcli login –url=https://your-oms-host.com:7802/em –username=sysman 

b. ./emcli sync 

c. ./emcli import_update  –file=13.2.3.0.0_oracle.sun.oss7_2000_0.opar -

omslocal 

6. Login to the OMS, navigate to Setup -> Extensibility -> Self Update -> Plugin and verify that the status of 

Version 13.2.3.0.0 Plugin is “Downloaded.” Proceed to section “Deploying the Downloaded Plugin.” 

Deploying the Downloaded Plugin 

After the plugin has been downloaded, it must be deployed to an OMS and then to a least one Agent. Some high-

availability environments may have multiple OMS servers; this white paper assumes a single OMS. Almost all 

environments have multiple Agents. An Agent may serve multiple plugin types, or only one. A plugin may reside in 

one or more Agents. The number of controllers monitored by an Agent varies. 

1. Because each Oracle ZFS Storage Appliance controller is one target to Oracle Enterprise Manager, each 

clustered controller is represented by two targets. The number of targets than can be managed by a single 

Agent depends on the speed of the server, and the frequency that metric data is collected for each 

controller. Each metric for each controller has an individually adjustable collection schedule. If the Agent is 

asked to collect on very short collection schedules for many targets, then fewer targets can be monitored 

by the Agent. A rule of thumb is 40 to 60 controllers per Agent. 

2. Geographic considerations. If is preferable that the Agents be as close as possible to the targets that they 

are monitoring, in terms of the network latency between them. If an Agent can access a controller via a 

management IP over port 215 (or other custom port number), then the Agent can monitor the controller. 

However, if there is excessive network latency between the Agent and the controller, metric collections 

may be impacted. For this reason, many users configure Agents to be close to the controllers that they 

monitor. 

By default, every OMS has an Agent running on the OMS server. Use of this Agent is acceptable if the server has 

resources to service both the OMS and the Agent, and if the latency between the Agent and controller is not too 

large. 

Deploying the Plugin to Oracle Management Server 

Use the following procedure to deploy the downloaded plugin. 

1. Navigate to Setup -> Extensibility -> Plugins. 

2. Expand row “Servers, Storage and Network.” 

3. Select row “Oracle ZFS Storage Appliances.” The “Latest Downloaded” column should indicate 13.2.3.0.0 . 

Right-click and select “Deploy On -> Management Servers.” 

4. Select the plugin name and click Next.  

5. Oracle Enterprise Manager runs a prerequisite check job. When the job completes successfully, click Next. 

6. Select an Oracle Management Server on which to deploy. If there is only one Oracle Management Server, 

it is selected for you. Click Deploy. A job is created. When the job completes, the plugin is deployed to the 

Oracle Management Server. 

Deploying the Plugin to At Least One Agent 

Use the following procedure to deploy the plugin to at least one Agent. 

1. Navigate to Setup -> Extensibility -> Plugins. 

2. Expand row “Servers, Storage and Network.” 
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3. Select row “Oracle ZFS Storage Appliances.” The “Latest Downloaded” column should indicate 13.2.3.0.0 . 

Right-click and select “Deploy On -> Management Agent.” 

4. Be sure the selected version is 13.2.3.0.0 and click Continue. 

5. A list of eligible Agents is displayed. Select the Agent or Agents on which you want to deploy the plugin. 

Because multi-select is enabled, you may deploy on more than one Agent at a time. Select the Agent(s) 

and click Continue. 

6. A prerequisite check runs. When successful, click Next. 

7. Review the information and click Deploy. A job is submitted. When the job completes, the plugin is 

deployed on the selected Agent or Agents. 

Enabling Oracle BI Publisher Reports 

Oracle BI Publisher is an optional but very comprehensive reporting system included in the Oracle Enterprise 

Manager Cloud Control installation. It runs as a separate subsystem and has its own login credentials. Oracle BI 

Publisher might not be running in your Oracle Enterprise Manager Cloud Control installation. Refer to the Enterprise 

Manager Cloud Control Advanced Installation and Configuration Guide for details on configuring Oracle BI 

Publisher. 

When Oracle Enterprise Manager Plugin for Oracle ZFS Storage Appliance 3.0 is deployed, the associated Oracle 

BI Publisher reports are placed into a temporary location in the OMS. If Oracle BI Publisher is to be used for Oracle 

ZFS Storage Appliance reporting, the plugin reports must be enabled using the EMCLI. If the EMCLI has not been 

downloaded, the EMCLI must be downloaded from the OMS, and some setup steps are necessary. To download 

the EMCLI, login to your OMS, navigate to Setup -> Command Line Interface, and follow the instructions for setting 

up “EM CLI Standard.” 

Deploying the Latest Oracle BI Publisher Reports 

After the EMCLI has been deployed and configured, use the following commands in the EMCLI to deploy the latest 

Oracle BI Publisher reports: 

1. ./emcli login –username=sysman 

2. ./emcli sync 

3. ./emcli deploy_bipublisher_reports -pluginid=oracle.sun.oss7 -

pluginversion=13.2.3.0.0 

4. If a previous version of the plugin was deployed into the OMS, then the -force option should be added to 

the end of the previous command. 

Accessing and Running the Oracle BI Publisher Reports 

After the Oracle BI Publisher Reports have been deployed, they can be accessed and run using the following 

procedure: 

1. Navigate to Enterprise -> Reports -> BI Publisher Enterprise Reports. 

2. Scroll to “Oracle ZFS Storage Appliance Reports.” 

3. Click on the link corresponding to the report you want to run: 

» Cluster Report 

» DB Storage Share Capacity-Analytics Report 

» Federated Capacity Configuration Report 

» Federated Database to Appliance Mapping Report 

» Federated Storage DB File Distribution Report 

» Federated System Capacity Report 

https://docs.oracle.com/cd/E73210_01/EMADV/GUID-F1F0D522-E43F-47BF-B249-512F78A9B81C.htm#EMADV11883
https://docs.oracle.com/cd/E73210_01/EMADV/GUID-F1F0D522-E43F-47BF-B249-512F78A9B81C.htm#EMADV11883
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» Network Interface Information Report 

» Replication Lag Report 

» Storage Capacity Networking by Share Report 

» File Storage Capacity Report 

4. Clicking a report link opens an Oracle BI Publisher login window. Enter a username and password and 

click Sign In. 

Your report should now display. Most reports are broken into sub-reports, which can be accessed by clicking the 

labeled tabs across the top of the display pane. 

Note: The plugin also contains Information Publisher reports that are deployed by default and are deprecated. 

Instead, it is recommended to use Oracle BI Publisher reports. 

Creating Monitoring Templates 

One of the primary purposes of Oracle Enterprise Manager Cloud Control is to collect and store metrics. Metrics are 

values that a plugin extracts from a target based on the plugin’s knowledge of the data that can be provided by the 

target. Examples of metrics are: storage usage numbers, I/O operations per second, active fault records, and results 

of proactive health check monitoring. Each metric has its own individual collection schedule, and metrics can be 

disabled if not required. Thresholds can be defined to generate alerts and actions if a specific metric is outside of a 

defined criteria. 

When the plugin is deployed, a default monitoring template is automatically created and stored in the OMS. The 

default template is designed to collect the most important values, while using the minimum amount of storage in the 

Oracle Enterprise Manager repository database. 

If a target of type “Oracle ZFS Storage Appliance” is created, the current default template is applied to the new 

target, and certain metrics and thresholds are automatically in force for that target. The metric and threshold 

monitoring values can be customized for each individual controller, or the default template can be copied, 

customized, and applied to any Oracle ZFS Storage Appliance target. Any number of templates can be created. 

Partial templates can be created that only modify a subset of the metric palette, so that mass updates of only certain 

metrics can be applied to multiple controllers at once without disturbing customized metrics that may already exist. 

There are dozens of possible metrics that can be collected for Oracle ZFS Storage Appliance. It is beyond the scope 

of this white paper to describe each metric. The Oracle Enterprise Manager Plugin for Oracle ZFS Storage 

Appliance Administration Guide v3.0 contains a description of all possible metrics and their default thresholds. 

Copying and Modifying the Default Monitoring Template 

It is strongly recommended to make a copy of the default monitoring template and use that for the basis of any 

changes, rather than modifying the default template directly. It is also recommended to apply the new template to 

just a few targets initially to judge the impact on performance and Oracle Enterprise Manager repository database 

usage. Every metric collected results in a small amount of overhead on the controller. Very short collection 

schedules and/or very large numbers of collected metrics can result in possible impact to the user interface 

performance on the controller. The controller always prioritizes data serving functions, so actual I/O performance 

should not suffer, but controller BUI slowness is possible. Collecting a large number of metrics on short collection 

schedules can also result in rapid growth of the Oracle Enterprise Manager repository database. 

Copying the Default Monitoring Template 

Initially, the default monitoring template for Oracle ZFS Storage Appliance is invisible. Use the following procedure to 

create a visible copy. 
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1. Navigate to Enterprise -> Monitoring -> Monitoring Templates. 

2. Click Create. 

3. Next to “Copy Monitoring Settings using,” click the radio button for “Target Type.” 

4. In the “Target Type” drop-down menu, select “Oracle ZFS Storage Appliance” and click Continue. 

5. Give the new template a name, and click OK. Do NOT select the check box labeled “Make this the default 

template for this target type.” 

You now have a monitoring template that reflects the basic default template for Oracle ZFS Storage Appliance 

targets. 

Modifying the Copied Default Monitoring Template 

You can use the newly created template as the basis for any changes you want to make to default monitoring 

values. 

1. Highlight the row containing your new template, and click Edit in the Action bar. 

2. On the next page, click tab Metric Thresholds. 

3. All possible metrics that are eligible for collection are displayed. To collapse the template, click the triangle 

next to the template name. To expand the template, click the same triangle again, which creates a more 

easily readable, condensed list of metrics, as shown in the following figure. 
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Figure 3. Collapsed view of the monitoring template 

4. The collection schedules are shown in a column on the right side of the screen. Many metrics are disabled 

by default to save space in the OMS repository database. The actual metric monitoring values are hidden 

in this view, but can be revealed by clicking the triangle next to a metric. 

5. To enable a metric that is disabled, click Disabled and an edit page opens. On the edit page, click Enable 

and further details are displayed. The collection frequency can be modified. It is strongly recommended 

that no collection interval is less than five minutes, except for a few status-only metrics that are already 

defaulted to one minute. Select a collection frequency. 

6. Another factor that can be specified is the upload interval, which determines how often a metric value is 

uploaded to the Oracle Enterprise Manager repository database. For example, if a metric value is collected 

every 5 minutes, and the upload interval is set to 6 (every 6th collection), the metric value is uploaded 

every 30 minutes. If the metric being collected is numeric, it may be averaged over the upload interval. For 

example, if a metric value is set to collect every 5 minutes but upload every 6 intervals, and the numbers 

collected are 2,4,4,5,3,6, then the value returned is 4. It is also possible to specify “Alerting Only” so the 

metric value is evaluated against a threshold, but not stored in the repository. Set the desired intervals and 

click Continue to return to the main editing screen. 

7. Important: Click OK on the main edit screen to save your changes; otherwise, the changes are not saved. 
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8. Only certain metrics are eligible for thresholds and alerts. Click the triangle next to a metric to reveal 

thresholds set in the template. To edit thresholds, click the pencil icon on the right side of the row, as 

shown in the following figure. If you see an eyeglass icon rather than a pencil, you are in view mode rather 

than edit mode. 

 

 

Figure 4. Entering the editing mode for a threshold in the monitoring template 

9. Leave the Warning Threshold or Critical Threshold fields blank to prevent alerts of those types from being 

generated. On the threshold edit screen, many values can be set, as shown in the following figure: 

» Corrective Actions – If a threshold is exceeded, a corrective action can be triggered. A corrective action 

can be a job run within Oracle Enterprise Manager Cloud Control or a script triggered on the Agent host. 

For example, if a warning threshold was set on an NFS share for 80% space utilization, a user could 

trigger a script to run on the Agent host to log in to a host using the share and files so they could be 

migrated or deleted from the share. In-depth descriptions of these capabilities can be found in the 

Enterprise Manager Cloud Control Administrator’s Guide. 

» Advanced Threshold Settings – Numeric or text values can be evaluated, and warning or critical alerts 

generated. The Threshold Suggestion panel at the bottom of the screen can be used to try to generate 

rational values for thresholds, after there is history in the Oracle Enterprise Manager repository. Initially, 

it is recommended to leave the thresholds at default values until experience is gained. 

» Alert Message – The default message can be customized. 
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Figure 5. Editing a threshold in the monitoring template 

10. After making all changes to the metric values in your template, be sure to click OK on the main screen to 

save the values. 

11. You may copy the template you just created to create a different monitoring template. Monitoring 

templates can be created for only a subset of all possible values so that individual metrics can be 

independently applied. 

12. If you have created a new monitoring template and want it to be the new default template for Oracle ZFS 

Storage Appliance targets, edit the template, and on the General tab, select the check box for “Make this 

the default template for this target type.” Any targets subsequently created will have the template values 

applied automatically at creation time. 

13. After Oracle ZFS Storage Appliance targets have been created, any template may be applied to any target 

by highlighting the row for the template, clicking Apply on the Action bar, and then selecting the individual 

Oracle ZFS Storage Appliance targets to which the template is to be applied. 

Discover Oracle ZFS Storage Appliance Controllers 

Before Oracle Enterprise Manager Cloud Control can monitor or manage Oracle ZFS Storage Appliance, the 

appliance must be discovered as a target to Oracle Enterprise Manager Cloud Control. There are two steps to this 

process: adding a target of type “Oracle ZFS Storage Appliance,” and creating a monitoring user on the target 
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controller. Adding the target can be accomplished in two ways: using the Auto Discovery feature, or adding the 

target manually. Creating a monitoring user can also be accomplished in two ways: using the predefined Oracle 

Enterprise Manager Cloud Control “ZFSSA Create Monitoring User” job, or logging into the controller itself and 

running the “Configure for Oracle Enterprise Manager Monitoring” workflow. 

Using Auto Discovery to Add Oracle ZFS Storage Appliance Targets 

A feature of the plugin is Auto Discovery integration. Auto Discovery automates the creation of Oracle ZFS Storage 

Appliance targets and monitoring users and roles on the controller. Conceptually, Oracle ZFS Storage Appliance 

controllers can be discovered and promoted before the monitoring users are created. Then, an Oracle Enterprise 

Manager job can be built for creating the monitoring user and role on the newly promoted controller target. 

Use the following procedure to add Oracle ZFS Storage Appliance targets through Auto Discovery: 

1. Navigate to Setup -> Add Target -> Configure Auto Discovery. 

2. Click tab Advanced: Discovery Modules, and then click Oracle_ZFSSA_Discovery. 

3. Click Add. 

4. Select an Agent host from which you want to scan a range of IP addresses, looking for Oracle ZFS 

Storage Appliance systems. Click Select. 

5. Highlight the row with the host name, and click Edit Parameters. The Edit Parameters dialog box is 

displayed as shown in the following figure. 

6. Specify the Agent_Home directory for the Management Agent on the selected host. 

7. Specify a range of IP addresses to scan, looking for open Oracle ZFS Storage Appliance management 

ports. 

8. Specify the management port for the controllers (default is 215). 

9. Specify the SSH port number for the controllers (default is 22). 
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Figure 6. Editing parameters for Auto Discovery 

10. Click OK to save the parameters. 

11. Click OK again to save the Auto Discovery definition. This adds a custom discovery module to the agent 

you selected, and Auto Discover will run automatically every 24 hours. 

12. (Optional) To run Auto Discover immediately: 

a. Select Setup -> Add Target -> Configure Auto Discovery.  

b. From tab Targets on Hosts, choose an Agent host row and select Discover Now, as shown in the 

following figure. 
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Figure 7. Immediately running Auto Discovery 

13. After Auto Discovery has run, all controllers in the IP address range you specified are candidates for 

promotion to the target status. After promotion, you will create an Oracle Enterprise Manager monitoring 

user on each controller. To promote targets, use the following steps: 

a. Select Setup -> Add Target -> Configure Auto Discovery. 

b. From tab Targets on Hosts, choose an Agent host row and click the number displayed under 

Discovered Targets. Remember that targets already managed in Oracle Enterprise Manager are 

not listed under Discovered Targets. 

c. Choose the discovered target(s) to promote (add) by clicking on it. For multiple selections, use 

the SHIFT and CTRL keys appropriately. Click Promote. 

Important: Only targets of the same type can be promoted together. Also, use the same 

credential, in the last step, for all selected Oracle ZFS Storage Appliance targets. 

d. Navigate to page Promote Discovered Targets. Entries for properties "Storage Server Name or 

IP Address" and "Management Port" are automatically populated for each target. 

e. Click the triangle icon for Advanced: Configure properties for all targets with single input. 

f. Select the check box for Monitoring Target Credentials and complete the credentials. The SSH 

port field can be blank because it is automatically set in the Auto Discovery module configuration 

step. 

Adding Oracle ZFS Storage Appliance Targets Manually 

If Auto Discovery is not used, create the Oracle ZFS Storage Appliance target manually. 

1. Navigate to Setup -> Add Targets -> Add Target Declaratively. 

2. Click the magnifying glass icon next to the “Host” box. 

3. On page Select Host, highlight the Agent that you want to use to monitor the controller, then click Select. 
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4. In the Target Type list, highlight “Oracle ZFS Storage Appliance” and click Add. 

5. On page Add: Oracle ZFS Storage Appliance, complete the required fields, as shown in the following 

figure: 

» Target Name: Text field to identify the target. 

» UserName: Userid of the monitoring user (usually oracle_agent) as defined on the Oracle ZFS Storage 

Appliance system. 

» Password and Confirm Password: Password of the monitoring user on the Oracle ZFS Storage 

Appliance system (monitoring user is usually oracle_agent). 

» Management Port: Oracle ZFS Storage Appliance management port (default is 215). 

» SSH Port: Oracle ZFS Storage Appliance SSH port (default is 22). 

» Storage Server Name or IP Address: DNS name or IP address of the controller being added as a target. 

6. If the monitoring user has already been created on the controller, click “Test Connection” to verify that the 

monitoring user and password are correct. 

7. Click OK to save the target. 

 

 

Figure 8. Adding target type Oracle ZFS Storage Appliance 

Creating Monitoring Users on Oracle ZFS Storage Appliance Controllers 

To collect data from controllers, the REST service must be enabled on each controller, and a monitoring user and 

role must exist on each controller. The REST service is enabled on each controller by default, but its status can be 

verified by logging into the Oracle ZFS Storage Appliance BUI as the root user and clicking Status. A green indicator 

next to “REST” on the Services page indicates that REST is active. 
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Creating a monitoring user can be accomplished by running an Oracle Enterprise Manager Cloud Control job that is 

installed by the plugin, or manually by logging into the controller. 

Using an Oracle Enterprise Manager Cloud Control Job to Create Monitoring Users and Roles 

1. Navigate to Enterprise -> Job -> Library. 

2. In the “Create Library Job” drop-down menu, select “Oracle ZFSSA Create Monitoring User” and click Go. 

3. Give the job a name under which it will be saved in the job library. 

4. Click tab Parameters. 

5. Complete the necessary parameters. Suggested values are as follows: 

» Role Name: oracle_agent 

» Role Description: freeform 

» Override Role Option: skip 

» Add Authorization for Monitoring: true 

» Add Authorization for Health Check: true 

» Add Authorization for Dataset Retention: true 

» Add Authorization for Dataset Management: true 

» Username: oracle_agent 

» Password: strong 

» Override User Option: skip 

 

Figure 9. Setting monitoring user parameters in a library job 
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6. Click tab Credentials. 

7. Provide credentials: 

» Agent Host Credentials: This is the userid and password for the user that runs the Oracle Enterprise 

Manager Cloud Control Management Agent on the host where the Agent runs. This is often the oracle 

user, but not always. 

» Target Oracle ZFSSA Credentials: This is the userid and password for a user on the Oracle ZFS 

Storage Appliance controller with sufficient authority to create roles and users (usually root). 

8. Click Save to Library to save the job.  

9. Assuming eligible controllers have been discovered and promoted via Auto Discovery, you may now run 

the create user job to create Oracle Enterprise Manager Monitoring users. 

a. Navigate to Enterprise -> Job -> Library. 

b. Select the job you created in the previous step. 

c. Click Submit. 

d. On page Submit, click Add. 

e. On page Search and Select: Targets, select the Oracle ZFS Storage Appliance target that has 

been promoted from Auto Discovery, but which does not yet have an Oracle Enterprise Manager 

monitoring user and role created. 

f. Click Submit. 

g. A job is run to create the user and role as defined in steps 1 through 8, as shown in the following 

figure. If the controller selected for this job is part of a cluster, the role and user are automatically 

created on the peer controller. 

 

 

Figure 10. Running a job to create the user and role 

A monitoring user now exists on the Oracle ZFS Storage Appliance system. 
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Using the Oracle ZFS Storage Appliance BUI to Create Monitoring Users and Roles 

The monitoring user and role may also be created manually by logging into the Oracle ZFS Storage Appliance BUI. 

Creating a user manually requires a user with specific authorities. If the root user is not available, refer to Oracle 

Enterprise Manager Plugin for Oracle ZFS Storage Appliance Administration Guide v3.0 for specific appliance-user 

authorities needed to create the monitoring user. 

1. Log in to the Oracle ZFS Storage Appliance BUI using the root user or a user with sufficient authority to 

create users and roles. 

2. Navigate to Maintenance -> Workflows. 

3. Click on workflow “Configure for Oracle Enterprise Manager Monitoring.” 

4. Type the desired password for the oracle_agent user. If the controller has never been monitored by Oracle 

Enterprise Manager, there is no reason to select the “Recreate User” or “Recreate Worksheet” check 

boxes. Click Apply. 

A role named “oracle_agent” and a user named “oracle_agent” are created. Advanced Analytics is 

enabled, and a worksheet containing a group of Analytics datasets is created. Note: If the controller is part 

of a cluster, the same operations are automatically performed on the peer controller. Therefore, you do not 

need to log in and execute workflow “Configure for Oracle Enterprise Manager Monitoring” on the peer 

controller. 

5. Important: You must complete the following steps: 

a. Navigate to Configuration -> Users. 

b. In the Users column, highlight the row for username “oracle_agent” and click the pencil icon to 

the right to edit the user. 

c. Deselect the “Kiosk user” check box and click Apply, as shown in the following figure. This 

operation automatically propagates to the peer controller in a clustered environment. 

 

Figure 11. Deselecting the kiosk user check box 
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Applying Monitoring Templates and Customizing Metric Settings 

At this point, there are active Oracle ZFS Storage Appliance targets in the Oracle Enterprise Manager configuration, 

and the default monitoring template is in effect for the newly promoted targets. To modify individual Oracle ZFS 

Storage Appliance targets, perform the following procedure: 

1. Navigate to Targets -> All Targets. 

2. In the breakdown of target types on the left side of the screen, scroll to “Servers, Storage and Network” 

and select category “Oracle ZFS Storage Appliance.” Targets that you promoted are displayed. 

3. To modify the metric settings for an individual controller, perform the following steps: 

a. Select the target link in the “Target name” column. 

b. After the target homepage is displayed, click the “Oracle ZFS Storage Appliance” drop-down 

menu and select Monitoring -> Metric and Collection Settings. 

c. Modify metric settings and click OK. The “Metric and Collection Settings” view is nearly identical 

to the view from building the monitoring templates, but changes apply only to the target you are 

currently modifying and override settings derived from a monitoring template. 

 

 

Figure 12. Customizing metric settings 

4. To apply a monitoring template to a target, perform the following steps: 

a. Navigate to Enterprise -> Monitoring -> Monitoring Templates. 

b. Click on the row with the template definition, and click Apply in the Action bar. 

c. On page Apply Monitoring Template, click one of two radio buttons, as appropriate. Click 

“Template will completely replace all metric settings in the target” to make the target monitoring 

identical to the template. Click “Template will only override metrics that are common to both 

template and target” if the template is a subset, and only the subset will be applied. If you have a 

template that only contains a subset of the possible settings and you apply the template with the 

“completely replace” option, some metrics disappear. 
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d. The “Metrics With Key Values” section determines whether individual settings for keyed values 

are replaced. An example of a keyed value is that for the metric NFSv3 Ops by Share, there are 

a variable number of possible shares, and thus, a variable number of possible metric thresholds, 

one for each share. A template cannot accurately reflect custom settings for individual keyed 

values (shares, in this case). The “Metrics With Key Values” section allows you to preserve 

individual share level thresholds while setting those that are not custom. 

e. Click Add, select the targets to which to apply this template, and then click Finish. The monitoring 

values for the selected targets are now set to the desired values.  

Creating Provisioning Users 

The plugin can optionally be enabled to provision and manage projects and shares on Oracle ZFS Storage 

Appliance targets. Provisioning requires one or more newly created special users or roles on each controller where 

the provisioning is to take place. This provisioning user cannot be the same as the monitoring user for the target. 

Note: Care must be taken to ensure that new provisioning users are restricted to the projects and shares that they 

manage because provisioning users can delete projects and shares. 

The "Oracle ZFSSA Create Provisioning User" job component, available in the Oracle Enterprise Manager job 

library, helps create users across Oracle ZFS Storage Appliance systems with limited capabilities to provision 

shares and projects on pools. This job simplifies the use of the plugin's storage provisioning capability, but can also 

aid in managing direct access to target appliances. 

Credentials, entered in the job’s Credential tab, are required for using this job on the target appliance. The 

credentials must have at least the following authorizations in the associated roles: 

» role.* with changeAuths, changeDescription, create, destroy permissions 

» user.* with create, changePassword, changeRoles, destroy permissions 

To create a provisioning user, perform the following procedure: 

1. Navigate to Enterprise -> Job -> Library. 

2. In the “Create Library Job” drop-down menu, select “Oracle ZFSSA Create Provisioning User,” then click 

Go. 

3. Type a name for the job and click tab Parameters. 

4. Enter the parameters, as shown in the following figure: 

» Role Name: This is the role that will be created on the target appliance with the authorizations and 

permissions required by the options chosen on the Parameters tab. If the role already exists and the 

"Override Option" is "skip,” the role on the target appliance is not created and the job continues when 

the existing role is encountered. If the "Override Option" is set to "override,” the existing role is 

destroyed and a new one is created with the limited roles selected in this tab. 

» Role Description: Provide a description for the role. 

» Override Role Option: Choose “override the role” if it exists already, “false” to skip. 

» Authorization for Storage Pool: Enter a plus sign (+) for this field to give the new role access to any 

storage construct on the target appliance. Enter a specific storage pool name to limit provisioning to that 

pool. 

» Authorization for Storage Project: Enter a plus sign (+) for this field to give the new role access to any 

project within the storage pool. Enter a specific project name to limit this user's access to a specific 

project. If the Storage Pool scope is +, then the Project must be + as well. 

» A series of possible permissions that can be toggled to true or false is shown next. To duplicate 

functionality required for the storage provisioning capability available on targets within Oracle Enterprise 

Manager, set, at a minimum, the following permissions to "true:" 
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» Allow Access Changes 

» Allow Protocol Properties Configuration 

» Allow Project Creation 

» Allow Share Creation 

» Allow to Remove a Project or Share 

» Allow to Change Quota and Reservation 

» Allow to Rename a Project or Share 

» Allow to Change General Properties 

» Username: The Username for the new provisioning user. Like the Role Name, if the Override Option is 

set to “skip” and the local username already exists on the target appliance, the job continues. If the 

Override Option for the Username is set to "override,” the username is destroyed and re-created, 

attaching the created Role to the new user. 

» User Description: A description for the provisioning user. 

» Password and Re-enter Password fields: These fields must match and comply with the target Oracle 

ZFS Storage Appliance system's guidelines for passwords. 

» Override User Option: Choose "override" if the user exists already, or “skip” to avoid overriding the 

existing user. 

5. Click Save to Library to save the job. 
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Figure 13. Configuring parameters for the provisioning user 
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To submit the job for one or more target appliances or groups, perform the following procedure: 

1. Navigate to Enterprise -> Job -> Library. 

2. Select the job you just created. 

3. Click Submit. 

4. On page Submit, click Add. 

5. On page Search and Select: Targets, select the Oracle ZFS Storage Appliance target that has been 

promoted from Auto Discovery, but which does not yet have an Oracle Enterprise Manager monitoring 

user and role created. 

6. Click Submit. 

7. A job runs to create the user and role as defined earlier. When the job completes, verify its success, as 

shown in the following figure. 

 

 

Figure 14. Successful submittal of provisioning user for target 

Using Groups within Oracle Enterprise Manager Cloud Control 

Now that Oracle Enterprise Manager Plugin for Oracle ZFS Storage Appliance 3.0 is operational, the following topics 

provide a brief overview for creating and using groups within Oracle Enterprise Manager Cloud Control. 

Using Oracle Enterprise Manager Cloud Control Groups Functionality 

Oracle Enterprise Manager Cloud Control has a “groups” functionally to allow group monitoring dashboards and 

templates to be used to monitor groups of targets. A target of any kind can belong to any number of groups, and 
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groups can contain either homogeneous or disparate target types. As examples, a user may create one group that 

contains only targets of type “Oracle ZFS Storage Appliance,” and another group that contains hosts, databases, 

networks, and Oracle ZFS Storage Appliance systems. 

Adding Groups 

The two most common types of groups are ad-hoc groups and dynamic groups. An ad-hoc group contains members 

selected by the administrator. Dynamic groups contain targets that are automatically added to the group when a new 

target that matches the selection criteria is created. 

To create an ad-hoc group, perform the following procedure: 

1. Navigate to Targets -> Groups. 

2. In the toolbar, select the “Create” drop-down menu and select “Group.” 

3. Type a name for the group. 

4. Click one of the add choices. Click Add to display a list of every target being managed by this Oracle 

Enterprise Manager Cloud Control instance. Select the target check boxes to add them to the group. Click 

Add by Criteria to filter possible selections by various attributes. By default, the filter contains Database 

Instance and Host target types. 

5. Click Edit Target Types. 

6. In the target type palette, move target types you want to add to your group to the “Selected Target Types” 

panel. You can filter this list more granularly in the next selection screen. Click Select. 

7. Enter more selection criteria or click Go. 

8. In the list of targets that meet your filter criteria, deselect targets that you want to exclude from your group. 

9. In the pared down list of eligible group members, make a final selection of group members. You can also 

associate the group with a time zone to facilitate clock-based actions that apply to the entire group. Click 

OK. 

To create a dynamic group, perform the following procedure: 

1. Navigate to Targets -> Groups. 

2. In the toolbar, select the “Create” drop-down menu and select “Dynamic Group.” 

3. Type a name for the group. 

4. Click Define Membership Criteria. 

5. Select the criteria on which to create the dynamic group. For example, to create a group containing only 

“Oracle ZFS Storage Appliance” targets, click the magnifying glass icon next to “Target Types,” and move 

“Oracle ZFS Storage Appliance” from the “Available Target Types” pane to the “Selected Target Types” 

pane, then click Select. 

6. On page Add Target, click Update Member Preview. A list of targets that meet your filter criteria is 

displayed. 

7. Click OK to create the dynamic group. 

Using Groups 

The primary use for groups is for accessing dashboards that provide a quick view of multiple targets’ status. 

Whenever a group is created, a default dashboard is also automatically created. This dashboard can be customized 

to show the status of specific metrics for each target type. 

Viewing a Dashboard 

To view a dashboard after a group is created, perform the following procedure. 

1. Navigate to Targets -> Groups. 

2. Click the desired group name in the “Name” column. 
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3. In the group home page, click Dashboard in the Action bar. 

4. In the Dashboard view, every target associated with the group is displayed in the Member Target pane at 

the top of the page, and open incidents and problems for all members of the group are displayed in the 

bottom pane. 

5. Click a Member Target link to go to the home page for that target. Columns are displayed for each metric 

that has been added to the custom Dashboard view. By default, the information displayed is Target Name, 

Target Type, Status, and Incidents. 

Customizing a Dashboard 

To add a column to a dashboard, customize it using the following procedure: 

1. Navigate to Targets -> Groups. 

2. Click on the far left of the row containing the desired group to highlight the row, then click Edit in the Action 

bar. 

3. On the Group Edit screen, click tab Columns. 

4. Click Modify Button. To view specific metrics on page Modify Columns, use the “Type” drop-down menu to 

select the type corresponding to the desired target type. For example, select “Oracle ZFS Storage 

Appliance” to see metrics for Oracle ZFS Storage Appliance systems. 

 

 

Figure 15. Selecting the column type 

5. Click Continue, review your metric column selections, then click OK to save. 

In general, you should display metrics with thresholds, which can be evaluated and given an alert level. 

For example, you might want to display the status of “Appliance Capacity Totals” so that the dashboard 

shows an alert when a storage pool’s utilization percentage rises above 80%.  
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As shown in the following figure, in the displayed dashboard column, a metric with a clear alert status has 

a green dot, which represents a green LED light, meaning “OK.” A metric with a warning status has a 

yellow dot, which represents a yellow LED light, meaning “Warning.” A metric with a critical status has a 

red dot, which represents a red LED light, meaning “Critical.” Hovering the mouse pointer over the LED 

status indicator displays the metric’s value. 

 

 

Figure 16. Metric status displayed in dashboard column 

For more advanced group topics, refer to the Enterprise Manager Cloud Control Administrator’s Guide. 

  

http://docs.oracle.com/cd/E73210_01/EMADM/GUID-3F0400EE-0C15-4A12-AD9C-5850ABA04A3F.htm#EMADM9216
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Conclusion 

Oracle Enterprise Manager Plugin for Oracle ZFS Storage Appliance 3.0 provides the monitoring and metric 

observation platform to manage a farm of Oracle ZFS Storage Appliance systems. Combined with Oracle Enterprise 

Manager Cloud Control’s wide visibility into the enterprise data center, the plugin can integrate Oracle ZFS Storage 

Appliance into an overall management and monitoring strategy for  the IT infrastructure. 



  
 
 

 

 

 

 

Oracle Corporation, World Headquarters  Worldwide Inquiries 

500 Oracle Parkway Phone: +1.650.506.7000 

Redwood Shores, CA 94065, USA Fax: +1.650.506.7200 
 

 

Copyright © 2018, Oracle and/or its affiliates. All rights reserved. This document is provided for information purposes only, and the 

contents hereof are subject to change without notice. This document is not warranted to be error-free, nor subject to any other 
warranties or conditions, whether expressed orally or implied in law, including implied warranties and conditions of merchantability or 
fitness for a particular purpose. We specifically disclaim any liability with respect to this document, and no contractual obligations are 
formed either directly or indirectly by this document. This document may not be reproduced or transmitted in any form or by any means, 
electronic or mechanical, for any purpose, without our prior written permission.  
Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners. 
 
Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used under license and 
are trademarks or registered trademarks of SPARC International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are 
trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open Group. 0818 
 
Oracle Enterprise Manager Plugin for Oracle ZFS Storage Appliance 3.0: 
For Oracle Enterprise Manager Cloud Control 13.2 
June 2018 
Author: Scott Ledbetter 
 

 
 

 

C O N N E C T  W I T H  U S  

 
blogs.oracle.com/oracle 

 
facebook.com/oracle 

 
twitter.com/oracle 

 
oracle.com 


