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Disclaimer 

The following is intended to outline our general product direction. It is intended for information purposes only, and 

may not be incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and 

should not be relied upon in making purchasing decisions. The development, release, and timing of any features or 

functionality described for Oracle’s products remains at the sole discretion of Oracle. 
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About FIPS 140-2 

FIPS 140-2 is a mandatory public sector procurement requirement in both the United States and Canada for any product 

claiming or providing encryption. 

The FIPS 140-2 program is jointly administered by the US and Canada. In the US, the program is administered by NIST 

(National Institute of Standards and Technology) through the CMVP (Cryptographic Module Validation Program). In 

Canada, the program is administered by the Communications Security Establishment of the Government of Canada 

(CSEC). Oracle recognizes that the FIPS 140-2 validation of cryptographic modules is important to many customers.  For 

more information on this standard, see: http://csrc.nist.gov/publications/PubsFIPS.html.  For more information on the 

FIPS 140-2 Cryptographic Module Validation Program (CMVP), see: http://csrc.nist.gov/groups/STM/cmvp.  

Encryption products purchased by US and Canadian government agencies may be required to undergo the FIPS 140-2 

validation. These products are validated against FIPS 140-2 at security levels ranging from level 1 (lowest) to level 4 

(highest). The testing and validation of products against the FIPS 140-2 criteria is performed by NIST and CSEC-

approved and accredited certification laboratories. 

FIPS 140-2 Level 1 allows software and firmware components of a cryptographic module to be executed on a general 

purpose computing platform with no specific physical requirements. Level 2 is the highest level of validation pursued by 

software vendors. Level 4 is generally only attempted by hardware vendors who produce hardware such as hardware 

encryption devices. 

The validation authorities also validate the test results for the FIPS-approved or NIST recommended cryptographic 

algorithms under the Cryptographic Algorithm Validation Program (CAVP). An algorithm validation certificate is issued for 

each validated cryptographic algorithm. 

In some cases, additional validations are completed, for example, Oracle Advanced Security is also validated against 

FIPS 180-1 Secure Hash Standard, FIPS 46-2 Data Encryption Standard (DES) and FIPS 81 DES Mode of Encryption. 

Why FIPS 140-2? 

FIPS "140-2" defines the acceptable algorithms and modules that can be procured by the US government. In fact, NIST 

keeps a list of approved modules (implementations of algorithms) on their website. To get on this list of approved 

modules, vendors like Oracle must get their modules and algorithms validated. Unfortunately for many technology 

providers there isn't any alternative to FIPS 140-2 (version 2 of the current approved release). If a vendor wants to do 

business with the government, it is required by U.S. law that the vendors’ products be FIPS 140-2 approved. The 

validation process is an expensive and time-consuming process. Vendors must hire a third-party lab to do the validation; 

most also hire consultants to write documentation that is required as a part of the process. The validation process for 

FIPS 140-2 requires that vendors prove they have implemented their crypto correctly against the approved algorithms. 

This proof is accomplished via the labs that validate each module is correctly implementing the selected algorithms. 

FIPS 140-2 has also been adopted by banks and other financial services institutions. If you think about it, this makes a lot 

of sense: there is nothing more sensitive than financial data and banks want assurances that the crypto they depend on 

to protect it is as trusted as the safes that protect the cash. Interestingly, smart-card manufacturers also require FIPS: 

this is not a government mandate, but rather a financial industry requirement to minimize their fraud rates (by making the 

cost for criminals to break the crypto in smart cards too high). Finally, the Canadian government partners with NIST on 

http://csrc.nist.gov/publications/PubsFIPS.html
http://csrc.nist.gov/groups/STM/cmvp/
http://csrc.nist.gov/groups/STM/cavp/index.html
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the FIPS 140-2 program known as the Cryptographic Module Validation Program (CMVP) and mirrors U.S. procurement 

requirements. 

Oracle’s Commitment to FIPS 140-2 

For more information on Oracle’s participation in the FIPS 140-2 validation program, please visit the main FIPS 140-2 

information page. For a complete list of Oracle products with FIPS 140-2 validations and Common Criteria certifications, 

please see the Security Evaluations website. 

Oracle includes FIPS 140-2 Level 1 validated cryptography into Oracle Linux 6 and Oracle Linux 7 on x86-64 containing 

Red Hat Compatible Kernel and Oracle’s Unbreakable Enterprise Kernel. The platforms targeted for FIPS 140 validation 

testing include Oracle Linux 6.9 running on an x86-64 processor and Oracle Linux 7.3 running on an x86-64 

processor.  Oracle “vendor affirms” that the FIPS validation will be maintained on all other x86-64 equivalent hardware. 

Oracle will deliver software updates, if necessary, to address bug fixes and security vulnerabilities. However, it is Oracle's 

sole discretion to re-certify its FIPS 140 validated cryptographic modules. The re-certifications are dependent upon the 

package releases of the Linux open source community. 

Oracle Linux FIPS 140-2 Level 1 Certified Packages 

In order to be FIPS 140-2 compliant, you must run the specific FIPS certified packages on the hardware that was 

specified for the FIPS 140-2 certification or on “Vendor Affirmed” Hardware. Oracle X6-2 and X7-2 servers have vendor 

affirmed status, as do many other equivalent systems. For a detailed list of all the vendor affirmed systems, see “Tested 

Environments” and “Vendor Affirmed Environments” in the Security Policy document of any of Oracle’s FIPS certificates. 

For example, Sections 6.1 and 6.2 in the Security Policy of certificate #3017. 

Oracle Linux FIPS Certified packages are logically bundled as a version of our FIPS certified packages. 

Oracle Linux 6 FIPS 140-2 Level 1 certified version is R6-1.0.0. It consists of the following certificates and package 

versions: 

 #3017 - Oracle Linux 6 OpenSSL Cryptographic Module 

 openssl-1.0.1e-57.0.1.el6.x86_64.rpm 

 dracut-fips-004-409.0.3.el6_8.2.noarch.rpm 

 dracut-fips-aesni-004-409.0.3.el6_8.2.noarch.rpm 

 #3030 - Oracle Linux 6 OpenSSH Client Cryptographic Module 

 openssh-clients-5.3p1-122.el6.x86_64.rpm 

 fipscheck-1.2.0-7.el6.x86_64.rpm 

 fipscheck-lib-1.2.0-7.el6.x86_64.rpm 

 #3031 - Oracle Linux 6 OpenSSH Server Cryptographic Module 

 openssh-server-5.3p1-122.el6.x86_64.rpm 

 fipscheck-1.2.0-7.el6.x86_64.rpm 

 fipscheck-lib-1.2.0-7.el6.x86_64.rpm 

http://www.oracle.com/technetwork/topics/security/oracle-fips140-validations-100923.html
http://www.oracle.com/technetwork/topics/security/oracle-fips140-validations-100923.html
http://www.oracle.com/technetwork/topics/security/security-evaluations-099357.html
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp3017.pdf
https://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Certificate/3017
https://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Certificate/3017
http://yum.oracle.com/repo/OracleLinux/OL6/latest/x86_64/getPackage/openssl-1.0.1e-57.0.1.el6.x86_64.rpm
http://yum.oracle.com/repo/OracleLinux/OL6/latest/x86_64/getPackage/dracut-fips-004-409.0.3.el6_8.2.noarch.rpm
http://yum.oracle.com/repo/OracleLinux/OL6/latest/x86_64/getPackage/dracut-fips-aesni-004-409.0.3.el6_8.2.noarch.rpm
https://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Certificate/3030
http://yum.oracle.com/repo/OracleLinux/OL6/latest/x86_64/getPackage/openssh-clients-5.3p1-122.el6.x86_64.rpm
http://yum.oracle.com/repo/OracleLinux/OL6/latest/x86_64/getPackage/fipscheck-1.2.0-7.el6.x86_64.rpm
http://yum.oracle.com/repo/OracleLinux/OL6/latest/x86_64/getPackage/fipscheck-lib-1.2.0-7.el6.x86_64.rpm
https://csrc.nist.gov/projects/cryptographic-module-validation-program/Certificate/3031
http://yum.oracle.com/repo/OracleLinux/OL6/latest/x86_64/getPackage/openssh-server-5.3p1-122.el6.x86_64.rpm
http://yum.oracle.com/repo/OracleLinux/OL6/latest/x86_64/getPackage/fipscheck-1.2.0-7.el6.x86_64.rpm
http://yum.oracle.com/repo/OracleLinux/OL6/latest/x86_64/getPackage/fipscheck-lib-1.2.0-7.el6.x86_64.rpm
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Oracle Linux 7 FIPS 140-2 Level 1 certified version is R7-2.0.0. It consists of the following certificates and package 

versions: 

 #3017 - Oracle Linux 7 OpenSSL Cryptographic Module 

 openssl-1.0.1e-60.0.1.el7_3.1.x86_64.rpm 

 dracut-fips-033-463.0.2.el7.x86_64.rpm 

 dracut-fips-aesni-033-463.0.2.el7.x86_64.rpm 

 #3032 - Oracle Linux 7 OpenSSH Client Cryptographic Module 

 openssh-clients-6.6.1p1-35.el7_3.x86_64.rpm 

 fipscheck-1.4.1-5.el7.x86_64.rpm 

 fipscheck-lib-1.4.1-5.el7.x86_64.rpm 

 #3028 - Oracle Linux 7 OpenSSH Server Cryptographic Module 

 openssh-server-6.6.1p1-35.el7_3.x86_64.rpm 

 fipscheck-1.4.1-5.el7.x86_64.rpm 

 fipscheck-lib-1.4.1-5.el7.x86_64.rpm 

 

Enabling FIPS 140-2 Mode 

As mentioned above, installing and enabling any of the FIPS 140-2 validated kernels requires the correct versions of the 

kernel and all the package versions it depends on. 

To enable FIPS mode, do the following: 

1. Ensure the system is at Oracle Linux 7 Update 3. 

You cannot use FIPS cryptographic modules on Oracle Linux 7 systems that are lower than Update 3. 

2. Ensure your system is registered with the Unbreakable Linux Network (ULN) and that 

the ol7_x86_64_latest channel is enabled. 

Alternatively, you can enable the ol7_latest channel as follows: 

# yum-config-manager --enable ol7_latest 

3. Install the required packages. 

a. Install hmaccalc. 

# yum install hmaccalc-0.9.13-4.el7.x86_64 

b. The dracut-fips package provides the modules to build a dracut initramfs file system that performs an 

integrity check. 

https://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Certificate/3017
http://yum.oracle.com/repo/OracleLinux/OL7/latest/x86_64/getPackage/openssl-1.0.1e-60.0.1.el7_3.1.x86_64.rpm
http://yum.oracle.com/repo/OracleLinux/OL7/latest/x86_64/getPackage/dracut-fips-033-463.0.2.el7.x86_64.rpm
http://yum.oracle.com/repo/OracleLinux/OL7/latest/x86_64/getPackage/dracut-fips-aesni-033-463.0.2.el7.x86_64.rpm
https://csrc.nist.gov/projects/cryptographic-module-validation-program/Certificate/3032
http://yum.oracle.com/repo/OracleLinux/OL7/latest/x86_64/getPackage/openssh-clients-6.6.1p1-35.el7_3.x86_64.rpm
http://yum.oracle.com/repo/OracleLinux/OL7/latest/x86_64/getPackage/fipscheck-1.4.1-5.el7.x86_64.rpm
http://yum.oracle.com/repo/OracleLinux/OL7/latest/x86_64/getPackage/fipscheck-lib-1.4.1-5.el7.x86_64.rpm
https://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Certificate/3028
http://yum.oracle.com/repo/OracleLinux/OL7/latest/x86_64/getPackage/openssh-server-6.6.1p1-35.el7_3.x86_64.rpm
http://yum.oracle.com/repo/OracleLinux/OL7/latest/x86_64/getPackage/fipscheck-1.4.1-5.el7.x86_64.rpm
http://yum.oracle.com/repo/OracleLinux/OL7/latest/x86_64/getPackage/fipscheck-lib-1.4.1-5.el7.x86_64.rpm
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# yum install dracut-fips-033-463.0.2.el7.x86_64 dracut-

config-rescue-033-463.0.2.el7.x86_64 dracut-network-033-

463.0.2.el7.x86_64 

c. If the system CPU supports AES New Instructions (AES-NI), install the dracut-fips-aesni package. 

# yum install dracut-fips-aesni-033-463.0.2.el7.x86_64 

d. Install the OpenSSL cryptographic module. 

# yum install openssl-1.0.1e-60.0.1.el7_3.1.x86_64 

e. Install the OpenSSH cryptographic modules. 

# yum install openssh-server-6.6.1p1-35.el7_3.x86_64 

openssh-clients-6.6.1p1-35.el7_3.x86_64  

For simplicity, here are all the packages required to be installed as one yum command: 

 

 

 

 

4. Choose the kernel you are going to run. Either the Unbreakable Enterprise Kernel (UEK) or Red-Hat 

Compatible Kernel (RHCK). 

5. Recreate the initramfs file system. 

# dracut -f 

6. Configure the boot loader so that the system boots into FIPS mode. 

a. Identify the boot partition and the UUID of the partition, for example: 

b. As the root user, open /etc/default/grub for editing. 

# df /boot 

Filesystem     1K-blocks   Used Available Use% Mounted on 

/dev/sda1         508588 294476    214112  58% /boot 

# blkid /dev/sda1 

/dev/sda1: UUID="6046308a-75fc-418e-b284-72d8bfad34ba" TYPE="xfs" 

# yum install dracut-fips-033-463.0.2.el7.x86_64 dracut-config-

rescue-033-463.0.2.el7.x86_64 dracut-network-033-

463.0.2.el7.x86_64 dracut-fips-aesni-033-463.0.2.el7.x86_64 

openssl-1.0.1e-60.0.1.el7_3.1.x86_64 openssh-server-6.6.1p1-

35.el7_3.x86_64 openssh-clients-6.6.1p1-35.el7_3.x86_64  
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c. If /boot or /boot/efi reside on a separate partition to the root partition, add 

the boot=UUID=boot_UUID line to the boot loader configuration. This step ensures that the system 

can identify the appropriate boot device. 

d. Add the fips=1 option to the boot loader configuration. 

e. Save your changes and then close /etc/default/grub. 

7. Rebuild the GRUB configuration. 

 On BIOS-based systems, run the following command: 

# grub2-mkconfig -o /boot/grub2/grub.cfg 

 On UEFI-based systems, run the following command: 

# grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg 

8. Oracle  Linux 7 doesn’t ship with prelink enabled, but if you have prelink enabled, you must disable it and 

remove all existing prelinked binaries. 

a. As the root user, open /etc/sysconfig/prelink for editing. 

b. Set PRELINKING=no. 

c. Save your changes and then close /etc/sysconfig/prelink. 

d. Run the following command to remove all existing prelinking: 

# prelink -u -a 

9. Reboot the system. 

10. Verify that FIPS is enabled, as follows: 

 

 

 

The system is now running SSH and SSL FIPS 140-2 Level 1 compliant. 

GRUB_CMDLINE_LINUX="vconsole.font=latarcyrheb-sun16 

rd.lvm.lv=ol/swap rd.lvm.lv=ol/root crashkernel=auto 

vconsole.keymap=uk rhgb quiet boot=UUID=6046308a-75fc-418e-

b284-72d8bfad34ba 

GRUB_CMDLINE_LINUX="vconsole.font=latarcyrheb-sun16 

rd.lvm.lv=ol/swap rd.lvm.lv=ol/root crashkernel=auto 

vconsole.keymap=uk rhgb quiet boot=UUID=6046308a-75fc-

418e-b284-72d8bfad34ba fips=1 

# cat /proc/sys/crypto/fips_enabled 

1 
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Conclusion 

Security is important today, and at Oracle security is job number one. It may seem difficult or even impossible to build out 

systems that meet your security compliance needs. But it doesn’t need to be. As we’ve shown, building a system which is 

SSH and SSL FIPS 140-2 Level 1 compliant can be done in just 10 easy steps. 
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