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Introduction 

Oracle ZFS Storage Appliance integrates advanced hardware and software architectures to offer a 

facile, multiprotocol storage system capable of running a demanding workload. This workload includes 

a variety of simultaneously operating applications and data services. First-class performance 

characteristics are illustrated by the test results of the industry-standard Storage Performance Council 

benchmarks, like SPC-1, SPC-2, and SPECsfs. 

A unified storage solution, Oracle ZFS Storage Appliance provides an excellent network-attached 

storage (NAS) platform for providing Server Message Block (SMB) file storage in Active Directory 

environments leveraged by Microsoft Windows clients and simultaneously for Oracle Solaris and 

Oracle Linux access to the same directories and files. 

This paper describes the interaction between access control lists (ACLs) in both Windows and 

Portable Operating System Interface (POSIX)-based operating systems, such as Oracle Solaris, when 

sharing a file system over Network File System (NFS) and SMB protocols. 
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In the Beginning 
In the early days of multiuser computer systems, there was a need to share files and directories between users and, 
perhaps more important, not to share other files and directories with anyone else. In early UNIX environments, a 
user was identified internally by a small integer known as the UID (user identifier) and also by a larger group 
membership known as the GID (group identifier). A user could be a member of multiple groups. For example, 
developers could be members of each group representing any projects on which they were working.  

Access cuts both ways when allowing access to files and directories, and thus the permissions mechanism also 
needed to disallow access to files and directories to ensure privacy. 

In early UNIX systems, this was accomplished using a file access mask consisting of three bits of access control for: 
the owner of the file, the group, and everyone else. While a user could be a member of multiple groups, a file could 
only belong to one group. 

The permissions were defined as a combination of read, write, and execute bits. The significance of the execute bit 
depended on context: When attached to a file, it meant the file could be run, which was relevant when the file was a 
script or a binary executable; and when the execute bit was attached to a directory, it meant the directory could be 
searched (or recursed). 

The following example shows a directory listing: 

$ ls -l 
total 72 
drwxr-xr-x  2 andrew  unixusers          68 10 Aug 10:49 directory1 
-rw-r--r--  1 andrew  unixusers         270 10 Aug 10:49 jokes.txt 
-rw-r-----  1 andrew  developergroup  20480 10 Aug 10:49 jokes-about-other-groups.txt 
-rw-------  1 andrew  unixusers        9255 10 Aug 10:49 my-secret-santa-list.txt 
drwxr-----  2 andrew  blackopsgroup      68 10 Aug 10:49 reallysecretdirectory 
drwxrwx---  2 andrew  developergroup     68 10 Aug 10:49 secretdirectory 
 

The permission set is shown as the first entry on each line, with the file type as the first character of this set. The - 
character represents a normal file, and the d character represents a directory. The string is broken down as shown 
in the following figure. 

 

Figure 1. Early UNIX access permissions 
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The meaning of these permissions is provided in the following table. 

TABLE 1. PERMISSION BITS FOR RWX SCHEME 

Permission Representation Binary Representation Octal Representation 

No access --- 000 0 

Read only r-- 100 4 

Write only -w- 010 2 

Execute only --x 001 1 

Read+write rw- 110 6 

Read+execute r-x 101 5 

Write+execute -wx 011 3 

Read+write+execute rwx 111 7 

 

Some of the preceding permissions do not make sense in a practical environment (write+execute, for example), but 
they are still valid permission modes. 

A file’s permission set (or mode) was a combination of the permissions for the user, the group, and for everyone 
else, and was typically identified as a three-digit octal number. 

-rw-r--r--  1 andrew  unixusers    270 10 Aug 10:49 jokes.txt 

In the preceding example, the mode of the file is 644, so the owner can read and write, and group and everyone 
else can only read. 

The following example shows that user andrew can read and write the file, and the other group members can only 
read it. Nobody else has permission to access this file. 

-rw-r-----  1 andrew  unixusers  20480 10 Aug 10:49 jokes-about-other-groups.txt 

Additional bits are added to the permission mask, such as a setuid bit, which allows the user running an executable 
file to temporarily take on the UID of the file owner for the period of execution. Similarly, a setgid bit is implemented 
to allow the user to take on the GID for the period of execution. Setuid and setgid bits are typically needed for tasks 
that temporarily require special access and for tasks that require elevated privileges. 

Again, context is crucial in permission bits, and the setuid/setgid permissions are allowed on directories. Using 
setgid on a directory causes any files and subdirectories created within the directory to inherit the GID of the 
directory. While it is permissible to set the setuid bit on directories, this bit is ignored because it has no relevance in 
the directory context. 

As needs developed, yet more bits were added, such as the sticky bit, which allows only the owner of a file or 
subdirectory held within a directory to remove a file. When set on a file, the semantics depended on the operating 
system version used, but the sticky bit was generally not used in ordinary user files. 

This scheme was adequate in the early days of multiuser access because the number of users per host was 
relatively low, and distributed file systems or networked-attached storage systems were in their infancy. As operating 
systems and servers evolved and grew, the complexity of collaborative projects became increasingly difficult to 
manage in the restrictive environment of user-group-other permissions. 
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ACLs were implemented in UNIX systems to allow the complexity to be represented in a more practical way. Around 
this time, Windows systems also became significantly more network aware and required a permission system to 
represent their view of project and user interactions. 

Managing ACLs 
ACLs hold the specific permission definitions that indicate what a nominated user or group is allowed to do with the 
object to which the ACL is applied. 

The following basic definitions and principles of ACLs are key to their understanding: 

» An access control list (ACL) is a collection of zero or more access control entries (ACEs). 
» An access control entry (ACE) identifies an access right and an identity (for example, a user or a group) or trustee 

to which the access right applies and, optionally, contextual information to specify the type of ACE and its 
inheritance status. 

» The securable object is the entity to which the ACL is applied, and it is usually a file or a directory. 
» The method of identifying the user or group is dependent on the file system containing the securable object 

whose access is being controlled. 

Oracle’s ZFS technology supplies every file and directory with an ACL from which the permission bits (rwx scheme) 
are derived, comparable to the UNIX file system (UFS) where a file or directory has an ACL or permission bits. 

The ACL model adopted by the Network File System version 4 (NFSv4) protocol is similar to the Microsoft Windows 
ACL model; both support a rich set of access permissions and inheritance controls. In both models, the ACEs 
specify the permissions, access type, inheritance flags, and to which entities these values apply. In the POSIX 
world, a set of commonly understood names—owner@, group@ and everyone@—represents, respectively, the 
owner of the file, the group owner, and everyone else. 

The everyone@ entry is not equivalent to the other POSIX class because it includes everybody, including the 
owner—not everybody else, excluding the owner, like the other class. 

The following table lists the NFSv4 access permissions. 

TABLE 2. NFSV4 ACCESS PERMISSIONS 

Permission Description 

read_data Permission to read the data of the file. 

list_data Permission to list the contents of a directory. 

write_data Permission to modify the file's data anywhere in the file's offset 
range. This includes the ability to grow the file or write to an arbitrary 
offset. 

add_file Permission to add a new file to a directory. 

append_data The ability to modify the data, but only starting at end of file (EOF). 

add_subdirectory Permission to create a subdirectory to a directory. 

read_xattr The ability to read the extended attributes of a file or to do a lookup 
in the extended attributes directory. 

write_xattr The ability to create extended attributes or write to the extended 
attributes directory. 

execute Permission to execute a file. 
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Permission Description 

delete_child Permission to delete a file within a directory. 

read_attributes The ability to read basic attributes (non-ACLs) of a file. 

write_attributes Permission to change the times associated with a file or directory to 
an arbitrary value. 

delete Permission to delete a file. 

read_acl Permission to read the ACL. 

write_acl Permission to write to a file's ACL. 

write_owner Permission to change the owner or the ability to execute chown 
(1) or chgrp (1) commands. 

synchronize Permission to access a file locally at the server with synchronous 
reads and writes. 

 

The inheritance flags, shown in the following table, control the inheritance of these access permissions. 

TABLE 3. NFSV4 INHERITANCE FLAGS 

Flag Description 

file_inherit ACE should be added to each nondirectory file created. 

dir_inherit ACE should be added to each new subdirectory created. 

inherit_only Placed on a directory and not referring to the directory itself but to 
newly created files and subdirectories. This requires 
file_inherit or dir_inherit to indicate what is being 
inherited. 

no_propagate Placed on a directory, this flag indicates that ACL entries should 
only be inherited by folders and files contained within the directory 
and should not be inherited by subfolders or files contained within 
the subfolders. 

Using ACLs for Windows Operating Systems 
Windows environments employs three main types of ACEs, as shown in the following table. 

TABLE 4. TYPES OF ACCESS CONTROL ENTRIES IN WINDOWS ENVIRONMENTS 

Type Use Description 

Discretionary ACE 
Access-Denied Denies access to the securable object 

Access-Allowed Allows access to the securable object 

System ACE System Audit Generates a system audit when the trustee attempts to exercise the access right 

 

NOTE: In addition to these main types, there are object-specific ACEs. These are supported for directory service 
objects only and are not addressed by this document. 

ACLs consist of a list of ACEs with a critical order to determine whether the process requesting access to a 
particular securable object is allowed that access or not. When a process requests access to a securable object, the 
ACL entries are examined in order until an ACE is encountered that allows or denies access. 
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Discretionary ACEs, known as DACEs, provide just such allow or deny user permissions for the securable object. 
With the introduction of Windows Server 2003, this scheme was disrupted by the introduction of automatically 
inherited ACLs. 

The order of evaluation is as follows: 

1. Explicit discretionary ACEs are placed in a group before inherited ACEs. 
2. Inherited ACEs are placed in the order of inheritance: The ACEs inherited from the parent come before the ACEs 

of the parent’s parent, and so on. 
3. Within each grouping, access-denied ACEs are placed before access-allowed ACEs. 
4. If no match is found after searching through all the ACEs, access is denied. 

The following figure shows the ordering from top down. When an entry is found that matches the identity of the 
process or a group to which the process belongs, searching stops and that discretionary ACE is returned as the 
permission. 

 

Figure 2. DACE ordering in an ACL 

It is possible to create a NULL discretionary ACL (DACL) that allows universal access to the object. This is 
contrasted with an empty DACL, which is an ACL that contains no ACEs. Empty DACLs deny any access, as 
previously listed in rule 4. 
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Setting Up an ACL 
Microsoft strongly recommends using the standard tools to administer ACLs in a Windows environment to ensure 
that the resultant ACL is both semantically and contextually correct. There are many tools available that allow the 
manipulation of ACLs at a low level where it is possible, but, without careful use, they can wreak havoc to your 
security model, particularly when inherited ACLs are used. Windows Explorer is the easiest way to view and modify 
an ACL in Windows. 

Continuing with the previous directory listing example, the following access should now be set to allow or disallow 
access to files and directories: 

drwxr-xr-x  2 andrew  unixusers          68 10 Aug 10:49 directory1 
-rw-r--r--  1 andrew  unixusers         270 10 Aug 10:49 jokes.txt 
-rw-r-----  1 andrew  developergroup  20480 10 Aug 10:49 jokes-about-other-groups.txt 
-rw-------  1 andrew  unixusers        9255 10 Aug 10:49 my-secret-santa-list.txt 
drwxr-----  2 andrew  blackopsgroup      68 10 Aug 10:49 reallysecretdirectory 
drwxrwx---  2 andrew  developergroup     68 10 Aug 10:49 secretdirectory 
 

The following table shows the permitted access that is established from the previous command lines. 

TABLE 5. USER OR GROUP PERMITTED ACCESS BY FILE/FOLDER 

File/Folder User/Group Access 

directory1 
andrew Full 

All others Read/search 

jokes.txt 
andrew Full 

All others Read/search 

jokes-about-other-
groups.txt 

andrew Full 

developergroup Read only 

my-secret-santa-
list.txt 

andrew Full 

All others No Access 

reallysecretdirectory 
andrew Full 

blackopsgroup Read only 

secretdirectory 

andrew  Full 

developergroup  Full 

auditgroup Read only 

 

These permissions are relatively trivial, but the steps required to set more complex permission sets are exactly the 
same. 

The following examples—reallysecretdirectory and my-secret-santa-list.txt—show how to set 
these permissions. 

First, the inheritance option must be turned off for those items requiring specific ownership and group access. As an 
example, the directory to be most restricted, reallysecretdirectory, is shown in the following figures. 
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Figure 3. Initial permissions for reallysecretdirectory 

 

Click Advanced to view the existing permissions inheritance, shown in the following figure, and change 
permissions. 

 

Figure 4. Detailed view of inheritance 
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Click Change Permissions to display the following Advanced Security Settings window with options to add or 
remove permissions. 

 

Figure 5. Changing permissions window in Windows Explorer 

 

To remove permissions, click Remove. To later have the option of editing the inherited permissions by adding them 
to the list of permissions, clear the checkbox for Include inheritable permissions from this object’s parent. This 
effectively makes the inherited permissions explicit. 

Removing the inherited parent permissions provides a fresh start for adding permissions to the securable object. 
Because the permissions are very restrictive in the example, the following figure shows the resulting properties 
panel after clearing the checkbox for including inherited parent permissions. 
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Figure 6. No permissions set under Advanced Security Settings 

 

To add permissions, click Add in the Advanced Security Settings window. A standard Windows Explorer dialog box 
is displayed, as shown in the following figure, and can be used to add users and/or groups to the permissions list. 

 

Figure 7. Adding a user to the permissions list 
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The following figure shows the permission options for selected object andrew@example.org. 

 

Figure 8. Allowing user andrew full control 

 

Similarly, after setting read-only permissions for group blackopsgroup, the allowed permissions are shown in the 
following figure. 
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Figure 9. Setting read-only permissions for group blackopsgroup 

 

After clicking Apply and OK, the initial permissions properties dialog is displayed with the new permissions settings, 
as shown in the following figure. 

 

Figure 10. Permissions set as desired 

 

Oracle ZFS Storage Appliance has a unified model for security and permissions. All the individual operating 
environments (OEs) must share common directory services—Lightweight Directory Access Protocol (LDAP), Active 
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Directory, or Network Information Service (NIS), as appropriate—as a necessary condition for the unified model to 
provide consistent authorization between OEs. 

A Windows Active Domain Controller can be configured to provide LDAP services to the POSIX OEs and thus to 
provide a single authoritative source for identity. See the following white paper that describes how to configure 
Active Directory under Microsoft Server 2008 R2 and earlier versions: 

http://www.oracle.com/technetwork/server-storage/sun-unified-storage/documentation/activedir-ldap-source-1124-
2372474.pdf 

Microsoft Server 2012 and later do not include the necessary Identity Management for UNIX (IDMU) software to 
provide the RFC2307 LDAP details to POSIX systems, but there are some freely available IDMU replacements, as 
well as commercially available options. 

Integrating Oracle Solaris ACLs with Windows Active Directory 
Oracle Solaris can be configured to become a client of the Windows Active Directory LDAP server using the natively 
supplied LDAP client interface. 

In the example given in this document, the domain is example.org. Oracle Solaris provides the ldapclient(1M) 
command to configure all the necessary configuration files. 

Because a number of white papers and My Oracle Support notes provide details for the necessary commands for 
Windows Active Directory integration with Oracle Solaris, operation details are not provided here. 

Assuming a nonprivileged LDAP proxy user is configured with username ldap-proxy, the command to enable 
LDAP access for the continued example could be as follows: 

ldapclient -a defaultSearchBase=dc=example,dc=org \ 
     -a defaultServerList=<IP-ADDRESS>:389 \ 
     -a proxyDN=cn=ldap-proxy,cn=users,dc=example,dc=org \ 
     -a proxyPassword=<ldap-proxy Password> \ 
     -a domainName=example \ 
     -a defaultSearchScope=sub \ 
     -a objectclassMap=passwd:posixAccount=user \ 
     -a objectclassMap=shadow:posixAccount=user \ 
     -a objectclassMap=group:posixGroup=group \ 
     -a enableShadowUpdate=true \ 
     -a adminDN=cn=ldap-admin,cn=users,dc=example,dc=org \ 
     -a adminPassword=<ldap-admin Password> \ 
     -a followReferrals=true \ 
     -a serviceSearchDescriptor=passwd:cn=users,dc=example,dc=org \ 
     -a serviceSearchDescriptor=shadow:cn=users,dc=example,dc=org \ 
     -a serviceSearchDescriptor=group:cn=users,dc=example,dc=org \ 
     -a attributeMap=passwd:homeDirectory=unixHomeDirectory \ 
     -a attributeMap=shadow:homeDirectory=unixHomeDirectory \ 
     -a attributeMap=passwd:gecos=cn \ 
     -a attributeMap=shadow:gecos=cn \ 
     -a attributeMap=passwd:userPassword=unixUserPassword \ 
     -a attributeMap=shadow:userPassword=unixUserPassword \ 
    manual 

 

  

http://www.oracle.com/technetwork/server-storage/sun-unified-storage/documentation/activedir-ldap-source-1124-2372474.pdf
http://www.oracle.com/technetwork/server-storage/sun-unified-storage/documentation/activedir-ldap-source-1124-2372474.pdf
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To verify expected operation, simply run command ldaplist(1M). 

$ ldaplist 
dn: CN=Administrator,CN=Users,DC=example,DC=org 
dn: CN=Alaina Ashman,CN=Users,DC=example,DC=org 
dn: CN=Alex Castillo,CN=Users,DC=example,DC=org 
dn: CN=Alexander Mann,CN=Users,DC=example,DC=org 
dn: CN=Allowed RODC Password Replication Group,CN=Users,DC=example,DC=org 
dn: CN=Amber Brock,CN=Users,DC=example,DC=org 
dn: CN=Andrew Ness,CN=Users,DC=example,DC=org 
dn: CN=Angela Rogers,CN=Users,DC=example,DC=org 
dn: CN=Anna Hunt,CN=Users,DC=example,DC=org 
dn: CN=Anne Mathis,CN=Users,DC=example,DC=org 
dn: CN=Annie Cooper,CN=Users,DC=example,DC=org 
[…] 

Examining ACLs in Oracle Solaris 

The following output is displayed when viewing the demonstration directory created in the Windows environment 
using standard flags to the ls(1) command: 

$ ls -al 
total 85 
drwxrwxr-x+  5 andrew   unixusers       8 Dec  3 13:02 . 
drwxrwxr-x   4 andrew   developergroup       4 Nov  9 19:22 .. 
drwxrwxr-x+  2 andrew   unixusers       2 Oct 29 13:56 directory1 
-rwx------+  1 andrew   unixusers   20480 Aug 10 10:49 jokes-about-other-groups.txt 
-rwxrwxr-x+  1 andrew   unixusers     270 Aug 10 10:49 jokes.txt 
-rwx------+  1 andrew   unixusers    9255 Aug 10 10:49 my-secret-santa-list.txt 
drwx------+  2 andrew   unixusers       2 Dec  3 13:02 reallysecretdirectory 
drwx------+  2 andrew   unixusers       2 Oct 29 13:57 secretdirectory 
 

The owner is consistent with what would be expected: user andrew. The group, however, is not quite as expected 
because specific group access was given. What is important in the previous example is inclusion of the + symbol 
trailing the more traditional rwx permissions. This indicates that an ACL is present. 

The v or V flags to the ls(1) command show ACLs. The V flag only shows the ACL information if it is associated 
with the object being examined. The -v flag displays the ACL plus an interpretation of the rwx permissions. For 
more details about the meaning of letters chosen to represent the ACL, see the manual page entry for the ls(1) 
command. 

 $ ls -dV secretdirectory 
 drwx------+  2 andrew   unixusers       2 Oct 29 13:57 secretdirectory/ 
             user:andrew:rwxpdDaARWcCos:fd-----:allow 
    group:developergroup:rwxpdDaARWcCos:fd-----:allow 
        group:auditgroup:r-x---a-R-c--s:fd-----:allow 
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When comparing this screen output to the Windows environment, the information appears consistent. The next 
figure shows the permissions for owner Andrew Ness (andrew@example.org), who has full access. This is 
consistent across both environments. 

 

Figure 11. Windows view of owner showing full access 

 

The next figure shows the full access permissions for group developergroup (EXAMPLE\developergroup). 

 

Figure 12. Windows view of group with full access 
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The following figure shows restricted access for auditgroup (EXAMPLE\auditgroup). 

 

Figure 13. Windows view of group with read-only access 

 

Modifying an ACL in Oracle Solaris 

Use the chmod(1) command to modify the ACL in an Oracle Solaris environment. The command has been 
extended to allow actions on ACL operations. See the chmod(1) command manual page for further details. 

Use the A option, as shown in the following code example, to designate ACL operations in the chmod(1) command: 

chmod [options] A[index]- file ... 
chmod [options] A-acl_specification file ... 
chmod [options] A[index]{+|=}acl_specification file ... 

where acl_specification is a comma-separated list. 

 

You can use A[index]+ to prepend an ACE to the beginning of the file/directory ACL if the index is not specified, 
or placed before ACE index when the index is specified.  

NOTE: Remember that the order of ACEs in an ACL is significant. 

Using A[index]- removes only the ACE specified when index is given, or clears the entire ACL when not 
specified. 

Using A-acl_specification removes ACEs specified by acl_specification, if they exist in the current file's 
ACL. 
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In the continued example, a new file is created, todo-list, which can only be accessed by the owner, andrew, 
who can write to the file, and groups developergroup and auditgroup, which only have access to read the file. 

$ touch todo-list 
$ chmod A+user:andrew:rwx:allow,group:developergroup:r:allow,group:auditgroup:r:allow 
todo-list 
$ ls -V todo-list 
-rwxr--r--+  1 andrew   unixusers       0 Jan  8 13:26 todo-list 
             user:andrew:rwx-----------:-------:allow 
     group:developergroup:r-------------:-------:allow 
        group:auditgroup:r-------------:-------:allow 
                  owner@:rw-p--aARWcCos:-------:allow 
                  group@:r-----a-R-c--s:-------:allow 
               everyone@:r-----a-R-c--s:-------:allow 
 

Note that the group unixusers and everyone else still have read access to the file through the standard rwx 
semantics. 

If the more traditional chmod g-r,a-r, or chmod 600 is used, the ACL is cleared, which is not wanted in this 
case. 

To remove these unwanted permissions, use the -v switch to the ls(1) command to identify the index of the ACE 
to be removed. 

$ ls -v todo-list 
-rwxr--r--+  1 andrew   unixusers       0 Jan  8 13:43 todo-list 
     0:user:andrew:read_data/write_data/execute:allow 
     1:group:developergroup:read_data:allow       
     2:group:auditgroup:read_data:allow     
     3:owner@:read_data/write_data/append_data/read_xattr/write_xattr 
         /read_attributes/write_attributes/read_acl/write_acl/write_owner 
         /synchronize:allow 
      4:group@:read_data/read_xattr/read_attributes/read_acl/synchronize:allow 
      5:everyone@:read_data/read_xattr/read_attributes/read_acl/synchronize 
          :allow 
$ chmod A5- todo-list 
$ chmod A4- todo-list 
$ ls –v todo-list 
-rwx------+  1 andrew   unixusers       0 Jan  8 13:43 todo-list 
      0:user:andrew:read_data/write_data/execute:allow 
      1:group:developergroup:read_data:allow 
      2:group:auditgroup:read_data:allow 
      3:owner@:read_data/write_data/append_data/read_xattr/write_xattr 
          /read_attributes/write_attributes/read_acl/write_acl/write_owner 
          /synchronize:allow 
 

NOTE: Indices of the ACEs are updated as ACEs are added and removed from the ACL, so removing ACEs is best 
performed in reverse index order, so that the removal of an earlier ACE does not affect the numbering of an ACE to 
be removed in a following operation. 
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Using Share-Level ACLs 

A share-level ACL can be applied to shares on Oracle ZFS Storage Appliance. The ACL supplied as the share-level 
ACL is combined with the ACL of any file or directory within the share. Think of this share-level ACL as a master 
ACL for the share, providing a standard framework for all the file or directory ACLs to expand on, either by being 
more restrictive or more permissive. 

By default, the share-level ACL grants everyone full control, and it is therefore the full responsibility of file and 
directory ACLs to ensure that the permissions grant or deny the authority for operations. The share-level ACL only 
has relevance when the share is exported using SMB. 

An example of share-level ACL usage is including an auditing group or security group by default. 

Conclusion 
Oracle ZFS Storage Appliance ensures that security of a file or directory is maintained between POSIX and 
Windows environments where a properly configured shared naming service allows. In other words, the security of a 
file or directory is preserved when shared over NFS or SMB. Changes made in one environment are reflected 
immediately in the other, allowing users and administrators to maintain security integrity. 

The advantage of this unified security approach is that data cannot be unintentionally left unprotected in one 
environment while it is properly protected in the other, which is possible when a multilateral protection mechanism is 
implemented. 
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