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Introduction 

This white paper provides best practices and recommendations for configuring products in the Oracle 

ZFS Storage Appliance family with I/O throttling—which was introduced with Oracle ZFS Storage 

Appliance software release OS8.7.0—on VMware vSphere 6.x. I/O throttling enables Oracle ZFS 

Storage Appliance systems to reach optimal I/O performance and throughput. This paper lists the 

benefits and limitations of I/O throttling as well as I/O throttling configuration procedures. Additionally, 

use cases illustrate the effects, through graphical analytics, of different bandwidth settings for I/O 

throttling. The test environment comprises Linux virtual machines (VMs) that implement I/O throttling 

on top of iSCSI datastores on Oracle ZFS Storage Appliance LUNs. 

Specifically, this paper highlights the following topics: 

» An I/O throttling description, along with the necessary properties to control bandwidth using I/O 

throttling 

» Benefits and the value proposition of I/O throttling for Oracle ZFS Storage Appliance systems 

» Step-by-step procedures for configuring I/O throttling using the Oracle ZFS Storage Appliance 

browser user interface (BUI) 

» Configuration guidelines for setting up VMs in VMware and their supported block-level protocols, 

such as iSCSI and Fibre Channel 

» Different I/O throttling use cases on VMware VMs for various requirements 

» Monitoring options for observing the I/O throttling use case graphical trends using the Oracle ZFS 

Storage Appliance DTrace Analytics feature 
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I/O Throttling with Oracle ZFS Storage Appliance Systems 

I/O throttling controls data throughput in Oracle ZFS Storage Appliance software release OS8.7.0. I/O throttling 

limits or controls the dataset I/O capability, enhancing the received throughput. It helps large VM service providers 

(containing server storage) control the data throughput. Large VM service providers generally employ servers as 

storage for thousands of VMs. These service providers have, in effect, many clients with each running a group of 

VMs on its own. Typically, they assign storage to all the clients from a single file system or zvol (a ZFS block device 

that resides in a storage pool). Ideally, they can control the data throughput each client receives by sizing the 

volumes. However, without I/O throttling there is no ability to control the data throughput each client receives, which 

can negatively affect the data bandwidth in a shared data-access scenario. 

I/O throttling allows only LUNs to be limited. There are still some issues with the NFS (Server Message Block [SMB]) 

protocol that make it undesirable to limit its data sets, so I/O throttling is currently supported for LUNs only. 

The Advantage of I/O Throttling 

The advantage of I/O throttling is that it gives Oracle ZFS Storage Appliance customers the unique ability to limit the 

rate at which a particular data set will read data from or write data to the disk. This ability will greatly improve the 

bandwidth bottleneck that arises when a client receiving excessive data throughput raises a denial of service attack. 

The bandwidth properties are set by the administrator for each data set. 

Parametric Properties of I/O Throttling 

The readlimit and writelimit properties limit the rate at which particular data is read from or written to a disk. 

The value is expressed in bytes/second. A limit applies to both the data set and all its descendants. A value of 

“Default” returns the data set to the default values set by its parent.  

Local setting of the read or write limit that is set for a data set can have one of two effects. If the value of the 

descendant’s data limit is less than the parent’s, an additional limit is imposed on the descendant’s bandwidth. But if 

the value is higher than the parent’s data limit, there is no effect because the bandwidth of the descendant is limited 

to the value of the parent.  

To enhance the management of a larger number of data sets, there are two additional I/O limiting properties: 

defaultreadlimit and defaultwritelimit. If the defaultreadlimit and defaultwritelimit 

properties are set, all the descendants of the parent data set inherit the assigned value. In this scenario, a share is a 

descendant of a project. For instance, if defaultreadlimit is set to 1 MB on the project, each share inside the 

project inherits a readlimit value of 1 MB, although there is no effect of this value at the project level. The project 

will not inherit the assigned value of 1 MB. However, the value inherited by the data set’s descendants can be 

overridden by setting the readlimit or writelimit property for the descendant data set. 

Also, there are two additional read-only properties called effectivereadlimit and effectivewritelimit. 

These show a glimpse of what the effective limit of the data set is in reality. The reported effective limit of the data 

set is the lowest value of the data limit at any point between the root and the indicated data sets. The normal values 

of the read and write bandwidths are capped to be less than the effective data limits. 

The original data limit for a particular data set is dependent on the limit set for its parent and the cumulative sum of 

the bandwidth usage of the parent and the children’s limit. A readlimit or writelimit property set locally has 

more precedence over the default read or write limits set by the parent, as long as the value is not larger than the 

default. All these property values do not have guaranteed bandwidth, and the original bandwidth can also be limited 

by a number of other factors such as usage and limits set on the other data sets in the pool. 
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For instance, let’s consider Project A, which has a writelimit value of 10 MB, and its three children, B, C, and D, 

which have a value of 5 MB each. Although this configuration is allowed, it is certainly oversubscribed. If B and C 

write data into the disk at a constant rate of 4 MB each, then D starting a burst will get only 2 MB of writes.  

These values are not guaranteed bandwidth values, and the original bandwidth can certainly be limited by other 

factors such as usage and the limits of other data sets in the pool or the hierarchy. Enforcement of the data sets can 

be delayed by several seconds. 

I/O Throttling Configuration 

To illustrate I/O throttling in an Oracle ZFS Storage Appliance system, use the following procedures to create five 

iSCSI LUNs and five VM instances, one for each iSCSI LUN. First configure a LUN and then configure a VM to 

implement I/O throttling. 

Configuring a LUN to Implement I/O Throttling 

Use the following procedures, which are described in detail in subsequent sections, to create a project with five 

iSCSI LUNs in it: 

» Create an iSCSI initiator. 

» Create an iSCSI target. 

» Create a project and an iSCSI LUN. 

» Create an iSCSI datastore. 

Creating an iSCSI Initiator 

1. Click the Configuration option and choose the SAN tab. Then select the iSCSI tab. 

 

Figure 1. iSCSI setting in the Oracle ZFS Storage Appliance BUI 

2. Create an iSCSI software adapter in the VMware vCenter server. 

a. In the VMware vSphere web client, select the ESXi host in the VMware vCenter server and click 

the Manage tab. Next, select the Storage tab and select the Storage Adapters tab on the left 

side of the window.  
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Figure 2. iSCSI software adapter creation in the VMware vSphere web client 

b. Click the "+" icon (Add Storage option) and create an iSCSI software adapter. This results in the 

creation of an iSCSI software adapter with an iSCSI name and an iSCSI alias. The iSCSI name 

is the same as the iSCSI Initiator IQN in the iSCSI Initiator wizard. This IQN links the LUN 

present in the project in the Oracle ZFS Storage Appliance system to the ESXi host in the 

VMware vCenter server. Figure 3 is an example of the iSCSI Software Adapter wizard. 

 

Figure 3. iSCSI Software Adapter wizard in the VMware vSphere web client 

3. In the SAN -> iSCSI option in the Oracle ZFS Storage Appliance BUI, select the Initiator tab, and click the 

"+" icon to create a new iSCSI initiator. The iSCSI creation wizard is displayed, as shown in Figure 4.  

4. After entering the iSCSI IQN, enter the Alias information that exactly matches the iSCSI initiator name in 

the iSCSI Initiator section of the Oracle ZFS Storage Appliance BUI, and click OK. 
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Figure 4. iSCSI initiator creation in the Oracle ZFS Storage Appliance BUI 

5. Drag and drop the iSCSI initiator to the right side under the Initiator Groups section. 

 

Figure 5. iSCSI initiator group setting in the Oracle ZFS Storage Appliance BUI 

6. Click the edit icon (pencil symbol) on the right corner near the newly created initiator group to name the 

new group. Enter the initiator group name and select the correct initiator from the initiators list. Click OK to 

apply the changes. 

 

Figure 6. iSCSI target group creation in the Oracle ZFS Storage Appliance BUI 

7. Click APPLY to save changes for the iSCSI initiator. 

 

Figure 7. Applying iSCSI initiator settings in the Oracle ZFS Storage Appliance BUI 

 

Creating an iSCSI Target 

1. After creating the iSCSI initiator, select the Targets tab and then click the "+" icon by Targets to create an 

iSCSI target. 

 

Figure 8. iSCSI Targets tab in the Oracle ZFS Storage Appliance BUI 

2. The iSCSI Targets wizard opens and displays the default Target IQN assignment. Enter the Alias (target 

name), select the appropriate Initiator authentication mode (which can be None, CHAP, or RADIUS), 

and select the network interfaces from the list. 
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Figure 9. iSCSI target creation in the Oracle ZFS Storage Appliance BUI 

3. Drag and drop the iSCSI target to the right corner under the iSCSI Target Groups section. 

  

Figure 10. iSCSI target group setting in the Oracle ZFS Storage Appliance BUI 

4. Click the edit icon (pencil symbol) on the right side near the newly created target. Then enter the target 

group name and select the correct target from the Targets list. Enter a name for the iSCSI target group 

containing the newly created iSCSI target, and click OK. 

  

Figure 11. iSCSI target group creation in the Oracle ZFS Storage Appliance BUI 

5. Click APPLY to apply the changes. 

 

Figure 12. Applying iSCSI target changes in the Oracle ZFS Storage Appliance BUI 
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Creating a Project and an iSCSI LUN 

1. After creating the iSCSI target, click Shares -> Projects. Then click the "+" icon by Projects to create a 

new project. 

 

Figure 13. Adding a project in the Oracle ZFS Storage Appliance BUI 

2. Enter a name for the project and click APPLY. 

 

Figure 14. Creating a project in the Oracle ZFS Storage Appliance BUI 

3. Select the newly created project, and click the "+" icon by LUNs to create a new LUN. 

 

Figure 15. Adding a LUN in the Oracle ZFS Storage Appliance BUI 

4. Enter the LUN credentials and click APPLY. Enter values for the following fields: 

 Name 

 Volume size: Enter the volume size occupied by the LUN. 

 Thin provisioned: Select this option. 

 Volume block size: Select 32K. 

 Target group: Select the newly created target group. 

 Initiator group(s): Select the newly created initiator group. 

 LU number 
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Figure 16. Creating a LUN in the Oracle ZFS Storage Appliance BUI 

Creating an iSCSI Datastore 

Use this procedure to create an iSCSI datastore on top of an iSCSI LUN using the VMware vSphere web client. 

1. In the VMware vCenter server, right-click the ESXi host (preferably ESXi host 6.0) where the VMs and 

datastores will be placed, and go to Storage ->New Datastore. 

 

Figure 17. Creating an iSCSI datastore in the VMware vSphere web client  
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2. In the New Datastore wizard, select VMFS as the datastore type on a disk/LUN, and click Next.  

 

Figure 18. Selecting the datastore type in the Datastore Creation wizard 

3. Enter a suitable datastore name, select the appropriate iSCSI disks from the list, and click Next. 

 

Figure 19. Selecting the datastore name and device in the Datastore Creation wizard 
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4. Review the partition configuration and disk layout options and click Next. 

 

Figure 20. Setting the partition configuration in the Datastore Creation wizard 

5. Verify the datastore configuration information, including both the general settings and the device and 

formatting details. Click Finish when you are done.  

 

Figure 21: Adding a LUN in the Oracle ZFS Storage Appliance BUI 

6. Using the same methodology, create five iSCSI LUNs on the Oracle ZFS Storage Appliance system, and 

mount five iSCSI datastores on top of them, with one iSCSI datastore on each iSCSI LUN. The following 

figure shows the Oracle ZFS Storage Appliance BUI and the five iSCSI LUNs in a project named 

iothrottling_new_impl. 
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Figure 22. Five iSCSI LUNs in the Oracle ZFS Storage Appliance BUI 

 

Creating a VM to Implement I/O Throttling 

Use the Virtual Machine creation wizard to create five VMs. 

1. In the VMware vSphere web client, create a VM by right-clicking the ESXi host where the VM will reside, 

and click New Virtual Machine. 

 

Figure 23. Creating a new VM in the VMware vSphere web client 
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2. Select a creation type for the new VM and click Next. 

 

Figure 24. Selecting a creation type in the New Virtual Machine Creation wizard 

3. Select the name and target location for the new VM, and click Next. 

 

Figure 25. Selecting the name and target in the New Virtual Machine Creation wizard 
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4. Select a compute resource for the VM and click Next. 

 

Figure 26. Selecting a compute resource in the New Virtual Machine Creation wizard 

5. Select storage for the new VM and click Next. 

 

Figure 27. Selecting storage in the New Virtual Machine Creation wizard 
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6. Select the appropriate compatibility for the new VM and click Next. 

 

Figure 28. Selecting compatibility in the New Virtual Machine Creation wizard 

7. Select the guest OS for the new VM and click Next. 

 

Figure 29. Selecting the guest OS in the New Virtual Machine Creation wizard 
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8. Customize hardware for the new VM and click Next. 

  

Figure 30. Customizing hardware in the New Virtual Machine Creation wizard 

9. Review the configuration information for the new VM and click Finish. 

 

Figure 31. Reviewing configuration information in the New Virtual Machine Creation wizard 

Use Cases: Implementing I/O Throttling 

The observations from implementing different use cases on these five VMs can be extrapolated to a scenario where 

a customer wants to use I/O throttling in a virtualized environment comprising 100, a thousand, or more VMs 

depending on customer-specific requirements. For simplicity, the following scenarios use five VMs residing on five 

iSCSI datastores mounted on five ZFS iSCSI LUNs in an Oracle ZFS Storage Appliance system. 
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Implement I/O throttling at the project and the LUN level. Each LUN-level share can be perceived as the project’s 

descendant in a parent-child scenario.  

Use Case 1: Changing Bandwidth in the Project 

At the project level, the bandwidth settings (read and write limits) are applied to the LUNs residing in them by 

default. For example, if there are 100 LUNs in a project such that all the 100 LUNs share the same bandwidth 

settings as the parent project by default unless overridden, each LUN will receive the same data throughput 

throughout the process. If any change in the bandwidth needs to be incorporated to all the 100 LUNs in the project, 

the bandwidth settings at the project level are altered to reflect the same change in all the LUNs.  

In this scenario, all the LUNs in the project have defaultread and defaultwrite property limits, which signifies 

that the LUNs take the bandwidth settings of their parents (in this case, the project) by default. And the project has 

disabled its bandwidth settings. 

When the default read/write limit settings in the project bandwidth are changed to 1 M/s and the changes are 

applied, all the LUNs take the default read and write limits of the parent (the project). Note that there is a drop in the 

VMs’ performance characteristics, because the bandwidth is dropped from storage pool’s bandwidth value to 1 M/s 

at the project level. All five VMs are pushing maximum workload, because their settings are such that they perform 

50 percent reads and 50 percent writes. They have a data transfer at the maximum I/O rate, which results in the 

following behavior in performance.  

Use the following procedure to change the bandwidth at the project level on the Oracle ZFS Storage Appliance 

system. 

1. At the project level, initially ensure that the bandwidth settings are disabled and are not manually set. To 

do so, select the project settings in General -> Bandwidth. In the bandwidth section, ensure that the 

default read and write limits are not selected.  
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Figure 32. General bandwidth disabled in the Oracle ZFS Storage Appliance BUI 

2. Change the project bandwidth settings by selecting the default read and write limits and setting each value 

to 1 M/s. Then click APPLY. 
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Figure 33. Setting project bandwidth to 1 M/s in the Oracle ZFS Storage Appliance BUI 

3. Verify that each LUN has the default read and write limits of its parent. In other words, the LUN takes the 

bandwidth settings of the project by default upon creation. To do so, select an iSCSI LUN and go to the 

next step. 
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Figure 34. List of LUNs in a project in the Oracle ZFS Storage Appliance BUI 

4. Navigate to General -> Bandwidth. Verify that the read and write limits are set to default values and click 

APPLY. Repeat this step and the previous step for each LUN. 

 

Figure 35. iSCSI LUN’s default bandwidth setting in the Oracle ZFS Storage Appliance BUI 

After following the previous procedure, analytics can be used to see the changes in bandwidth. Analytics 

screenshots are as shown below. Figure 36 and Figure 37 show a slight decrease in the network throughput. Figure 

38 shows a decrease in iSCSI operations per second broken down by LUN. Figure 39 through Figure 42 show a 

sharp decrease in bandwidth measured in iSCSI bytes/sec by client, initiator, target, and LUN. Figure 43 shows a 

sharp decrease in the disk I/O operations broken down by type of operation. The vertical line shows when the 

change to the bandwidth properties took effect. 
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Figure 36. Use Case 1: Throttling enabled—Network: device bytes/second broken down by device in the BUI 

 

 

Figure 37. Use Case 1: Throttling enabled—Network: interface bytes/second broken down by interface in the BUI 

 

 

Figure 38. Use Case 1: Throttling enabled—Protocol: iSCSI operations per second broken down by LUN in the BUI 

 

 

Figure 39. Use Case 1: Throttling enabled—Protocol: iSCSI bytes/second broken down by client in the BUI 
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Figure 40. Use Case 1: Throttling enabled: Protocol: iSCSI bytes per second broken down by initiator in the BUI 

 

 

Figure 41. Use Case 1: Throttling enabled—Protocol: iSCSI bytes per second broken down by target in the BUI 

 

 

Figure 42. Use Case 1: Throttling enabled—Protocol: iSCSI bytes per second broken down by LUN in the BUI 

 

Figure 43. Use Case 1: Throttling enabled—Disk: I/O operations per second broken down by type of operation in BUI 

If the bandwidth settings of the project are reset (the reset property of the project is disabled bandwidth option), the 

performance characteristics will steeply increase because the bandwidth (default read and write limits) changes from 

1 M/s to the storage pool’s bandwidth value. The following figures show the graphical trend when VMs push the 

maximum workload with a maximum I/O rate.  
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Figure 44. Use Case 1: Throttling disabled—Network: device bytes per second broken down by device in the BUI 

 

 

Figure 45. Use Case 1: Throttling disabled—Protocol: iSCSI bytes per second broken down by client in the BUI 

  

 

Figure 46. Use Case 1: Throttling disabled—Network: iSCSI bytes per second broken down by client in the BUI 

 

 

Figure 47. Use Case 1: Throttling disabled—Protocol: iSCSI operations per second broken down by LUN in the BUI 
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Figure 48. Use Case 1: Throttling disabled—Protocol: iSCSI bytes per second broken down by initiator in the BUI 

 

 

Figure 49. Use Case 1: Throttling disabled—Protocol: iSCSI bytes per second broken down by target in the BUI 

 

 

Figure 50. Use Case 1: Throttling disabled—Protocol: iSCSI bytes per second broken down by LUN in the BUI 

 

 

Figure 51. Use Case 1: Throttling disabled—Disk: I/O operations per second broken down by type of operation in the BUI 
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Use Case 2: Changing the Bandwidth for Selected LUNs 

I/O throttling will let you change the bandwidth for one or more individual LUNs while all of the rest of the LUNs in 

the project retain the settings from the parent project. The following example only uses five LUNs, but this scenario 

applies if there are 100, a thousand, or more LUNs.  

I/O throttling is designed so that the default bandwidth settings of descendants can be overridden by locally setting 

the bandwidth setting for descendants. This parent-child scenario can be thoroughly explained using a project-LUN 

setup. A LUN’s bandwidth setting can be totally independent of its parent, if need be, by locally changing the 

individual bandwidth settings at the LUN level.  

In the following scenario, three of the five LUNs have a readlimit and writelimit setting of 10 M/s overriding 

the default parent bandwidth setting, while the other two LUNs have the same bandwidth as the parent. The change 

in the bandwidth settings for the three LUNs is performed locally at the LUN level. Once the read and write limits of 

the three LUNs are set to 10 M/s, the three LUNs’ bandwidth settings will automatically override the default setting of 

their parent. The three LUNs with local bandwidth settings of 10 M/s will show decreased performance, while the 

other two LUNs still acquire the default setting of the parent.  

Use the following procedure to change the bandwidth for selected LUNs. 

1. Ensure that the bandwidth setting at the project level is disabled. This can be done by first navigating to 

Project -> General. Then ensure that the default read and write limits under the project bandwidth are not 

selected at the project level.  
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Figure 52. General bandwidth disabled in the Oracle ZFS Storage Appliance BUI  

2. Set the bandwidth locally at the LUN level. Navigate to General properties after selecting the appropriate 

LUN. Set the LUN’s read and write limit bandwidth settings to 10 M/s each.  
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Figure 53. Setting the LUN’s bandwidth to 10 M/s in the Oracle ZFS Storage Appliance BUI 

The two VMs residing in the two iSCSI datastores mounted on top of the two iSCSI ZFS LUNs that have the default 

read and write limits of their parent will push maximum workload. The other three VMs that have their local read and 

write limits set to 10 M/s will show decreased performance because of the change in bandwidth. All five VMs will 

push maximum workload, per their bandwidth setting, and will perform 50 percent reads and 50 percent writes with a 

maximum I/O transfer. Figures 54 through 56 show a decrease in bandwidth in the LUNs with the reduced 

bandwidth. Figure 54 shows a reduction in the iSCSI protocol operations broken down by LUN. Figures 55 through 

57 show a dip in performance in iSCSI bytes per second broken down by initiator, target, and LUN. 

 

Figure 54. Use Case 2: Changing bandwidth for selected LUNs—Protocol: iSCSI operations per second broken down by LUN in the 

BUI 
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Figure 55. Use Case 2: Changing bandwidth for selected LUNs—Protocol: iSCSI bytes per second broken down by initiator in the 

BUI 

 

 

Figure 56. Use Case 2: Changing bandwidth for selected LUNs—Protocol: iSCSI bytes per second broken down by target in the BUI 

 

 

Figure 57. Use Case 2: Changing bandwidth for selected LUNs—Protocol: iSCSI bytes per second broken down by LUN in the BUI 

 

Use Case 3: Unrestricted Bandwidth Properties for Selected LUNs 

I/O throttling not only lets LUN-level shares acquire the default read and write limit properties of their parent project; 

it also provides the ability to turn the limits off at the LUN share level. This is possible through the use of the 

“unlimited” property for the read and write limits in LUN-level bandwidth properties. When you administer project-

level properties, you can set the read and write limits either by using the standard command-line interface set 

command or the BUI. This is the same as the default read and write limit properties of the LUN-level shares that a 

LUN takes by default. However, to turn the limits off, you set the value to “unlimited,” thereby not limiting the 

read/write limits of the LUN to the project limits. 

In this scenario, there are many LUNs with read and write limits of 1 M/s and one LUN that requires that its 

bandwidth properties to not be limited by its parent project’s bandwidth properties. This allows a LUN to function 
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independently if a requirement arises where the LUN’s read and write limits should not be controlled only by project 

limits. The following example uses only five LUNs, but this scenario applies if there are 100, a thousand, or more 

LUNs.  

 

Use the following procedure to remove the restrictions in the bandwidth properties for selected LUNs. 

1. Ensure that four of the five LUNs have their read and write limits set to 1 M/s. For each LUN, navigate to 

General. Check the bandwidth settings and make sure that the read and write limits are set to 1 M/s. 

 

Figure 58. LUN bandwidth set to 1 M/s in the Oracle ZFS Storage Appliance BUI 

2. Ensure that one LUN’s bandwidth settings are set to the unlimited option, as shown below. 

 

Figure 59. LUN bandwidth properties set to unlimited in the Oracle ZFS Storage Appliance BUI 
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The screenshots of the VMs illustrated below show an increase in the graphical trend of performance. The 

performance of the four VMs, which are pushing maximum workload at 50 percent reads and 50 percent writes, is 

limited by their bandwidth properties of 1 M/s. One VM, which is also pushing a maximum workload at 50 percent 

read and 50 percent writes, does not have its bandwidth properties limited to the default properties.  

 

Figure 60. Use Case 3: Unrestricted bandwidth for selected LUNs—Protocol: iSCSI bytes per second broken down by client in the 

BUI 

 

 

Figure 61. Use Case 3: Unrestricted bandwidth for selected LUNs—Protocol: iSCSI operations per second broken down by LUN in 

the BUI 

 

 

Figure 62. Use Case 3: Unrestricted bandwidth for selected LUNs—Protocol: iSCSI bytes per second broken down by initiator in the 

BUI 
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Figure 63. Use Case 3: Unrestricted bandwidth for selected LUNs—Protocol: iSCSI bytes per second broken down by target in the 

BUI 

 

 

Figure 64. Use Case 3: Unrestricted bandwidth for selected LUNs—Protocol: iSCSI bytes per second broken down by LUN in the 

BUI 

 

 

Figure 65. Use Case 3: Unrestricted bandwidth for selected LUNs—Protocol: iSCSI operations per second broken down by type of 

operation in the BUI 

 

Use Case 4: Manually Setting the Bandwidth for Each LUN 

I/O throttling allows you to reset an Oracle ZFS Storage Appliance system to the default bandwidth limits of the 

LUN-level shares when there is a requirement for a LUN to override its parent’s project bandwidth limits. This 

functionality is extremely useful when you want to change some LUNs’ bandwidth settings in the project giving them 

flexibility to control the amount of data throughput each VM receives. If there are 100 LUNs in a project whose 

bandwidth settings are disabled, then by default all the LUNs present in this project will automatically acquire the 

project’s default bandwidth limits. However, if you want to change the bandwidth settings of some LUNs, there is a 

capability to individually change the bandwidth settings of the descendants at the LUN level.  
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In the following scenario, the five LUNs in the project have the read and write limits of 1 M/s overriding the default 

values of their parent project.  

Use the following procedure to manually set the bandwidth for each LUN. 

1. Ensure that the project’s bandwidth settings are disabled. Navigate to the project’s General -> Bandwidth 

settings and deselect the default read and write limits, as shown in the following figure. Then click Apply. 

 

Figure 66. Disabling a project’s bandwidth settings in the Oracle ZFS Storage Appliance BUI 

2. Then make sure that each LUN’s bandwidth settings are set to 1 M/s by navigating to the LUN’s General 

tab and changing the read and write limits in the Bandwidth section to 1 M/s each, as shown below. Then 

click Apply.  
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Figure 67. Setting a LUN’s bandwidth to 1 M/s in the Oracle ZFS Storage Appliance BUI 

 

Figure 68 shows a decrease in iSCSI operations per second broken down by LUN. Figures 69 through 73 show a 

decrease in iSCSI bytes per second broken by client, initiator, target, and LUN. Figures 68 through 72 show the 

decrease in the client’s bandwidth when the read and write limit properties are changed. 

 

Figure 68. Use Case 4: Manual bandwidth configuration—Protocol: iSCSI operations per second broken down by LUN in the BUI 

 

Figure 69. Use Case 4: Manual bandwidth configuration—Protocol: iSCSI bytes per second broken down by client in the BUI 
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Figure 70. Use Case 4: Manual bandwidth configuration—Protocol: iSCSI bytes per second broken down by initiator in the BUI 

 

 

Figure 71. Use Case 4: Manual bandwidth configuration—Protocol: iSCSI bytes per second broken down by target in the BUI 

 

 

Figure 72. Use Case 4: Manual bandwidth configuration—Protocol: iSCSI bytes per second broken down by LUN in the BUI 

  

 

Figure 73. Use Case 4: Manual bandwidth configuration—Disk: I/O operations per second broken down by type of operation in the 

BUI 
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Conclusion 

Products in the Oracle ZFS Storage Appliance family offer outstanding performance for virtual machine 

environments. The family’s architecture features and intelligent caching technology are designed to boot thousands 

of virtual machines, deliver thousands of IOPS, and provide the best throughput and response time for virtualized 

environments at a lower cost and with the simplest back-end storage solution. No additional tiering software or 

hardware are required. With I/O throttling in Oracle ZFS Storage Appliance software release OS8.7.0, you can 

control the data throughput when multiple clients access a single file system. This improves the bandwidth usage 

and offers flexibility to limit the bandwidth setting at the project level and the LUN level. I/O throttling is incorporated 

for block protocols such as iSCSI and Fibre Channel, but it is not supported on the NFS or SMB3 protocols. This 

white paper describes several properties of Oracle ZFS Storage Appliance systems that have multiple uses. I/O 

throttling performance can be monitored using the Oracle ZFS Storage Appliance DTrace Analytics feature. 
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Appendix A: Benchmark Results 

Refer to the following websites for further information on testing results for Oracle ZFS Storage Appliance systems. 

Note: References to Sun ZFS Storage Appliance, Sun ZFS Storage 7000, and ZFS Storage Appliance all refer to 

the same family of Oracle ZFS Storage Appliance products. Some cited documentation might still carry these legacy 

naming conventions. 

» SPC-2 Results: 

» SPC Benchmark 2 Executive Summary: Oracle Corporation Sun ZFS Storage 7429 Appliance 

» SPECsfs2008_nfs.v3 Result: Oracle Corporation: Oracle ZFS Storage ZS3-2 

» SPC Benchmark 2 Full Disclosure Report: Oracle Corporation Oracle ZFS Storage ZS3-4 

» Active SPC-2 Results 

» Oracle Quality Awards for NAS  

Appendix B: References  

See the following resources for additional information relating to the products covered in this document. 

Note: References to Sun ZFS Storage Appliance, Sun ZFS Storage 7000, and ZFS Storage Appliance all refer to 

the same family of Oracle ZFS Storage Appliance products. Some cited documentation might still carry these legacy 

naming conventions. 

» Oracle ZFS Storage Appliance documentation library, including installation, analytics, customer service, and 

administration guides: docs.oracle.com/en/storage/  

The Oracle ZFS Storage Appliance Administration Guide is also available through the Oracle ZFS Storage 

Appliance help function. The Help function in Oracle ZFS Storage Appliance systems can be accessed through 

the BUI. 

» Oracle ZFS Storage Appliance white papers and subject-specific resources:  

oracle.com/technetwork/server-storage/sun-unified-storage/documentation/index.html  

» Oracle ZFS Storage Appliance product information: oracle.com/storage/nas/index.html and 

oracle.com/us/products/storage/overview/index.html  

» Oracle Support Center: oracle.com/support  

» Patches and updates downloads from My Oracle Support: Search under the Oracle ZFS Storage Software 

Patches category 

» Oracle ZFS Storage Appliance Plug-in Downloads page:  

oracle.com/technetwork/server-storage/sun-unified-storage/downloads/zfssa-plugins-1489830.html  

» VMware: vmware.com and vmware.com/support/pubs/ 

 

 

http://www.storageperformance.org/benchmark_results_files/SPC-2/Oracle_SPC-2/B00058_Oracle_ZFS-7420/b00058_Oracle_Sun-ZFS_7420_SPC2_executive-summary.pdf
http://www.spec.org/sfs2008/results/res2013q3/sfs2008-20130819-00227.html
http://www.storageperformance.org/benchmark_results_files/SPC-2/Oracle_SPC-2/B00067_Oracle_ZFS-ZS3-4/b00067_Oracle_ZFS_Storage_ZS3-4_SPC-2_full-disclosure-report.pdf
http://www.storageperformance.org/results/benchmark_results_spc2/#sun_spc2
http://www.oracle.com/us/products/servers-storage/storage/nas/storage-quality-awards-jan12-1521728.pdf
http://docs.oracle.com/en/storage/
http://www.oracle.com/technetwork/server-storage/sun-unified-storage/documentation/index.html
https://www.oracle.com/storage/nas/index.html
http://www.oracle.com/us/products/storage/overview/index.html
http://www.oracle.com/support
http://www.oracle.com/technetwork/server-storage/sun-unified-storage/downloads/zfssa-plugins-1489830.html
http://www.vmware.com/
https://www.vmware.com/support/pubs/
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