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Introduction 

Oracle MiniCluster S7-2 is a high performance, multipurpose engineered system that is designed, 

tested, and integrated to run an array of database and enterprise applications. It is well-suited to host 

different mission-critical workloads deployed within organizations and cloud service providers.  

The Oracle MiniCluster S7-2 platform enjoys a ground-up security synergy, which adheres to the 

industry’s most stringent security requirements. It delivers compliance readiness at first boot, which is 

not often found in today’s IT enterprise systems and cloud provider architectures. Oracle MiniCluster 

S7-2 takes a holistic approach to information security, implementing multilayered defense security 

controls engineered at every level of the stack including compute, network, storage, database, and 

related software security components integrated and verified to work together. Stemming from its high 

degree of engineering innovation and integration, the preintegrated and preverified security posture of 

this platform is truly greater than the sum of its individual components. 

In this paper, the security principles and capabilities of the Oracle MiniCluster S7-2 platform are 

discussed to highlight the comprehensive set of security controls that can be employed to meet even 

the most challenging security demands in enterprise and cloud service provider environments. While 

discussed individually, each capability offers an opportunity to be layered with the others to create 

reinforced security postures. Additional architectural, deployment, and operational guidance also is 

offered to help organizations and cloud service providers understand where and how their Oracle 

MiniCluster S7-2 platform can be integrated into their existing IT security environment for consolidating 

databases and applications and delivering dedicated compute cloud services. 
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Oracle MiniCluster Security Principles 

Prior to a discussion of the individual security features and capabilities of the Oracle MiniCluster S7-2 platform, it is 

important to highlight the principles that guided the development of the Oracle MiniCluster S7-2 engineered system. 

The security principles of survivability, defense in depth, least privilege, accountability, and compliance sit at the very 

heart of the Oracle MiniCluster S7-2 platform’s security architecture. The platform embodies these time-tested 

principles and delivers a well-integrated collection of security capabilities that help organizations and cloud service 

providers address their own security requirements and easily meet worldwide compliance obligations. They can do 

this by readily documenting and mapping technical security controls to these most pressing security needs. 

Survivability 

Organizations and cloud service providers selecting hardware and software platforms for their mission-critical 

workloads must be assured that the platforms can prevent or minimize the damage caused from both accidental and 

malicious actions taken by internal users or external parties. The Oracle MiniCluster S7-2 platform supports the 

principle of survivability by: 

» Ensuring that the components used by the platform are designed, engineered, and tested to work well together in 

support of secure deployment architectures. The Oracle MiniCluster S7-2 platform is preintegrated and preverified 

with its constituent products to support and deliver secure virtual machines (VMs) with comprehensive access 

control, ground-up data protection with hardware-assisted cryptographic services, enterprise-grade monitoring 

and compliance auditing, and quality of service, as well as secure management. 

» Reducing the default attack surface of its constituent products to help minimize the overall exposure of the 

platform. Organizations and cloud service providers can leverage the compliance-ready security posture of the 

Oracle MiniCluster S7-2 platform to meet their organizational security policies and regulatory requirements. 

» Protecting the platform, including its operational and management interfaces, using a complement of open and 

vetted protocols and APIs capable of supporting the traditional security goals of strong authentication and access 

control, confidentiality, integrity, and availability. 

Defense in Depth 

The Oracle MiniCluster S7-2 platform employs multiple, independent, and mutually reinforcing security controls to 

help organizations with a secure operating environment. This assures confidentiality, integrity, and availability of 

their workloads and data. Properly deployed, the principle of defense in depth ensures that a layered set of defenses 

exist, helping organizations continue secure operations even after a vulnerability or failure of a single security 

control. The Oracle MiniCluster S7-2 platform supports the principle of defense in depth by: 

» Offering a strong complement of data protections to secure information in transit, in use, at rest, and at data 

destruction. Security controls are available at the server, storage, network, virtualization, database, and 

application layers. More important, each layer’s unique security controls can be integrated with the others to 

create strong, layered security architectures. 

» Supporting the use of well-defined and open standards, protocols, and interfaces. This means that the Oracle 

MiniCluster S7-2 platform also can be integrated into an organization’s existing security policies, architectures, 

practices, and standards. Integration such as this is critical as applications and devices do not exist in isolation, 

and the security of IT architectures is only as strong as its weakest component.  

Least Privilege 

Ensuring that applications, services, and users have access to the capabilities that they need to perform their tasks 

is only one side of the least privilege coin. It is equally important to ensure that access to unnecessary capabilities, 

services, and interfaces be limited. The principle of least privilege is rooted in a very simple concept—namely, do 
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not give away capabilities that one does not want someone to use. The Oracle MiniCluster S7-2 platform promotes 

the principle of least privilege by: 

» Ensuring that access to individual server, storage, virtualization, operating system, database, and other 

components can be granted based upon the role of each user and administrator. The use of role-based and 

multifactor access control models with fine-grained privileges ensures that access can be limited to only what is 

needed. 

» Constraining applications so that their access to information, underlying resources, network communications, and 

even local or remote service access, is restricted based upon need. Whether caused by an accident or malicious 

attack, applications too can misbehave, and without enforcement of least privilege, those applications may cause 

harm far beyond their intended use. 

Accountability 

In most cases, it is insufficient to simply prevent a security incident. It is equally important to be able to detect the 

incident, report the event, and understand how it was prevented. Similarly, when an event cannot be prevented, it is 

imperative that an organization be able to detect that an event occurred so that proper responses can be taken. 

Organizations concerned with accountability seek to answer questions such as: 

» What security incident occurred? 

» When did it happen? 

» Where did it take place? 

» Who caused the event? 

» Who was the target? 

» What was the impact? 

The Oracle MiniCluster S7-2 platform supports the principle of accountability by ensuring that: 

» All users and administrators requiring access to Oracle MiniCluster S7-2 are subjected to verification by a 

multiperson approval rule, and all critical operations are carried out using the separation of duties and least 

privilege principles. 

» Each of the components used within the Oracle MiniCluster S7-2 platform support activity auditing and 

monitoring, including the ability to record login and logout events, administrative actions, and often other events 

specific to each of the products. Collecting and reviewing this kind of information is an important part of 

maintaining secure operations and can help with root-cause analysis in the event of a security incident. 

» Two of the products used in the Oracle MiniCluster S7-2 platform deserve special mention for their extensive 

ability to audit and monitor activity. The underlying Oracle Solaris operating system and Oracle Database both 

support very fine-grained configurations when it comes to auditing. This allows organizations to tune audit 

configurations in response to their standards and goals to ensure that critical information is captured, while at the 

same time, minimizing the “noise” of unnecessary or inappropriate audit events. 

Compliance 

Compliance is an administrative mechanism designed to reduce risk and ensure that internal or external security 

and privacy requirements are being met. The Oracle MiniCluster S7-2 system configuration process offers a choice 

of several information security standards and regulatory compliance requirements to ensure an organization’s 

responsibility to operate in agreement with established laws, industry standards, and specifications. Upon 

deployment, Oracle MiniCluster S7-2 components comply with infrastructure security and data protection standards, 

assuring secure computing environments and ease of testing, maintenance, protection, and reporting against those 

standards. Oracle MiniCluster S7-2 facilitates on-demand and periodic compliance reporting features that provide 

support for system configuration validation. This enables an organization to adhere to its external and internal 

security policies, industry-specific security standards, and regulatory mandates.  
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The Oracle MiniCluster S7-2 platform is an excellent option for organizations and cloud service providers that are 

deploying mission-critical services in a compliance-ready secure environment—as a result of the platform’s inherent 

ability to deliver on each of the above security principles and others, including secure by default and reduced attack 

surface. The secure deployment architectures enabled by its comprehensive set of security capabilities make the 

Oracle MiniCluster S7-2 platform an ideal choice for deploying mission-critical applications and databases in a 

dedicated compute environment hosted within organizations or cloud service providers. 

Oracle MiniCluster S7-2 Platform Security Overview 

Built as a multipurpose engineered system, Oracle MiniCluster S7-2 combines the computing power of Oracle’s 

SPARC S7 processor, which powers two active/active independent compute servers with redundant 10 GbE 

network connectivity. This assures a highly available architecture supported by fully redundant, high-performance 

shared flash storage. The compute servers are fully optimized to utilize the efficient virtualization capabilities of 

Oracle Solaris-based secure virtual machines and the highly available Oracle Database. Finally, another 10 GbE 

network provides the conduit through which all the intercommunication between the virtual machine environment on 

the SPARC S7 servers and hosted applications are managed. With these engineered components working together, 

Oracle MiniCluster S7-2 presents a secure single tenant—a dedicated compute platform environment for hosting 

applications and databases. This integration is also designed to ensure businesses and cloud service providers stay 

secure and compliant from initial install, which establishes a verified, compliant, ground-up secured compute and 

application environment.  

The SPARC S7 processor features always-on hardware-assisted cryptographic functionality that helps entities 

hosted on Oracle MiniCluster S7-2 to protect their information with high-performance data protection—at rest, in 

use, and in transit. The processor also features Oracle’s Silicon Secured Memory, a feature of Oracle’s SPARC M7 

and SPARC S7, which detects and prevents attacks related to memory data corruptions and memory scraping, 

thereby ensuring the integrity of application data. Oracle MiniCluster S7-2 allows the hosting of up to 24 virtual 

machines (maximum of 4 database virtual machines per node and 12 application virtual machines per node) with 

high availability. In addition to these 24 virtual machines, there are two dedicated VMs intended for administration 

and management, and two dedicated virtual machines to host shared services like NFSv4 storage, Oracle key wallet 

and object stores. By default, all virtual machines reside on fully encrypted storage and use encrypted network 

connectivity. In addition, all virtual machines are preconfigured and preverified with more than 250 out-of-box 

security controls. The controls assure confidentiality, integrity, and availability of the platform by reducing the attack 

surface of the system by disabling services, ports, and protocols that are not absolutely necessary or have known 

vulnerabilities. Further, the security controls assure confidentiality, integrity, and availability by configuring the 

exposed services to accept only trusted connections, thereby protecting against any multistage attacks. 

The diagram in Figure 1 illustrates a typical Oracle MiniCluster S7-2 configuration that consolidates Oracle database 

deployments and applications workloads.  
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Figure 1. Typical deployment of Oracle MiniCluster S7-2  

 

It is important to appreciate the security capabilities exposed by each of the core components engineered into the 

Oracle MiniCluster S7-2 architecture. To simplify the presentation of these capabilities, they are grouped into eight 

distinct categories—namely, secure virtual machines, access control, data protection, user management, monitoring 

and auditing, compliance, dedicated compute cloud deployment, and secure management. 

Oracle MiniCluster S7-2 Security Features and Capabilities 

This list is not exhaustive, but rather it is intended to highlight the core security capabilities of Oracle MiniCluster S7-

2 that are most often employed by organizations and cloud service providers seeking to deploy a layered security 

strategy. 

Secure Virtual Machines and Networking 

Security within the Oracle MiniCluster S7-2 compute nodes is provided at multiple levels. It starts with secure 

verified boot of the host compute servers, a hardened and minimized OS that runs isolated virtual machines to 

prevent workloads and data from being accessed by unauthorized users and systems. Oracle Solaris Zones 

technology is used for virtual machines in Oracle MiniCluster S7-2 to host isolated compute environments and to 

effectively and efficiently sandbox different applications running on the same operating system, protecting them from 

unintentional or malicious activities happening in other virtual machines. Despite running on the same kernel, each 

instance of Oracle Solaris Zones has its own identity, and resource, namespace, and process isolation. Essentially, 

Oracle Solaris Zones technology provides Oracle MiniCluster S7-2 virtual machines with strong isolation and flexible 
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resource controls at a smaller CPU and memory footprint than traditional virtual machines running on Type 1 

hypervisors. Although Oracle MiniCluster S7-2 is intended to cater to a single-tenant dedicated compute 

environment, the hosted applications can be logically isolated using Oracle MiniCluster S7-2 virtual machines. The 

VMs provide containment with fine-grained behavior of sandboxing that’s critical to meet IT compliance policies and 

to limit the risk surfaces.  

Oracle MiniCluster S7-2 improves application security by wrapping the application in layers of security controls 

inside these virtual machines and centrally manages them outside their application environment using the Oracle 

MiniCluster S7-2 virtual assistant. The virtual assistant acts as the console for installation and management of 

Oracle MiniCluster S7-2 operations. This includes installation and deployment of virtual machine groups and highly 

available Oracle Real Application Clusters (Oracle RAC) database clusters in database VMs, as well as setup of 

application VMs—all while managing security and compliance, deploying full-system patches with push-button 

simplicity, and increasing overall security of the platform by avoiding human errors through automation.  

Security Profiles 

Each virtual machine is configured with a notion of a security profile intended to meet industry-specific security 

requirements to assure a compliance-ready posture. The security profile defines a comprehensive set of security 

controls and policies defined by an industry-specific standard or a regulatory mandate that are automatically applied 

during the installation process. The security profile when applied enforces security requirements assigning the 

required security controls; whitelisting essential services; blacklisting unnecessary ports, protocols and services; 

hardening and minimizing the operating system; and enforcing encryption, rights, and least privileges to users, roles, 

passwords, network, and storage configuration. Currently Oracle MiniCluster S7-2 facilitates a set of three security 

profiles for delivering compliance readiness of the platform: PCI-DSS 3.2, DISA STIG with FIPS 140-2 Level 1, and 

the Centre for Internet Security (CIS)-equivalent security benchmark that applies to compliance with HIPAA, FISMA, 

and SOC-2 security requirements. The Oracle MiniCluster S7-2 initial installation process allows a user to choose 

any one of the security profiles to assure a compliance-ready virtual machine environment. The use of ZFS pools 

and encrypted ZFS data sets allows further carving up and cryptographic isolation of storage into more granular 

units for each virtual machine so that each application and database virtual machine can have their own isolated 

encrypted storage. The use of an encrypted ZFS data set complements application encryption by protecting data 

stored on the file system, outside the scope of applications, such as configuration files, application logs, backups, 

etc. Both application and database virtual machines also can use on-demand shared storage (via NFSv4) for storing 

binaries, application-specific data, and backups. It is highly recommended that the use of Oracle MiniCluster S7-2 

shared storage be disabled via the virtual assistant console on demand to assure security compliance of the 

environment when it is deployed in production. At a physical network level, client accesses to the virtual machine 

groups are isolated from both device management and internode server communication.  

Network Isolation 

Client access is provided over a 10-Gbps Ethernet network that ensures reliable, high-speed access to services 

running on the platform. To improve the isolation of network communications over the client-access Ethernet 

network to the virtual machines, organizations are encouraged to leverage a strategy of physical isolation as well as 

the use of a dedicated virtual LAN (VLAN) in order to compartmentalize network traffic to the virtual machines 

groups based upon their needs. Similarly, management access to Oracle ILOM is also provided over a physically 

separate subnet, allowing organizations to create a hard separation between their operational and management 

networks. Finally, internode communication is achieved over private network through which the compute nodes and 

their hosted virtual machines devices can communicate. Further, the use of encrypted protocols (such as IPSec/IKE, 

TLSv1.2, and SSHv2) over the network is recommended so that the confidentiality and integrity of communications 

can be assured. The use of exclusive network stacks and integrated virtual network switching, enforced by the 
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operating system kernel, ensures that access to networks is in compliance with policy. For example, this ensures 

that services running in one virtual machine are unable to snoop on the network traffic flowing in and out of other 

virtual machines. 

Antimalware System 

To assure an antimalware compute environment, applications when deployed on Oracle MiniCluster S7-2 are 

automatically protected against common security exploits by the antimalware system. A collection of hardware (ADI, 

ASLR, and DEP) and software technologies (verified boot, signed packaged, and software integrity checking) build 

upon each other to ensure the integrity of both infrastructure and applications. The Silicon Secured Memory feature, 

new in Oracle’s SPARC M7 and SPARC S7 processors, enhances the antimalware system by protecting memory 

from a variety of data access attacks including buffer overflow and over-reads. The verified boot process during the 

initial boot of the server operates in a chain of trust fashion, checking for the factory-signed cryptographic signatures 

of the firmware, boot system, kernel, and operating system modules. This reduces the risk of introducing malware, 

ransomware, and any malicious or accidental modification of critical boot and kernel components in the compute 

environment. In addition, the virtual machines running the Oracle Solaris operating system include support for a 

VSCAN service that provides real-time antimalware scanning of content stored on ZFS file systems. The VSCAN 

service engine can be configured to use third-party virus-scanning service providers using an industry-standard 

ICAP protocol. The VSCAN service scans the file system with the current virus definitions and verifies if the files in 

the file system have been modified since they were last scanned. If a virus is detected, the file is marked as 

quarantined and an audit record with the information is created. 

Read-Only Virtual Machines 

Oracle MiniCluster S7-2 supports enabling read-only virtual machines by optionally setting the mandatory write 

access control (MWAC) kernel policy to create resilient, high-integrity tamper-proof operating system environments. 

Building upon the inherent security capabilities of Oracle Solaris, read-only virtual machines provide a special 

sandboxing mode that can protect the virtual machine/zone in which system configuration is locked while 

applications run as normal. This is easy to configure and is enabled/disabled with a simple reboot of the virtual 

machine. This assures that some (or all) operating system directories and/or files in the root file system cannot be 

changed without intervention by the primary administrator of the system. The enforcement of this read-only security 

posture helps to prevent unauthorized changes, promote stronger change management procedures, and deter the 

injection of both kernel and user-based malware. It is important to note that the applications hosted on the read-only 

virtual machines must be verified to ensure that there is no direct write dependency on the file system subjected to 

the MWAC policy. 

Access Control 

To protect access to the system, services, application data, workloads, and the underlying infrastructure on which it 

all runs, Oracle MiniCluster S7-2 offers a comprehensive yet flexible set of access control capabilities.  

Pluggable Authentication 

Oracle MiniCluster S7-2 leverages the role-based access control (RBAC) capability of Oracle Solaris as a 

foundation for its access control architecture, allowing organizations to manage, control, and audit operating system 

and virtualization management access from a centralized authority. In addition, Oracle MiniCluster S7-2 leverages 

Oracle Solaris for a variety of access control methods to users and applications accessing system services. While 

traditional user name and password pairs are still widely used, stronger methods of multifactor or two-factor 

authentication can be optionally integrated using the Oracle Solaris pluggable authentication modules (PAM) 

architecture. This allows the use of LDAP, Kerberos, one-time passwords, and public key authentication. Further, 

stronger methods of authentication help ensure that user authentication is enforced with strict password polices, 
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password encryption, and optional augmentation of the PAM authentication scheme with two-factor authentication 

using one-time passwords such as HMAC, OAuth2 from Oracle Mobile Authenticator, or Google Android 

Authenticator, using PAM modules from Oracle Solaris and third-party providers. In addition, the PAM authentication 

scheme also can enable integration with third-party multifactor authentication providers using PKI and biometrics-

based smartcards. 

User-specific security policies also can be enforced across the virtual machines by integrating with an LDAP 

directory service such as Oracle Directory Server Enterprise Edition. Kerberos also can be integrated for single sign-

on access to the virtual machines with auditing, cryptography, and user management functions to provide strong 

enforcement of enterprise authentication policies and to secure the Kerberos-enabled Oracle MiniCluster S7-2 

hosted applications.  

Separation of Duties and Least Privilege 

The separation of duties principle is applied at every critical administrative and/or security sensitive operation of 

Oracle MiniCluster S7-2 to reduce the risk of collusive behavior and prevent inadvertent errors. This assures 

enforcement of separation of duties with multiperson authorization workflow to ensure that user account 

management, security administration, deletion of resources, and other functions are granted only to those users 

authorized to have those privileges. This is also in accordance with the security principle of least privilege that 

demands that every program and user of the system operate using the smallest set of privileges necessary to 

complete the job. The solution in Oracle MiniCluster S7-2 is the extensive use of roles for specific administrative 

tasks. Users can assume only the roles for which they are authorized. Rights profiles are created and assigned to 

roles to specify which tasks a role can perform. All user provisioning operations and critical Oracle MiniCluster S7-2 

administrative and maintenance operations are carried out using the least privilege and separation-of-duties 

principles supported by a multiperson authorization workflow. The system requires that two or more people in 

different roles (such as a supervisor—the custodian of an Oracle MiniCluster S7-2 system—and a primary 

administrator who administers the Oracle MiniCluster S7-2 installation and post-install administrative operations) to 

participate in the authorization workflow and approves every security sensitive operation. 

Role-Based Access Controls 

The Oracle MiniCluster S7-2 compute environment builds on a comprehensive RBAC facility that provides 

organizations with the flexibility to delegate administrative functions, restrict user access, implement administrative 

hierarchies, allow job role assumption without relogging in, contain applications to specific actions, isolate virtual 

machines from each other, elevate administrative capabilities, set software restriction policies, and restrict 

applications to be read-only. The isolation of administrative functions into grantable profiles as roles removes the 

need for and high risk of anonymous and too powerful root access. In addition, the use of Oracle Solaris access 

controls ensure applications run with the minimum access permissions needed to accomplish their tasks, limiting 

misbehaving applications or malware from impacting other applications on the system. 

RBAC is integrated with all Oracle MiniCluster S7-2 components to provide a consistent architecture to support all 

operating system-level access control needs. There is no root user in Oracle MiniCluster S7-2. Instead, root is a role 

and is assigned to users who are registered as primary administrators. Upon authorization for a particular role, a 

user account is created. Oracle MiniCluster S7-2 defines four types of roles to support Oracle MiniCluster S7-2 

administration and day-to-day operations: primary admin, secondary admin, tenant admin, and auditor. The primary 

admin acts in the root role, which defines the most administrative rights and privileges of the Oracle MiniCluster S7-2 

system including all its compute nodes, networks, database, and storage. Users with the root role can perform all 

installation and all critical administrative operations without any constraints. As primary administrators, they can 

delegate operations and approve adding and deleting users including new primary and secondary administrators. 

The user must log in with his/her own credentials. The secondary admin, also referred to as mcadmin role, defines 
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the rights and privileges of secondary administrators of the virtual machines deployed on Oracle MiniCluster S7-2. 

Users who are assigned with this role handle all day-to-day administrative operations of the administrative and 

services virtual machines. The tenant admin, also referred to as tadmin role, defines the rights and privileges of the 

administrator of Oracle MiniCluster S7-2 virtual machines. The role defines the rights and privileges of a VM 

administer involved with day-to-day administrative operations supporting application installations and deployment. 

The auditor role defines the rights and privileges for managing, reviewing, and reporting audit trails within Oracle 

MiniCluster S7-2. All actions and operations carried out by these roles are logged and audited based on the user 

identifier, not the role identifier. In other words, in a traditional UNIX/Linux environment where multiple administrators 

know the root password, administrative actions by one super-user could not be attributed to a single person. With 

Oracle Solaris RBAC enforced in Oracle MiniCluster S7-2, however, privileged actions are always attributed in the 

audit trail to the user assuming the administrative role. Collectively, these capabilities can be used to provide a high 

degree of assurance for the identity of users and their handling of critical business operations by protecting against 

unauthenticated access or administrative misuse of critical data, but they don’t protect against the physical loss or 

incorrect management of a data set.  

Network and Storage Access Control 

Oracle MiniCluster S7-2-deployed virtual machines are preconfigured with host-based firewalls to monitor and 

control network communications at the external boundary of the network and at internal boundaries within the Oracle 

MiniCluster S7-2 network. All virtual machines in the Oracle MiniCluster S7-2 system include the ability to limit 

network access to exposed services using host-based firewall packet filtering to enforce inbound and outbound 

network traffic policy at the virtual machine level and/or access control lists to limit communication to, from, and 

between physical and virtual devices as well as to the services exposed by the system. Host-based firewalls provide 

a layered approach to perform packet inspection with security policies configured to filter the packets based on 

protocol, port, source, and destination IP address to identify authorized sources, destinations, and traffic types. 

Oracle MiniCluster S7-2 deploys a secure-by-default posture whereby no network services except Secure Shell 

(SSH) are enabled to accept inbound network traffic. Other enabled network services listen internally for requests 

within the virtual machine. This ensures that all network services are disabled by default or are set to listen for local 

system communications only. Organizations are free to customize this default security configuration based upon 

their requirements. All virtual machines residing within Oracle MiniCluster S7-2 are preconfigured with a host-based 

firewall to perform network and transport layer (stateful) packet filtering using the IP Filter feature of Oracle Solaris. 

IP Filter offers an array of host-based network firewall capabilities including stateful packet filtering, network address 

translation, and port address translation. The default firewall policy in Oracle MiniCluster S7-2-deployed virtual 

machines is configured in the default deny-all mode. In addition, the default firewall policy provides allow rules for 

only whitelisted applications (including Oracle Database and Oracle Fusion Middleware applications) and essential 

services. The firewall configuration can be modified to meet an organization’s requirements and to support its 

deployed applications by modifying, deleting, and adding new firewall policy rules. Each rule defines a specific 

source, a destination, and a protocol-port combination over which communication is allowed. The source and 

destination specified in a firewall rule can be a single host IP or a subnet or security IP list (that is, a list of external 

hosts). As an example, a firewall rule for Oracle Secure Backup can be set up in a virtual machine to permit NDMP 

access over port 10000 to/from an external host. 

The Oracle MiniCluster S7-2-deployed virtual machines are preconfigured with data link protection, which aims to 

prevent the damage that can be caused by potentially malicious guest VMs injected into the Oracle MiniCluster S7-2 

network. It assures protection against IP spoofing, MAC spoofing, and L2 frame spoofing such as bridge protocol 

data unit (BPDU) attacks. Packets dropped by data link protections can be tracked by Oracle Solaris kernel 

statistics. 
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Database Access Control 

At the operating system and database level, Oracle MiniCluster S7-2 uses different accounts to ensure job role 

separation for database instances and system administrators. In case of storage, there are no users or access 

controls defined as it is expected that the storage array is attached as a fixed-function appliance tightly integrated 

with Oracle MiniCluster S7-2 compute servers and optimized for this specific purpose. Access to directories and files 

on the share is governed by both POSIX access controls as well as extended access control lists. Together, these 

capabilities can further limit which users have read, write, and execute access for any content on the share as well 

as control what kinds of delegated administrative operations can be performed, such as creating a snapshot or clone 

or changing data set properties. 

Within Oracle Database, users can be assigned specific privileges and roles to ensure users have access to only 

those data objects to which they are authorized. This keeps data from being shared across databases or among 

schemas unless explicitly permitted. In addition to the password-based authentication available in Oracle Database, 

the Oracle Advanced Security option enables organizations to implement strong authentication using public key 

credentials or by leveraging existing RADIUS or Kerberos infrastructure. Further, using Oracle Enterprise User 

Security, the database also can be integrated with existing LDAP repositories for authentication and authorization. 

Collectively, these capabilities can be used to provide higher assurance of the identity of users connecting to the 

database. Optionally, Oracle Database Vault can be used to manage administrative and privileged user access to 

control how, when, and where application data can be accessed. Oracle Database Vault protects against misuse of 

stolen login credentials, application bypass, and unauthorized changes to applications and data, including attempts 

to make copies of application data. Oracle Database Vault is transparent to most applications and day-to-day tasks, 

and can support multifactor authorization policies, allowing for secure enforcement of policy without disrupting 

business operations. 

Data Protection  

The requirement to protect and validate data at rest, in transit, and in use often is grounded upon the use of 

cryptographic services. From encryption and decryption to digital fingerprint, key management, and certificate 

validation, cryptography is one of the most widely deployed security controls in modern IT organizations and cloud 

infrastructures. Oracle MiniCluster S7-2 includes a wealth of capabilities to deliver complete, efficient, and high-

performance end-to-end cryptography for data protection. 
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Figure 2. Oracle MiniCluster S7-2: built-in data protection lifecycle 

 

Secure Data in Use 

The Oracle MiniCluster S7-2 compute servers are equipped with SPARC S-series processors, which are designed 

with an integrated on-chip cryptographic acceleration feature to enable strong cryptographic services without 

sacrificing performance and with the Silicon Secured Memory feature for assuring hardware-based memory 

protection. The SPARC S7 processor can accelerate the performance of 15 industry-standard cryptographic 

algorithms in addition to the secure generation of random numbers. These capabilities can be delivered to operating 

systems running directly on SPARC S7 processors or passed through individual virtual machines. The Oracle 

Solaris operating system, by default, takes advantage of SPARC S7 (directly or virtually through Oracle VM Server 

for SPARC) for highly efficient cryptographic operations processed through the Oracle Solaris Cryptographic 

Framework feature. This shared framework is a gathering point for services providing or using cryptography in the 

Oracle Solaris operating system. Using the Oracle Solaris Cryptographic Framework, users, applications, and 

services can be assured that they are not only using the most optimized algorithms, but also they are seamlessly 

leveraging hardware cryptographic acceleration as well as hardware security modules (when used). Oracle Solaris 

supports a full complement of cryptographic services including Secure Shell, IPSec/IKE, Kerberos, and ZFS 

encryption. It also includes integrations that allow applications using OpenSSL or Java to use this common 

framework, including any available cryptographic acceleration.  

With the Silicon Secured Memory feature for hardware-based memory protection, Silicon Secured Memory performs 

dynamic pointer checking that can detect memory reference errors. This technology safeguards against bad 

pointers, invalid or stale references, and buffer overruns, preventing memory scraping, silent data corruption, and 

application problems that can consume significant development time to diagnose and correct. The ability to take 

advantage of Silicon Secured Memory is implemented in application-specific memory allocators, such as in SGA 

memory allocation for Oracle Database 12c applications and in general-purpose memory allocators (such as malloc) 

in Oracle Solaris. The Oracle MiniCluster S7-2-deployed virtual machines also are configured to use address space 

layout randomization (ASLR) by default. This assures that executable instructions that are tagged are written to 
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unconnected address spaces so that Oracle MiniCluster S7-2 can reduce the ability of intruders to scan memory 

and inject instructions on the executable stack. 

Secure Data in Transit 

To assure the confidentiality and integrity of communications using a cryptographically secure protocol, Oracle 

MiniCluster S7-2-deployed virtual machines facilitate support for Secure Shell (SSH), IPSec/IKE, and SSL/TLS 

protocols. Secure Shell provides secure administrative access to systems and Oracle Integrated Lights Out 

Manager (Oracle ILOM).  

IPsec/IKE can protect communications between virtual machines and network peers, and SSL/TLS can enable 

secure communications between applications and other services. Enabling the IPsec/IKE configuration helps to 

protect the confidentiality and integrity of intervirtual machine traffic IP-based communications and NFS traffic (if 

required) flowing over the network. For additional security and cryptographic isolation, organizations can consider 

assigning the IPSec peers with individual digital certificates for each virtual machine instance. The Oracle 

MiniCluster S7-2-configured IPsec/IKE can be used to protect one or more data flows between a pair of virtual 

machines, or between a virtual machine and VPN security gateway. This provides isolated cryptographic boundaries 

that protect data even when it flows over a shared network. Given the importance of privacy and compliance 

mandates, organizations considering consolidated database and application architectures should strongly consider 

the use of cryptography to protect information flowing to and from their databases and applications. This ensures 

that data is not exposed to unauthorized parties while it flows over the network. Oracle MiniCluster S7-2 supports 

both Oracle Database native and SSL/TLS encryption methods to protect information in transit. Further, using 

individual SSL certificates for each application or database instance or cluster allows organizations to essentially 

create isolated, cryptographic boundaries that protect data even when it must flow over a shared network or 

interface.  

The network cryptographic services provided by the Oracle MiniCluster platform (such as SSH, IPsec/IKE, SSL/TLS, 

and Kerberos) are automatically accelerated and optimized for extreme performance. Further, administrative and 

support connections to individual instances of Oracle ILOM and virtual machines also leverage strong cryptographic 

protections by default (using SSH and TLSv1.2 protocols) to avoid accidental disclosure of sensitive information or 

hijacking of administrative connections. This includes not only interactive sessions but also communications used by 

management and monitoring tools, backup and recovery solutions, and other similar services. 

Secure Data in Storage 

With Oracle MiniCluster S7-2 storage, data protection at rest is made available by default and it is automatically 

configured during installation using ZFS encryption. All ZFS data sets for storage attached to application and 

database virtual machines are encrypted by default with no exceptions. In case of administrative virtual machines 

(global zone), only the root file system is not encrypted. In addition, users in administrative virtual machines can 

enable and use encrypted home directories. By default, all deployed ZFS data sets use the latest Oracle Solaris 11 

cryptographic service APIs, which automatically benefit from the hardware acceleration of the AES algorithm 

available on the Oracle MiniCluster S7-2 platform. The policy for encryption is set at the data set level when data 

sets (file systems or ZVOLs) are created. Each ZFS on-disk block (the smallest size is 512 bytes; the largest is 1 

MB) is encrypted using the AES algorithm in Galois/Counter Mode (GCM). The wrapping keys are created during 

install time securely in the Oracle Solaris PKCS#11 keystore, but they can be changed at any time without taking the 

file system offline. The data encryption keys are randomly generated at data set creation time but can be changed, if 

needed. This assures that any data written to the Oracle MiniCluster S7-2 storage remains encrypted at rest and, 

therefore, no further action is needed by the applications and databases.  

Secure Data Destruction 
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When Oracle MiniCluster S7-2 hosted services are terminated by a primary administrator request or a dedicated 

compute cloud consumer, Oracle MiniCluster S7-2 securely erases the virtual machine environment and its 

associated data in an assured manner designed to ensure that once deleted it can’t reasonably be accessed or 

read. For secure erasure of virtual machines and data residing on file systems, Oracle MiniCluster S7-2 employs an 

assured deletion mechanism via secured key destruction with an acceptable level of confidence that the data stored 

in ZVOLs and encryption keys are no longer accessible. Before initiating the secure deletion process, Oracle 

MiniCluster S7-2 triggers a two-phase approval process and notification involving the requester and primary 

administrator. 

Database Cryptographic Services 

Oracle MiniCluster S7-2 supports Transparent Data Encryption, a feature of Oracle Advanced Security, which is an 

option for encrypting information in the database. Transparent Data Encryption supports both the encryption of 

application tablespaces as well as the encryption of individual columns within a table. Data that is stored in 

temporary tablespaces as well as redo logs is encrypted. Even when the database is backed up, the data remains 

encrypted on destination media, protecting information at rest no matter where it is physically stored. The Oracle 

Advanced Security option (including Transparent Data Encryption) is able to take advantage of the cryptographic 

acceleration capabilities of the SPARC S7 processor. This allows organizations to protect their information without 

having to incur the significant performance penalties typically associated with software-only encryption methods. 

Oracle Database also provide features to encrypt SQL*Net and JDBC traffic using either native encryption or 

Transport-Layer Security (TLS) to protect information while flowing over a network. Both administrative and 

application connections can be protected using this mechanism to ensure that data in transit can be protected. The 

TLS implementation supports the standard set of authentication methods including server-only authentication using 

X.509 certificates, and mutual (client-server) authentication with X.509. Organizations also can encrypt backups 

created by the Oracle Recovery Manager (Oracle RMAN) feature of Oracle Database, as well as Data Pump (a 

feature of Oracle Database) exports generated to and from Oracle MiniCluster S7-2 to on-premises storage and off-

premise cloud service providers. Backups and exports can be encrypted with the same key used by tablespace 

encryption, with a password, or both.  

With SSL/TLS support in Oracle Database deployments, it can be optionally configured with mutual authentication of 

its database network connections. With Oracle native network encryption (SQL*Net) allows the user to encrypt and 

optionally execute integrity checking to prevent the modification of data in flight and for illegitimate replay. These 

network encryption options support strong ciphers such as Advanced Encryption Standard (AES) and integrity 

checks using modern hashing algorithms including SHA-2. Master encryption keys used for data-at-rest encryption 

are created automatically by databases and stored in a per-tenant Oracle wallet or using the Oracle Solaris 

PKCS#11 keystore that is available in all virtual machines. An authorized database security administrator using SQL 

commands can rotate the keys periodically. Historical master keys are retained in the Oracle wallet for encrypted 

backups that may need to be restored in the future. Customers with many databases and proliferating Oracle wallets 

may consider using Oracle Key Manager or Oracle Key Vault (a separately licensable product) for centralized 

management of encryption keys and wallets. Oracle Key Manager is a security-hardened hardware appliance and 

Oracle Key Vault is a security-hardened software appliance that runs in data centers, connecting to encrypted 

databases running in Oracle Cloud or on-premises.  

Key Management Services 

In addition to protecting data itself, it is also important to protect the encryption keys that are used to secure the 

data. Generating and managing encryption keys, especially for large collections of services in a big data center 

environment, traditionally has been a challenging scenario. Key-management systems can simplify the management 

and monitoring of encryption keys used to protect information at rest. Oracle MiniCluster S7-2 provides a 
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passphrase-protected centralized key management service using Oracle Solaris PKCS#11 softtoken keystore, 

which helps to securely facilitate authorizing, controlling, and managing access to encryption keys. These keys are 

used by encrypted ZFS file systems attached to Oracle MiniCluster S7-2 virtual machines. Oracle MiniCluster S7-2 

also provides a centralized Oracle wallet accessible from all application and database virtual machines to support 

centralized key lifecycle operations. This allows applications and database instances to create and store keys and 

certificates. The Oracle wallet supports Oracle Database-Oracle RAC instances configured with Transparent 

Database Encryption, including tablespace encryption and column-level encryption, encrypted RMAN backups and 

restore, SSL/TLS communication, and web services security applied to Oracle Fusion Middleware applications.  

Oracle MiniCluster S7-2 also makes a secure key backup periodically and keeps it ready for additional protection 

against encryption key loss and the resulting loss of access to data due to a keystore failure. The key usage 

summary, including the target use, key labels, key creation data, key expiry, key status, rekey date, and related 

information, is made accessible to primary administrators with the Oracle MiniCluster S7-2 console.  

 

 Figure 3. Oracle MiniCluster S7-2: centralized key management services  

 

An additional recommended option for Oracle MiniCluster S7-2 is the use of Oracle Key Manager (a separately 

licensable product), which is a comprehensive key management system (KMS) that supports enterprise-class 

environments with a highly scalable and available architecture. Oracle Key Manager can manage thousands of 

devices and millions of keys, and it operates on a hardened operating environment, enforcing strong access control 

and role separation for key management. It allows monitoring of operations and optionally supports the monitoring 

and management of secure storage of keys in Oracle's Sun Crypto Accelerator 6000 PCIe Card, a secure hardware 

module that is compliant with FIPS 140-2.  

Oracle MiniCluster S7-2 also supports the use of the Oracle Key Vault (OKV) - a separately licensable product, 

software appliance for managing keys intended for Oracle Database tablespaces and Oracle Fusion Middleware 

applications. Using OKV helps externalize and centralize managing encryption keys, Oracle wallets applied to 

databases, Java key stores and credential files used in applications residing in Oracle MiniCluster. OKV clients can 

be installed manually in Oracle MiniCluster virtual machines so that encryption keys and management operations 

are carried out using externally hosted OKV appliance.  Oracle MiniCluster also allows the use of Hardware Security 

Modules (HSM) that supports PKCS#11 and Oasis Key Management Interoperability Protocol (KMIP) standards. 

For using third-party HSMs refer to the vendor recommended installation guidelines. 
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Applied Cryptographic Algorithms 

The Oracle MiniCluster S7-2 platform relies on NIST approved cryptographic algorithms for all encryption 

applications. It makes use of the following cryptography algorithms for identification, authentication, and protection of 

data transfer and data at rest.  

 

LIST OF CRYPTOGRAPHIC ALGORITHMS 

Algorithm Key Length in Bits Application 
Oracle MiniCluster S7-2 Security 

Functions 

AES 128, 192, 256 Encryption, decryption Data protection at rest (password encryption, 

ZFS data set encryption, Oracle tablespace 

encryption, keystore backup); data protection in 

transit—bulk encryption only (TLSv1.2, 

IPSec/IKE, SSHv2) 

RSA 2048, 4096 Authentication, key exchange Identification, authentication, data protection in 

transit (TLSv1.2, IPSec/IKE, SSHv2) 

SHA-2 256, 384, 512 Message digest Identification, authentication, data protection in 

transit (TLSv1.2, IPSec/IKE, SSHv2) 

    

FIPS 140-2 Level 1 Compliance 

The Oracle Solaris Cryptographic Framework feature is the central cryptographic store for Oracle MiniCluster S7-2. 

Both the Oracle Solaris kernel cryptographic framework and Oracle Solaris user-land cryptographic framework using 

Oracle’s SPARC S7 processor are validated by NIST/CSE Cryptographic Module Validation Program (CMVP) for 

FIPS 140-2 Level 1 compliance. This means that the cryptographic applications hosted on Oracle MiniCluster S7-2 

automatically rely on NIST-approved cryptographic algorithms provided by the Cryptographic Framework modules to 

provide encryption, decryption, hashing, signature generation and verification, certificate generation and verification, 

and message authentication functions for applications. In addition to the Cryptographic Framework, the OpenSSL 

object module bundled with Oracle Solaris also is validated for FIPS 140-2 Level 1 compliance, which supports the 

cryptography for applications based on the Secure Shell and TLS protocols. Organizations and cloud service 

providers may optionally choose to enable the Oracle MiniCluster S7-2 virtual machines with a special FIPS 140 

compliant mode made available through configuring the DISA STIG profile. Running in FIPS 140-2 compliant mode 

enables user-level applications automatically to call into the Oracle Solaris kernel cryptographic framework or Oracle 

Solaris user-land cryptographic framework provided by Oracle Solaris and OpenSSL FIPS modules to enforce the 

use of FIPS 140–validated cryptographic algorithms. Alternatively, enabling the DISA STIG security profile of Oracle 

MiniCluster S7-2 during initial installation process automatically configures all virtual machines to use the FIPS 140-

2 Level 1-compliant modes and use FIPS-validated cryptographic algorithms. 

Monitoring and Auditing 

Whether for compliance reporting or incident response, monitoring and auditing is a critical function that 

organizations must use to gain increased visibility into their IT environments. The degree to which monitoring and 

auditing is employed is often based upon the risk or criticality of the environment being protected. The Oracle 

MiniCluster S7-2 platform is designed to offer comprehensive monitoring and auditing functionality at the compute, 

network, database, and storage layers, ensuring that a wealth of information can be made available to organizations 

in support of their audit and compliance requirements. 
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Workload Monitoring and Auditing 

Oracle MiniCluster S7-2 provides a centralized approach to audit record generation, management, storage, and 

reporting. It uses the Oracle Solaris auditing facility to monitor administrative actions, command-line invocations, and 

even individual kernel-level system calls. All audit trails are stored in dedicated, encrypted ZFS storage. All Oracle 

MiniCluster S7-2-deployed virtual machines are preconfigured with this auditing facility, offering a global, per-zone, 

and even per-user auditing policies, and storing audit records for virtual machines in the global zone to protect them 

from tampering. Optionally, the Oracle MiniCluster S7-2 audit log store supports the ability to send audit records to 

remote collection points using the system log (syslog) facility. Additionally, many commercial and open-source 

intrusion detection and prevention services can be used to consume Oracle MiniCluster S7-2 stored audit trails as 

an additional input for their analysis and reporting. The virtual machines leverage the native Oracle Solaris auditing 

facility to record actions and events associated with virtualization events and system administration.  

Database Monitoring and Auditing 

Oracle Database supports the notion of fine-grained auditing that allows organizations to establish policies that more 

selectively determine when audit records are generated. This helps organizations to sharpen their focus on more 

interesting database activities and reduce the false positives that are often associated with audit activities. 

Oracle MiniCluster S7-2 supports the use of Oracle Audit Vault and Database Firewall (a separately licensable 

product) to centralize and monitor the management of database audit settings and automate the collection of audit 

data into a secure repository. Oracle Audit Vault and Database Firewall includes built-in reporting to monitor a wide 

range of activities including privileged user activity and changes to database structures. The reports generated by 

Oracle Audit Vault and Database Firewall enable visibility into various application and administrative database 

activities and provide detailed information to support accountability of actions. 

Oracle Audit Vault and Database Firewall also enables the proactive detection and alerting of activities that may be 

indicative of attempts of unauthorized access or abuse of system privileges. These alerts can include both system 

and user-defined events and conditions, such as the creation of privileged user accounts or the modification of 

tables containing sensitive information. 

The Oracle Audit Vault and Database Firewall remote monitor can reside on an Oracle Database 11g Release 2 

domain to provide real-time database security monitoring by interrogating database connections to detect malicious 

traffic including application bypass, unauthorized activity, SQL injection, and other threats. Using a highly accurate 

SQL grammar-based approach, Oracle Audit Vault and Database Firewall can help organizations to quickly identify 

suspicious database activity. 

Quality of Service 

There are many ways in which applications can be attacked that are not focused simply on breaching a boundary or 

subverting access control policy. In fact, the availability of applications and information is often viewed as an IT 

security concern. The Oracle MiniCluster S7-2 platform provides a number of capabilities that are intended to help 

detect and prevent resource exhaustion attacks, denial of service, and accidental or intentional faults that can 

impact the availability of services and data. 

Workload Quality of Service 

Oracle MiniCluster S7-2 supports reconfiguration of virtual CPUs, memory, and physical I/O devices assigned to 

virtual machines. This allows an organization to quickly respond to changes in demand, shifting resources to where 

they are needed. Further, by defining resource policies for each domain, organizations can ensure that activity in 

one domain will not starve other domains of their needed resources. Similarly, with the support of the Oracle Solaris 

operating system, Oracle MiniCluster S7-2 has an array of dynamic resource controls that can be employed globally 
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as well as at a virtual machine (zone), task, or process level. Resource controls can be used to limit the 

consumption of CPUs, memory, and core file size, as well as limit the amount of processes, file descriptors, and 

many other parameters. Depending on the actual configuration and needs of the organization, one or more of these 

parameters can be defined to help ensure that applications and services running in the Oracle Solaris operating 

system, including in zones, consume only their fair share of resources and do not adversely impact other services 

running on the system. In addition, the Oracle Solaris 11 operating system supports the ability to define bandwidth 

limits that apply to data link devices (such as virtual network interfaces) as well as to user-defined traffic flows, 

enabling organizations to apply limits to network traffic based upon predefined packet attributes. 

Network Quality of Service 

Each SPARC S7 node in the Oracle MiniCluster S7-2 platform includes 10-Gbps Ethernet interfaces connected to 

the public access network and a 10 GbE interface for private communications between servers. These nodes can 

leverage Oracle Solaris IP multipathing (IPMP) and IEEE 802.3ad link aggregation for Ethernet redundancy, helping 

to ensure continuous network connectivity even if a single Ethernet interface or switch fails. 

The Oracle Solaris 11 operating system also supports a variety of network-level resource controls that allow 

organizations to define bandwidth limits at various data link levels, including virtual and physical NICs and link 

aggregations. These limits can be applied to all, or just a subset of, traffic flowing through those elements. This 

allows organizations to categorize and prioritize their network traffic to ensure that higher priority traffic is favored 

over less important traffic flows. 

Database Quality of Service 

Oracle MiniCluster S7-2 allows configuring Oracle Real Application Clusters (Oracle RAC) to create a clustered 

database with a shared cache architecture that overcomes some of the traditional limitations of shared-nothing 

models. As a result, Oracle RAC can be used to enable highly scalable and available database architectures. The 

Oracle Database Quality of Service Management feature is an automated, policy-based solution that monitors the 

workload requests of an entire system. Quality of Service Management correlates accurate run-time performance 

and resource metrics, analyzes the data to identify bottlenecks, and produces recommended resource adjustments 

to maintain performance objectives under dynamic load conditions. 

In addition, Oracle Database includes a variety of tools to enable multiple databases to operate under the same 

operating system. The Oracle Database resource manager (DBRM) and instance caging, for example, support the 

ability to dynamically control access to CPU resources using fine-grained methods to ensure that workloads running 

in the database have access to their fair share of compute resources. Further, DBRM also can control the degree of 

parallelism, the number of action sessions, and other shared resources to protect one database from monopolizing 

resources needed in shared-database architectures. 

Compliance Reporting 

Oracle MiniCluster S7-2 integrates a compliance-reporting feature for all virtual machines accessible from its virtual 

assistant console. This feature helps to produce on-demand compliance verification runs, and it produces reports 

that reduce the burden of compliance audit and reporting activities. Based on the U.S. Department of Defense 

Security Content Automation Protocol (SCAP) ecosystem, Oracle MiniCluster S7-2 integrates the Oracle Solaris 

compliance utility that provides a collection of interrelated standards for security reporting and configuration 

automation, and utilizes those tools to report on system configuration compliance objectives for both the public 

sector and for the enterprise market. Using the virtual assistant console, an auditor or primary administrator can 

readily assess and report the compliance of an operating environment and applied security controls of Oracle 

MiniCluster S7-2-hosted virtual machines. The Oracle MiniCluster S7-2 compliance utilities map the requirements of 
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an industry-standard benchmark to the security profile and verifies if the applied security controls are in compliance. 

Oracle MiniCluster S7-2 currently supports three security compliance benchmark profiles:  

» Center of Internet Security benchmark maps to the CIS-equivalent security profile (which maps to the Oracle 

Solaris recommended profile) and also adheres to industry-specific security requirements defined by the Health 

Insurance Portability and Accountability Act (HIPAA) and the Federal Information Security Management Act 

(FISMA). 

» Payment Card Industry Data Security Standard (PCI DSS) benchmark maps to the PCI-DSS profile that is based 

on PCI-DSS 3.2 specifications.  

» The DISA-STIG security profile satisfies an organization’s requirement for security controls and compliance with 

the Security Technical Implementation Guide published by the U.S. Defense Information Systems Agency. 

During compliance testing, the profiling tools verify that the applied security controls as defined in the security profile 

are effective and in use. Upon successful test completion, a compliance report is generated. In addition, the 

compliance feature provides guides that contain the rationale for each security check and the steps to fix a failed 

check. 

The Oracle MiniCluster S7-2 architecture team reviews the Oracle MiniCluster S7-2 system components periodically 

and during each release cycle with penetration and vulnerability testing procedures to prevent known security 

issues, update the system with proactive maintenance patching, and verify reports for security compliance policies. 

Dedicated Compute Cloud Deployment  

The diagram in Figure 4 illustrates a logical scenario of deploying Oracle MiniCluster S7-2 in a dedicated compute 

cloud environment such as Oracle Public Cloud.  

 

 

Figure 4. Typical deployment of Oracle MiniCluster S7-2 in an Oracle dedicated compute cloud environment 

 

In the cloud deployment scenario, the cloud service provider establishes a secure connection to the Oracle 

MiniCluster S7-2 systems hosted in the dedicated compute cloud service zone by using a site-to-site VPN or secure 

IPSec tunnel between the VPN gateway and the VPN gateway installed in the organization’s data center. Oracle 

MiniCluster S7-2-deployed virtual machines can leverage preconfigured IPSec/IKE-based communication channels 

with their peers.  

Secure REST API Connectivity 

Oracle MiniCluster S7-2 provides a REST application programming interface (API) over a secure TLSv1.2 channel 

for supporting both enterprise data center and external cloud consumer connectivity requirements. The REST API 

can be used to programmatically provision and manage Oracle MiniCluster S7-2 operations, virtual machine groups, 

and supporting resources. REST API calls to Oracle MiniCluster S7-2 require the use of a combination of basic 
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authentication (user name and password) and token-based authentication. In addition, the REST API calls can be 

configured to use a shared identity management provider and Oracle Web Services Manager to support 

authentication, authorization, and message-level security of REST-based workloads. If the authentication request 

succeeds, then the server returns a cookie that contains an authentication token that is valid for 30 minutes by 

default or as defined by the cloud service provider. The client making the API calls must include this cookie in the 

API calls. Refreshing the token extends the session, but not beyond the session’s expiration time.  

Security Management 

Having collections of security controls and capabilities is necessary to properly secure individual applications and 

services. The Oracle MiniCluster S7-2 virtual assistant provides comprehensive security management capabilities 

that assist organizations in sustaining the security of their deployed services and systems. This includes security 

profile configuration, user provisioning, user authorization workflow, encryption key usage summary, secure creation 

and deletion of virtual machine groups, SSH keys regeneration, secure key backup and recovery, on-demand 

compliance testing, reporting compliance scores, and anomalies. Oracle MiniCluster S7-2 also leverages the 

security management capabilities of a variety of products including Oracle Integrated Lights Out Manager, Oracle 

Enterprise Manager Ops Center, Oracle Enterprise Manager, and Oracle Identity and Access Management Suite. 

Oracle Integrated Lights Out Manager 

Oracle Integrated Lights Out Manager (Oracle ILOM) is the service processor embedded in the computer servers of 

Oracle MiniCluster S7-2. It is used to perform out-of-band management activities. 

» Oracle Integrated Lights Out Manager offers a variety of secure mechanisms allowing organizations to perform 

secure lights out management of their compute and storage servers, including web-based access protected by 

TLSv1.2 and command-line access using Secure Shell, as well as IPMI v2.0 and SNMPv3. 

» Oracle ILOM supports separation-of-duty requirements using a role-based access control model. Individual users 

are assigned to specific roles that limit the functions that can be performed. In this manner, organizations can 

decide which users need full administrative access versus those that may simply need the ability to audit Oracle 

ILOM settings (read-only access), access remote host consoles, or control host power.  

» To ensure accountability, Oracle ILOM records all log ins and configuration changes. Each audit log entry notes a 

user’s actions along with time stamp. The audit trail allows organizations to detect unauthorized activity or 

changes as well as attribute those actions back to specific users. 

Oracle Enterprise Manager 

The Oracle Enterprise Manager suite is a comprehensive and integrated cloud management solution that focuses 

on lifecycle management of applications, middleware, and databases, as well as physical and virtual infrastructure. 

» In the context of Oracle MiniCluster S7-2, it is important to highlight that the application, middleware, and 

database management functionality supports detailed monitoring, event notification, and patch and change 

management, as well as continuous configuration and compliance management and reporting. 

» In particular, Oracle Enterprise Manager allows organizations to centrally maintain security configuration settings 

as well as access control and auditing policies for groups of databases. Access to these functions can be limited 

to authorized individuals, ensuring that management access supports compliance mandates for separation of 

duty, least privilege, and accountability. 

» The Oracle Enterprise Manager platform also supports strong authentication using a variety of authentication 

methods, fine-grained access controls, and comprehensive auditing, ensuring that access to the management 

controls of the Oracle MiniCluster S7-2 environment can be accomplished in a secure manner. 

Oracle Identity and Access Management Suite 

The Oracle Identity and Access Management suite manages the end-to-end lifecycle of user identities and accounts 

across an organization. The Oracle Identity and Access Management suite includes support for single-sign on, web-
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based access control, web services security, identity administration, and strong authentication, as well as identity 

and access governance. 

In the context of Oracle MiniCluster S7-2, Oracle Identity and Access Management can be used as a single point for 

managing identity and access to not only applications and services running on the Oracle MiniCluster platform, but 

also for the virtual assistant console and services used to manage it. 

Oracle Key Manager 

Oracle Key Manager is a comprehensive key management system (KMS) designed to simplify the management and 

monitoring of encryption keys used to protect information at rest. Oracle Key Manager supports enterprise-class 

environments with a highly scalable and available architecture that can manage thousands of devices and millions of 

keys. It operates on a hardened operating environment, enforces strong access control and role separation for key 

management and monitoring operations, and optionally supports the secure storage of keys in Oracle’s Sun Crypto 

Accelerator 6000 PCIe Card, a FIPS 140-2 Level 3-rated hardware secure module.  

In the context of Oracle MiniCluster S7-2, Oracle Key Manager can authorize, secure, and manage access to 

encryption keys used by Oracle Database encryptions that use Transparent Data Encryption, as well as encrypted 

ZFS file systems. 

General Recommendations and Considerations 

The Oracle MiniCluster S7-2 platform integrates an impressive collection of layered security controls that can be 

tailored to meet an organization’s specific policies and requirements. It is important that organizations understand 

how best to utilize these capabilities as well as extend them into their existing IT security architecture. Further, 

organizations and cloud service providers are reminded that effective IT security must integrate people, process, 

and technology aligned by a security policy and vetted using solid risk management and governance practices. In 

this section, general recommendations and considerations are offered to guide organizations and cloud service 

providers in architectural, deployment, and operational dimensions. 

Architectural 

The following architecture best practices are recommended: 

» Organizations and cloud service providers should leverage a unified approach to identity and access 

management by integrating the Oracle MiniCluster S7-2 platform components as well as its deployed services 

with existing identity and access management architecture for addressing single sign-on (SSO) and identity 

federation requirements. The Oracle Solaris operating system and Oracle Database in particular support an array 

of open and standard protocols that allow those products to be more easily integrated with existing identity and 

access management deployments. 

» Organizations and cloud service providers should consider the use of intrusion prevention systems (IPS) to 

monitor network traffic flowing to and from the Oracle MiniCluster S7-2 platform. Such systems enable the 

identification of suspicious communications and potential attack patterns, as well as unauthorized access 

attempts. Organizations looking for increased visibility within the Oracle MiniCluster S7-2 platform are encouraged 

to consider the use of host-based intrusion detection and prevention systems. By leveraging the fine-grained 

auditing capabilities of the Oracle Solaris operating system and Oracle Database, host-based systems have a 

greater likelihood of detecting inappropriate actions and unauthorized activity. 

» Similarly, organizations and cloud service providers also are encouraged to consider the use of application and 

network firewalls that can protect information flowing to and from the Oracle MiniCluster S7-2 platform. Often 

filtering network ports serve as the first line of defense in preventing unauthorized access to systems and 

services. As with host-based intrusion detection services, organizations looking to realize more fine-grained 

control of communications between components of the Oracle MiniCluster S7-2 platform are encouraged to 

consider network-level segmentation using a dedicated VLAN and enabling IPSec channels. 
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» Lastly, organizations and cloud service providers should consider the use of centralized audit and log repositories 

to aggregate their security-relevant information for improved correlation, analysis, and reporting. Most modern 

security event and incident management (SIEM) systems support an array of protocols that can be used for data 

gathering from network devices, operating systems, databases, and applications. By integrating Oracle 

MiniCluster S7-2 with SIEM systems for collecting and storing auditing information in a centralized (and protected) 

location, organizations can improve the quality and effectiveness of their security incident and forensic response 

processes. The information that is needed for this kind of analysis is safely stored away from systems and 

applications that may be compromised. For this kind of approach to be most effective, organizations and cloud 

service providers should also leverage the network time protocol service to ensure that time is aligned across 

devices, systems, and software. 

Deployment 

The following deployment best practices are recommended: 

» Organizations are strongly encouraged to utilize protocols that support strong authentication and encryption of 

network communications. This protects the confidentiality and integrity of communications and is important when 

communicating with services deployed on the Oracle MiniCluster S7-2 platform as well as when managing the 

platform using its administrative interfaces. Organizations should configure administrative and operational 

services to use encryption protocols and key lengths that align with their organizational policies. Cryptographic 

services provided by the Oracle MiniCluster S7-2 platform also benefit from hardware acceleration, which 

improves not only security but also overall performance. 

» While many of the security controls preintegrated into the Oracle MiniCluster S7-2 platform are configured by 

default for secure deployment, organizations and cloud service providers often have their own security 

configuration hardening standards. Oracle produces security guides for its products, and content relevant to the 

Oracle MiniCluster S7-2 platform is included in the references section at the end of this document. It is important 

for organizations to review this information before attempting to change the security configuration of Oracle 

MiniCluster S7-2 components. In particular, it is important to identify where existing organizational standards can 

be improved as well as where supportability issues may limit what changes can be made to a given component. 

» Several of the products included in the Oracle MiniCluster S7-2 platform are shipped with default administrative 

passwords. Organizations and cloud service providers are strongly encouraged to change these default 

passwords as soon as possible to values known only to authorized administrators.  

Operational 

The following operational best practices are recommended: 

» While configuring the Oracle MiniCluster S7-2 platform for use in a secure deployment is relatively 

straightforward, it is important that organizations understand that security must be maintained throughout the 

lifecycle of the platform and its deployed services. As such, organizations are encouraged to utilize tools that help 

detect unauthorized changes and configuration drift, as well as security patches that have yet to be applied. The 

Oracle Enterprise Manager suite of tools offers organizations an integrated solution for managing such 

operational issues from the hardware through any deployed applications and services. 

» Further, organizations and cloud service providers are encouraged to regularly evaluate the users and 

administrators with access to the Oracle MiniCluster S7-2 platform and its deployed services to verify if the levels 

of access and privilege are appropriate. Over time, without review, the level of access granted to individuals tends 

to increase without bound. It is recommended that access rights (for both operational and administrative access) 

be reviewed to ensure that each user’s level of access is aligned to their roles and responsibilities. 
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Conclusion 

Collectively the extensive set of security controls and capabilities available on the Oracle MiniCluster S7-2 platform 

provides a holistic security architecture upon which organizations and cloud service providers can deploy their 

applications and database services. More important, however, is the balance that is achieved between the tight 

integration of the Oracle MiniCluster S7-2 platform components and the level of security configuration and 

operational flexibility also allows organizations to customize the security posture of the platform based upon their 

organizational policies. This reinforced yet flexible security architecture makes Oracle MiniCluster S7-2 an ideal 

platform for organizations that are consolidating applications and databases, operating multitier enterprise 

applications, or delivering dedicate compute cloud services. 

The Oracle MiniCluster S7-2 platform integrates Oracle’s SPARC S7-based servers, Oracle Solaris, Oracle 

Database, and third-party source code following Oracle Software Security Assurance, a program that encompasses 

every phase of the product development lifecycle and includes a comprehensive security testing for known attack 

vectors and vulnerabilities. Oracle Software Security Assurance is Oracle's methodology for building security into the 

design, build, testing, and maintenance of its products. Oracle's goal is to ensure that Oracle's products, as well as 

the customer systems that leverage those products, remain as secure as possible. 
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