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Introduction 

An Oracle Recovery Manager (Oracle RMAN) recovery catalog is used by many Oracle Database 

administrators as a way to centralize the metadata about backup files from multiple databases used in 

a disaster-recovery strategy. Oracle ZFS Storage Appliance lends itself extremely well as storage for 

the Oracle RMAN recovery catalog database and metadata. While this paper focuses on Oracle 

Exadata Database Machine (Oracle Exadata) examples, the principles can be applied to any Oracle 

Database environment. This white paper explains why it is beneficial to use an Oracle RMAN recovery 

catalog and store it on Oracle ZFS Storage Appliance.  

 

The Benefits of Using an Oracle RMAN Recovery Catalog 
An Oracle RMAN recovery catalog is an Oracle Database schema that has specific privileges used to store a copy 
of the Oracle RMAN repository from one or more target databases. The Oracle RMAN repository is a collection of 
metadata about backup and recovery operations performed on target databases, but it is not the actual backup data. 
By default, the Oracle RMAN repository is stored within each target database’s control file. In fact, even when an 
Oracle RMAN recovery catalog is being used, the control file always remains as the primary and authoritative record 
of the most recent backup and recovery activity. Therefore, the control file stores the most recent backup operations, 
while the Oracle RMAN recovery catalog provides a longer, historic record. This not only allows backups to be 
performed using older backup files, but it provides a way to query historical versions of schemas. While using Oracle 
RMAN recovery catalog is optional, Oracle highly recommends it. 

An Oracle RMAN recovery catalog acts as a secondary, yet more permanent, repository for metadata records 
generated during Oracle RMAN operations. After an operation updates the repository, the control file is updated with 
the generated metadata, which in turn causes an update between the target databases’ control file and the Oracle 
RMAN recovery catalog. This update from the control file to the Oracle RMAN recovery catalog is known as a 
resynchronization or RESYNC operation. 

The benefits of using an Oracle RMAN recovery catalog are summarized as follows: 

» The target database control file is replicated, which provides protection against loss or corruption.  
» A longer target database backup history can be maintained in the recovery catalog compared to the control file. 
» Multiple databases can be serviced by one recovery catalog that centralizes many tasks. 
» Oracle RMAN scripts can be centrally stored and used on multiple target databases. 
» Because of the centralized data repository, customized reports can be created without logging in to each target 

database separately. 
» The KEEP FOREVER clause can be used, which allows a backup to never expire. Also, the BACKUP … KEEP 

clause can be used to specify a length of time before a backup expires. 
» The REPORT SCHEMA with the AT option allows the viewing of a past schema version. 
» Finally, an Oracle RMAN recovery catalog allows the tracking of backup-related files that are no longer in, or have 

never been captured in, the control file. This allows restore operations from backup files with metadata no longer 
residing in the control file, and this functionality can be used in conjunction with backup share snapshots on 
Oracle ZFS Storage Appliance. 
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While an Oracle RMAN recovery catalog adds a level of complexity to a backup-and-recovery strategy because it 
adds another database to be managed and backed up, Oracle recommends the use of a recovery catalog if any of 
the aforementioned benefits are advantageous. 

The following disadvantages to maintaining an Oracle RMAN recovery catalog should be taken into consideration: 

» If the Oracle RMAN recovery catalog database is not available, the control file data cannot be synchronized. 
» If the Oracle RMAN recovery catalog database is corrupted, backup history can be lost. Therefore, it is imperative 

to regularly back up the Oracle RMAN recovery catalog database. 

The Oracle RMAN recovery catalog schema can technically reside within any Oracle Database, but Oracle 
recommends creating a new and distinct database for this purpose. Using Oracle ZFS Storage Appliance with 
Network File System (NFS) or Direct NFS (dNFS) shares lends itself extremely well as storage for the Oracle RMAN 
recovery catalog database. The database instance(s) can run on Oracle Exadata compute nodes, while the storage 
can be attached via NFS/dNFS from Oracle ZFS Storage Appliance. This saves valuable space on Oracle 
Automatic Storage Management (Oracle ASM) disk groups served by Oracle Exadata Storage Servers (storage 
cells). This also allows Oracle RMAN recovery catalog storage to be separate from any target database running on 
Oracle Exadata. Another benefit of this configuration is the ease of administration for the database administrator 
(DBA). By placing the storage structures on an NFS/dNFS-mounted share and creating the tablespace with the 
autoextend option, the DBA does not have to be overly concerned about the data growth of the Oracle RMAN 
recovery catalog tablespace. 

In alignment with general disaster-recovery practices, better protection is provided when the backup data is 
separated by a level from the original data. This separation includes disk controllers, disk shelves, and network 
infrastructure used for communication to and from the database server. This also includes the separation of the 
secondary copy of the Oracle RMAN repository, which is the Oracle RMAN recovery catalog, from the primary copy 
of the Oracle RMAN repository, which is the control file. 

This paper describes several scenarios for setting up an Oracle RMAN recovery catalog and migrating data to it, in 
conjunction with storing the data files on Oracle ZFS Storage Appliance. 

 

Creating and Setting Up an Oracle RMAN Recovery Catalog 
This section details the steps for creating and setting up an Oracle RMAN recovery catalog, which are as follows: 

1) Determine the database that will contain the Oracle RMAN recovery catalog schema or create a separate 
database. 

2) Create a tablespace to hold the Oracle RMAN recovery catalog. 
3) Define the Oracle RMAN recovery catalog schema/owner and grant it the proper role. 
4) Create the Oracle RMAN recovery catalog. 
5) Register target databases with the Oracle RMAN recovery catalog. 
6) Catalog older backups (optional). 
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Creating the Database 

The first step for implementing an Oracle RMAN recovery catalog is to identify an Oracle Database instance in 
which to create the Oracle RMAN recovery catalog schema. While Oracle recommends creating a new database in 
most cases, the schema may be created in an existing database. However, if the Oracle RMAN recovery catalog 
schema is created in an existing database, both the target database schemas and the Oracle RMAN recovery 
catalog schema are at risk of storage failure, because they reside on the same storage. This places the Oracle 
RMAN recovery catalog at risk if the target database is lost. 

Oracle recommends planning the location of the tablespaces storage and creating a separate database by using 
either of the following methods:  

» The CREATE DATABASE command within SQL*Plus (an Oracle Database utility) 
» The Database Creation Assistant (DBCA), an Oracle Database utility 

The following figure shows using DBCA, in its Advanced Mode, to select the Oracle ASM disk group on Oracle 
Exadata storage cells for the new database’s data files. Notice the option to select a mounted file system instead, 
which Oracle recommends. 

 

 

Figure 1. Designating storage as an Oracle ASM disk group on Oracle Exadata 

To save valuable space on Oracle ASM disk groups served by Oracle Exadata storage cells, use the File 
System option to select storage on Oracle ZFS Storage Appliance. The following figure shows selecting the 
storage for the database files on an NFS/dNFS share residing on an external Oracle ZFS Storage Appliance. 
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Figure 2. Designating storage as a file system on an external Oracle ZFS Storage Appliance 

 

Creating a Tablespace for the Oracle RMAN Recovery Catalog 

After the database is created, it must be connected to as a system user that has privileges, such as sys as 
sysdba, to create the tablespace for the Oracle RMAN recovery catalog. In the following example, rcatA is the 
ORACLE_SID for the database containing the Oracle RMAN recovery catalog schema. Prior to connecting to the 
database, the .oraenv script can be sourced to set up the ORACLE_SID and ORACLE_HOME environment 
variables: 

.oraenv  

(set ORACLE_SID to rcatA) 

Make a connection to the database with sufficient system user privileges: sqlplus / as sysdba 

Next, create a single tablespace to hold the Oracle RMAN recovery catalog schema. To accommodate tablespace 
growth, the underlying storage should ideally reside on an external Oracle ZFS Storage Appliance and be created 
with the autoextend option.  

These are the requirements for tablespace creation:  

» The Oracle RMAN recovery catalog must be stored in the default tablespace for the schema  
» The sys user cannot be the schema owner. 

Generally, Oracle recommends that the initial size of the tablespace be a minimum of 15 MB per target database to 
be stored in the Oracle RMAN recovery catalog, per year. 

Factors that contribute to the growth of the Oracle RMAN recovery catalog tablespace include the following: 

» The number of databases being backed up 
» The frequency of the backups and the number of archived redo logs of the combined target databases 
» Oracle RMAN scripts stored in the tablespace 
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The Oracle RMAN recovery catalog tablespace and associated datafile(s) can reside on either Oracle ASM disk 
groups or on an NFS/dNFS-mounted file system. The syntax varies slightly depending on the storage type. 

File system example: 

SQL> CREATE TABLESPACE rcatts DATAFILE '/dir/sid_name/sid/datafile/rcatts' SIZE 
15M REUSE AUTOEXTEND on; 

Oracle ASM disk group example: 

SQL> CREATE TABLESPACE rcatts DATAFILE '+DG_NAME/sid/datafile/datafile_name.dbf' 
SIZE 15M REUSE AUTOEXTEND on; 

The datafile can either be new or existing and set to a certain size if it is specified with both the SIZE and REUSE 
keywords. Then, if the file exists, it is reused with the newly specified size. If it did not previously exist, the database 
ignores the REUSE keyword and creates a new datafile of the specified size. 

 

Defining the Oracle RMAN Recovery Catalog Schema 

Next, create the Oracle RMAN recovery catalog schema and define the schema owner. In the following example, 
the schema owner is rcatowner and the quota is set to unlimited to allow the schema to use the entire datafile 
size: 

SQL> CREATE USER rcatowner IDENTIFIED BY "passwd" DEFAULT TABLESPACE rcatts QUOTA 
unlimited on rcatts; 

To grant the Oracle RMAN recovery catalog role to the schema owner, enter the following command while logged in 
to the Oracle RMAN recovery catalog database as a privileged system user: 

SQL> GRANT recovery_catalog_owner to rcatowner; 

 

Creating the Oracle RMAN Recovery Catalog 

Using the Oracle RMAN client, connect as the Oracle RMAN recovery catalog owner (rcatowner, in this example) 
to the Oracle RMAN recovery catalog database (rcatA), and issue the create catalog command: 

$ rman catalog rcatowner@rcatA 

RMAN> create catalog; 

RMAN> exit 

 

Registering Individual Target Databases with the Oracle RMAN Recovery Catalog 

Use the Oracle RMAN client to simultaneously connect to the target database as a privileged user, such as sys with 
sysdba or sysbackup privileges, and the Oracle RMAN recovery catalog as the catalog schema/owner: 

.oraenv  

(set ORACLE_SID to target_db_sid and set ORACLE_HOME) 
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To register the target database with a SID of exa1prod1db, use the following example and set ORACLE_HOME as 
appropriate: 

$ . oraenv 

ORACLE_SID = [] exa1prod1db 

ORACLE_HOME = [/u01/app/oracle/product/12.1.0.2/dbhome_1] 

 

rman target "' / as sysdba'" catalog rcatowner/passwd@rcatA 

where: 

» rman calls the Oracle RMAN client 
» target connects to the current target database as set by the ORACLE_SID 
» " is a double quotation mark 
» ' is a single quotation mark 
» / as sysdba connects as the sys user with sysdba privileges and utilizing OS authentication 
» ' is a single quotation mark 
» " is a double quotation mark 
» catalog tells Oracle RMAN to also connect to the Oracle RMAN recovery catalog database 
» rcatowner/passwd specifies the login credentials for the rcatowner user 
» @rcatA is the instance name for the Oracle RMAN recovery catalog database 

 

RMAN> register database; 

Depending on the type of administrative action to perform, there are several possible combinations of logins. 

Connection types: 

1) Connection to the recovery catalog database with as sysdba: 

ORACLE_SID = rcat 

$ sqlplus / as sysdba 
 

The following query is an example for determining the fullness of the Oracle RMAN recovery catalog tablespace: 

SQL> select tablespace_name, sum(bytes)/(1024*1024) MB_used from dba_extents 
where tablespace_name = 'RCATTS' group by rollup (tablespace_name) order by 
tablespace_name; 

The following query lists which databases are registered in the Oracle RMAN recovery catalog: 

SQL> select distinct db_name from dbinc; 

2) Connection to the recovery catalog database as rcatowner: 

ORACLE_SID = rcat 
$ sqlplus rcatowner/passwd 
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Use the following query to show the RC_* dictionary views that can be queried:  

SQL> select view_name from user_views where view_name like 'RC_%'; 

 
3) Connection to the target database with as sysdba: 

ORACLE_SID = tgtdb 
$ sqlplus / as sysdba; 
 

Database parameters can be queried, as shown in the following example: 

SQL> show parameter CONTROL_FILE_RECORD_KEEP_TIME 

NAME                                 TYPE        VALUE 

------------------------------------ ----------- ------------------------------ 

control_file_record_keep_time        integer     7 

4) Connection to the target database using the Oracle RMAN client: 

ORACLE_SID = tgtdb 
$ rman target / 

Use the Oracle RMAN client to connect to a target database to perform normal Oracle RMAN operations. 

5) Connection to the Oracle RMAN recovery catalog database using the Oracle RMAN client: 

ORACLE_SID = rcat 
$ rman target / 

Use the following Oracle RMAN command to display the current schema, including the tablespaces and datafiles: 

RMAN> report schema; 

The following example uses an Oracle RMAN command to import a target database’s metadata from a recovery 
catalog to the current recovery catalog: 

RMAN> import catalog srsowner/passwd@source_database; 

6) To connect simultaneously to the target database and the Oracle RMAN recovery catalog database, perform the 
following steps: 

1. Set the ORACLE_SID variable to ‘target_db'; you can use the .oraenv script to do so. 
2. Issue the following command:  

 
$ rman target "' / as sysdba'" catalog rcatowner@rcatA 

As part of the target databases registration process into the Oracle RMAN recovery catalog, the current content of 
the target database’s control file is synchronized to the Oracle RMAN recovery catalog. When a backup is taken, 
entries are first written to the control file and then subsequently synchronized into the Oracle RMAN recovery 
catalog. 

Resynchronization from the control file to the Oracle RMAN recovery catalog occurs when certain actions are 
performed, such as when a backup is created (an implicit synchronization) or when the RESYNC CATALOG 
command is executed. 
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The target database parameter CONTROL_FILE_RECORD_KEEP_TIME dictates the period of time for the control 
file to retain metadata about backups. If this parameter is set to a large value, the control file size can become 
excessive. When using an Oracle RMAN recovery catalog, this parameter value should be greater than the time 
period between catalog resynchronizations. This allows metadata to remain in the control file until a 
resynchronization occurs with the Oracle RMAN recovery catalog. If the parameter 
CONTROL_FILE_RECORD_KEEP_TIME is set to a value that is shorter than the time between resynchronization 
operations, there is a risk of metadata being overwritten in the control file before it is written to the Oracle RMAN 
recovery catalog. However, even if the CONTROL_FILE_RECORD_KEEP_TIME value is greater than the time 
between Oracle RMAN recovery catalog resynchronizations, a situation can arise where records in the control file 
are overwritten when the time specified by the CONTROL_FILE_RECORD_KEEP_TIME parameter has not yet 
passed. This can conceivably happen when Oracle RMAN tries to write a new record to the control file and 1) no 
record is older than the threshold, and the database attempts to expand the size of the control file; and 2) the 
underlying operating system prevents the expansion of the control file (maybe due to a full disk), and then the 
reusable records in the control file are overwritten, starting with the oldest record. Data in an overwritten record is 
lost. Using an Oracle RMAN recovery catalog can guard against this situation. 

 

Cataloging Backup Files Not in the Control File 

It is possible and advantageous to add existing Oracle RMAN backup files to the Oracle RMAN recovery catalog 
that are not currently in the catalog or in the control file. This allows easier management of all Oracle RMAN backup 
files from a central repository, and Oracle RMAN can use the files during restore operations. This is mainly 
accomplished with the Oracle RMAN catalog command. 

There are several scenarios that cause backup files to no longer be listed in the control file, yet the backup files still 
reside on disk. If the value of the CONTROL_FILE_RECORD_KEEP_TIME parameter is set shorter than the time 
between resynchronizations, then an Oracle RMAN recovery catalog is created after files have aged out of the 
control file, or the control file exceeds the circular reuse record limit. To avoid the risk of losing track of metadata 
about backups when not using an Oracle RMAN recovery catalog, ensure that backups are taken during the 
retention policy time frame. 

Although the catalog command allows the addition of Oracle RMAN backup files from a file system to the Oracle 
RMAN recovery catalog, files cannot be added from tape devices. By adding backup files from tape devices to a file 
system, they can then be added to the Oracle RMAN recovery catalog for recovery operations. 

The catalog command has the following subcommands to manage various Oracle RMAN backup file types: 
datafilecopy, backuppiece, archivelog, controlfilecopy, recoveryarea, and the strict prefix 
subcommand 'start with'. The 'start with' subcommand backs up any valid file type (data file, 
backup set, control file, archived redo log) with a name matching the text passed to the 'start 
with' subcommand. The text passed can include Oracle ASM disk group locations or file system directory 
locations. This is a strict prefix subcommand, which means that matching occurs based on the leftmost part of the 
filename, including the directory structure, and wildcard characters are not allowed. 

Examples of the catalog command: 

RMAN> catalog datafilecopy '/nfs/mnt_point/' datafilecopy_name; 

RMAN> catalog backuppiece '/nfs/mnt_point/backup_piece_name'; 

RMAN> catalog start with '/any/filename/that/matches_this_string'; 
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Migrating a Recovery Catalog from Oracle Exadata to Oracle ZFS Storage 
Appliance 
If a recovery catalog is stored in Oracle Exadata in Oracle ASM disk groups, there are several reasons for moving 
the recovery catalog to Oracle ZFS Storage Appliance. First, migrating the recovery catalog saves storage space on 
Oracle Exadata. Second, there is less concern about recovery catalog data growth. Third, migration allows a 
secondary copy of the Oracle RMAN repository to be stored on secondary storage. 

To move the recovery catalog data from one database to another, use the Oracle RMAN import catalog 
command. This method can be used to move an entire recovery catalog at one time, or move individual database 
repositories/catalogs, or even to merge data from multiple catalogs into one. One advantage of this method is the 
ability to choose which target database repository to move. In other words, it does not have to be an all-or-nothing 
strategy. Specify a target database name or a target database DBID (database identification) to distinguish what to 
move from the source catalog to the target catalog. 

The following figure depicts the “import catalog” strategy. The source catalog schema is an existing schema 
(presumably with registered target databases and metadata for backups of those databases) that will be migrated 
into a newly created (or otherwise strategically identified) database known as the destination catalog schema. In the 
following figure, the source catalog storage exists in a disk group on Oracle Exadata. While the destination catalog 
instance can run on Oracle Exadata compute nodes or on separate hardware, the storage for this example database 
is placed on Oracle ZFS Storage Appliance. 

 

 

Figure 3. Migrating a recovery catalog from Oracle Exadata to Oracle ZFS Storage Appliance 
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A few default behaviors can be overridden when using the “import catalog” strategy. The first default behavior is that 
metadata is imported for all target databases registered in the source catalog. To migrate just one database, specify 
which one. The second default behavior is that Oracle RMAN unregisters the target database from the source 
catalog after completion of the import operation. In most cases, this is the desired behavior. After all database 
metadata has been migrated, the source catalog can be decommissioned. Another caveat to the “import catalog” 
strategy is that the destination catalog must be a base recovery catalog and cannot be a virtual private catalog, 
which restricts access to the catalog by a schema user that is not the owner of the recovery catalog. 

To migrate catalog data for a specific database, either the name of or the DBID of the database is needed. To get 
the name and DBID of a database, use the Oracle RMAN client and connect to the target database in question so 
the name and DBID are displayed as part of the login output, or connect to the target database as a privileged user 
and query the v$database table, as shown in the following example. 

SQL> select name,dbid from v$database; 

The first step for migrating a recovery catalog to Oracle ZFS Storage Appliance is to create a new database using 
the CREATE DATABASE command within SQL*Plus or using the DBCA utility. During the database creation 
process, be sure to use an NFS/dNFS share created on and mounted from Oracle ZFS Storage Appliance. 

After the new database is created, use the following example steps to create a new catalog. 

1) Create a tablespace to hold the catalog. 
 
SQL> CREATE TABLESPACE rcatts_b DATAFILE '/mntpt/ZFS_Storage/rcatts_b' 
SIZE sizeinMB REUSE AUTOEXTEND on; 

2) Create the recovery catalog schema/owner and grant it the proper role. 
 
SQL> CREATE USER rcatownerB IDENTIFIED BY "passwd" 
 DEFAULT TABLESPACE rcatts_b QUOTA unlimited on rcatts_b; 
SQL> GRANT recovery_catalog_owner to rcatownerB; 

3) Create the recovery catalog. 
 
Use the Oracle RMAN client to connect to the recovery catalog  DATABASE as the rcatownerB user 
and issue the create catalog command. 
 
$ rman catalog rcatownerB/passwd@rcatB 
RMAN> create catalog; 

4) Instead of registering a database to the new recovery catalog database, use the Oracle RMAN client to 
connect to the new recovery catalog database as the owner of the recovery catalog schema, and run the 
import catalog command, specifying the source recovery catalog credentials. 
 
RMAN> import catalog rcatownerA/passwd@rcatA 
 
Or import by DBID: 
 
RMAN> import catalog rcatownerA/passwd@rcatA DBID=dbid#; 

The last step allows the import of all the databases in the source recovery catalog or the import of one database at a 
time. Notice that a connection to the target database is not required for the import, but rather just a connection to the 
destination catalog database is needed. The import command then “pulls” the data from the source catalog 
database. 

To display which databases are registered in a recovery catalog schema, use SQL*Plus to connect as the recovery 
catalog schema owner to the database, and run the following query: 
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SQL> select distinct db_name from dbinc; 

If you are unsure about which user owns the recovery catalog, log in to the database as the sys user and run the 
following command: 

SQL> select username from dba_users; 

 
Look for the rcat owner in the output, and then run the following command: 

SQL> select distinct owner from dba_segments where owner in (select username from 
dba_users where default_tablespace not in ('SYSTEM', 'SYSAUX')); 

 

 

Making Manual Entries of Files in a Snapshot of a Share 
The 'start with' subcommand of the Oracle RMAN catalog command can be used in conjunction with a 
backup strategy of Oracle Exadata to Oracle ZFS Storage Appliance to catalog files in a snapshot version of the 
backup share(s). If a share is created to hold the backup pieces for a disaster-recovery strategy, and a snapshot of it 
is taken on a regular basis, the snapshots of that share can be mounted to the database machine’s file system, and 
the files contained within can be brought into the Oracle RMAN recovery catalog. This is advantageous because the 
files are known to Oracle RMAN and ready for use in a potential restore operation. The snapshot provides an 
effective backup copy of the backup share, and importing files in that share into the catalog ensures Oracle RMAN 
knows about those copies. Before a recovery operation is performed, the snapshot of the share must be promoted 
as a clone to access the data within. 

This idea could play out in a strategy where the source of files not in the recovery catalog would be in an updated 
incremental backup strategy. As the periodic backups are generated and applied to the Level 0 backup, a snapshot 
can be taken of the share on Oracle ZFS Storage Appliance where the newly modified Level 0 resides. A newly 
created snapshot of this share can then be mounted to the file system on Oracle Exadata, and the files that 
comprise the newly updated Level 0 can be incorporated into the recovery catalog and used in a recovery situation 
to reduce the number of files needed to perform a restore operation. 

To mount a read-only snapshot of a share, an entry should be added to the /etc/fstab file and a mountpoint 
should be created on the file system. The share snapshot can then be mounted, and the catalog process can occur 
by connecting to the target database and the catalog database simultaneously and running the Oracle RMAN 
catalog command. 

As subsequent snapshots of the backup share are created, the snapshots can be mounted, and the contents can be 
cataloged through Oracle RMAN. 

Example entry in the /etc/fstab file for this strategy: 

192.168.36.217:/export/qs/backup3/.zfs/snapshot/test1 /zfssa/qs/backup3/test1 nfs 

rw,bg,hard,nointr,rsize=1048576,wsize=1048576,tcp,vers=3,actimeo=0,timeo=600 0 0 
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Definitions 
Source Catalog Schema – An existing schema, presumably with registered target databases and metadata of one 
or more databases. 

Destination Catalog Schema – A database schema that is the target of one or more source catalogs. 

Oracle RMAN Repository – Metadata stored by Oracle RMAN about backup and recovery operations of target 
databases. The primary location for this data is the target database’s control file. A secondary, yet longer-term, 
location for this data is the recovery catalog. 

Administrator Privileges – The privileges conferred when you connect to a database as sysdba. 

 

Conclusion 
An Oracle RMAN recovery catalog is a useful tool in managing backup and recovery strategies for multiple Oracle 
Database instances in an enterprise. The combination of creating a recovery catalog with the data stored on Oracle 
ZFS Storage Appliance allows for ease of administration and a path to catalog consolidation. 
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