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Introduction 

Veritas NetBackup introduced the OpenStorage Technology (OST) API, which enables hardware 

vendors of intelligent storage systems to perform certain backup and recovery operations that were 

previously processed at the media server level. These operations include backup image copy creation, 

data replication, and writing images directly to tape. Typically, these operations have been processed 

at the NetBackup media server level, utilizing the media server resources as well as possibly 

inefficiently utilizing network bandwidth. With OST, the media server still coordinates the activity, but 

the processing is done at the storage appliance level. 

The Oracle ZFS Storage Appliance family of products has long been supported as both a basic disk 

target and an OST target for disk-based backups using Veritas NetBackup software. With the release 

of Oracle ZFS Storage Appliance OS8.7 and the availability of inline deduplication in Oracle ZFS 

Storage Appliance systems, NetBackup users can leverage Oracle ZFS Storage Appliance Plug-in for 

Veritas NetBackup OpenStorage for efficient deduplication at the storage appliance level. Also 

introduced in this release is support for the LZ4 compression algorithm. LZ4 has been designed with 

compression and decompression speed in mind while still providing a high level of compression. When 

LZ4 is combined with Oracle ZFS Storage Appliance systems’ deduplication, a high level of data 

reduction can be achieved. 

This white paper describes the fundamentals regarding the plugin’s implementation and provides 

recommendations to get the most out of deduplication with Oracle ZFS Storage Appliance systems as 

a backup target. It is intended for an audience already familiar with Oracle ZFS Storage Appliance 

systems and Veritas NetBackup. It also describes some deduplication basics and what they mean for 

a successful backup strategy deployment. 

Solution Overview 

In a NetBackup data protection environment, data is copied from one storage medium to another to allow recovery 

of the data if the source is unavailable or corrupted. The target storage medium has traditionally been magnetic 

tape, which is useful for long-term and remote storage. As the price of hard drives dropped and storage capacity 

increased, storage systems such as the Oracle ZFS Storage Appliance family became viable for use as storage 

targets. With the inclusion of inline deduplication and fast and efficient data compression, the argument for the use 

of Oracle ZFS Storage Appliance systems as a backup target becomes compelling. 
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A standard implementation consists of a NetBackup master server working in conjunction with one or more media 

servers (one of which might be the master server) that move the data from the client machines to the chosen 

storage targets. The media servers are controlled by the master server, and they are usually connected to the 

backup target with a high-speed network connection. 

An example of such an implementation is shown in Figure 1. In this example, the NetBackup media servers are 

connected to the appliance using NFS over an InfiniBand network configured to carry IP traffic. The appliance is 

connected to tape libraries using Fibre Channel connections for long-term and offsite storage of data. 

 

Figure 1. A NetBackup infrastructure including an Oracle ZFS Storage Appliance system 

Implementation Fundamentals 

In planning for the integration of an Oracle ZFS Storage Appliance system as a target in a NetBackup environment, 

some decisions about the appliance’s configuration can be aided by understanding some fundamental concepts 

underpinning the appliance’s technology. 

Oracle ZFS Storage Appliance Considerations 

When deploying an Oracle ZFS Storage Appliance system for use as a NetBackup OST target, the first decision to 

be made is which storage profile should be used to determine the disk layout in the pool. It is highly recommended 

that this pool be used for the sole function of being a NetBackup OST storage unit. Of the choices available, three 

storage profiles—mirrored, single parity, and double parity—are suited for this application. 
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TABLE 1. STORAGE PROFILE COMPARISON 

Storage Profile Usable Capacity 
1
 Advantages  Disadvantages 

Mirrored 42.2% 

» Provides best restore performance 

» Provides maximum protection 

» Provides maximum flexibility 

Costly 

Single Parity 69.3% 

» Provides best mixed-load I/O 

performance 

» Provides moderate flexibility 

Provides limited redundancy 

Double Parity 76.7% 

» Provides best writing performance for 

backups and other streaming content 

» Ensures the most efficient use of disks 

Limits input/output operations 

per second (IOPS) 

 
 

Double Parity Is Recommended 

Double parity provides the best usable capacity and performs very well with large streaming I/O applications, which 

are commonly used in traditional NetBackup workloads. It accomplishes this by utilizing a wide stripe width. The 

width varies at the time of storage pool creation, depending on the number of disks in the configuration, but it ranges 

up to 14 disks. As a result, the number of virtual devices (vdevs) in a double-parity storage pool is far fewer than with 

a mirrored or single-parity profile, reducing the pool’s ability to handle IOPS-intensive workloads but maximizing its 

I/O. 

A double-parity pool also allocates the drives more effectively than other storage profiles, making it a clear choice for 

use as a NetBackup storage unit. 

Disk Types 

Storage pools that are to be used as backup targets can be built from either hard disk drives (HDDs) or solid-state 

drives (SSDs). While the speed of SSDs has popularized their use for primary storage, they are designed for small 

block I/O workloads and have a smaller capacity than HDDs. The use of HDDs provides similar backup performance 

and much greater capacity than SSDs, though restore performance will be a bit slower than with SSDs. HDDs are 

recommended for the backup target pool’s data devices with SSDs used as log devices and metadevices. 

Configuring the Storage Pool 

In installations of Oracle ZFS Storage Appliance systems that use dual controllers, it is recommended to configure a 

single storage pool on each controller. Each storage pool should be configured with all the available HDDs in each 

disk shelf. This allows for maximum performance and redundancy.  

When assigning storage devices to a disk pool to be used as a NetBackup target, do not assign cache devices to 

the pool. Cache devices are designed for transactional workloads, and their use might have an impact on the data 

ingestion performance. Log drives are recommended for the storage pool. They will be added automatically as 

mirrored log devices. Also, enable the metadata devices so that data deduplication will be available in the disk pool. 

It is recommended to select the No Single Point of Failure (NSPF) option when configuring the pool’s storage profile. 

This will ensure that the loss of an entire disk shelf will not compromise the availability of data. 

                                                             
1 Usable capacity accounts for raw capacity lost due to parity, spares, and file system overhead as well as small amounts of space lost on each disk due 

to OS overhead, drive manufacturer overhead, and scratch space reservations. This will vary slightly depending on the size of the storage pool; this 

example assumes a four disk–shelf configuration. 
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ZFS Deduplication 

Oracle ZFS Storage Appliance systems use block-level deduplication, in essence creating a hash for each block 

written to the storage and comparing it with a table of previously written blocks. When an incoming block matches, it 

is not written to the hard drives in the storage appliance. Instead, a metadata pointer to the existing block is used, 

saving the space used in storage. It is important to note that deduplication can be expected only when there is 

identical data that would normally exist in separate blocks in the storage. 

When NetBackup performs a backup, the media server writes the data object being saved along with catalog 

metadata to a defined OST storage unit. One of the functions implemented by the plugin is to normalize this 

metadata and align the data objects within the stored images to give the best chance of data deduplication. The 

plugin has been optimized to work with 1 MB records. 

Because deduplication takes place at a pool-wide level, it is recommended that the entire pool be allocated as the 

NetBackup OST target device and not be shared with other applications, because that can affect the amount of total 

data reduction within the pool. 

Creating Shares on an Oracle ZFS Storage Appliance System 

All file systems and LUNs on the appliance are grouped into projects. A project provides a common administrative 

control point for managing a group of shares. All shares within a project can share common settings, or a project can 

simply group logically related shares together, so their common data can be accessed from a single point. 

By default, the appliance creates a single default project when a storage pool is first configured. It is possible to 

create all shares within this default project, although it is often convenient to create projects to organize shares by 

some common trait. The example below shows the properties for a project created to store backup images. 

 

 

Figure 2: Properties for a project 
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Note that for optimal performance and data reduction, the following properties should be changed from the default: 

 Disable Update access time on read. 

 Enable Data deduplication. 

 Select LZ4 (Fast) from the Data compression list. This is recommended to provide the best 

compression/performance ratio with NetBackup. 

 Select Do not use cache devices from the Cache device usage list. 

 Select Throughput from the Synchronous write bias list. 

 Select 1M from the Database record size list. 

 Enable Prevent destruction, which prevents destruction of the project through such methods as 

destroying a share through dependent clones, destroying a share within a project, or destroying a 

replication package. 

Shares can then be created under this project and will be optimized as NetBackup targets by default. Each share 

will be used as a separate storage unit within NetBackup. Careful consideration should be given to the number of 

storage units that will be accessed over each network connection. Each storage unit can support multiple streams 

(as will be explained in more detail), but too many streams will result in overall poor performance. 

Networking Considerations 

Given the sheer amount of data that a media server can push to its target device, the connection between them 

should be as fast as possible. High-speed connectivity options include IP over InfiniBand (IPoIB), 40 gigabit Ethernet 

(40 GbE), and 10 GbE. When you configure an Ethernet connection between a media server and an appliance, the 

use of jumbo frames on the network is strongly recommended. 

Configuring a NetBackup Media Server 

In the NetBackup Installation Guide and in various technical notes, recommendations for tuning various operating 

systems for use as a media server are given and are essential for the best possible throughput. The information for 

the Oracle Solaris 11.3 operating system is presented here. It is strongly recommended that the NetBackup media 

server’s operating system be tuned prior to the installation of the NetBackup software. Please consult the 

NetBackup documentation for other operating systems. 

Configuring Oracle Solaris 11.3 

1. When high-speed networks are used, some system-level settings are required to optimize file handling and 

NFS throughput. Edit the /etc/system file and append the following lines: 

* Increase file descriptors 

set rlim_fd_max=65536 

set rlim_fd_cur=8000 

* Set the max number of client connections  

set rpcmod:clnt_max_conns = 8 

* Set NFS buffer sizes 

set nfs:nfs3_bsize=1048576 

set nfs:nfs4_bsize=1048576 

* Increase NFS threads 

set nfs:nfs3_max_threads=128 

set nfs:nfs4_max_threads=128 
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2. Reboot after this change. 

3. Enable the use of larger TCP/IP buffers by running these commands as the root user: 

# ipadm set-prop -p max_buf=2097152 tcp 

# ipadm set-prop -p send_buf=1048576 tcp 

# ipadm set-prop -p recv_buf=1048576 tcp 

4. Create a new project for NetBackup and modify the system parameters using the following commands: 

# /usr/sbin/projadd -U root -c "NetBackup resource project" -p 1000 NetBackup 

# /usr/sbin/projmod -a -K 'project.max-msg-ids=(privileged,256,deny)' NetBackup 

# /usr/sbin/projmod -a -K 'project.max-sem-ids=(privileged,1024,deny)' NetBackup 

# /usr/sbin/projmod -a -K 'project.max-sem-ops=(privileged,32,deny)' NetBackup 

# /usr/sbin/projmod -a -K 'project.max-sem-nsems=(privileged,300,deny)' NetBackup 

# /usr/sbin/projmod -a -K 'project.max-shm-ids=(privileged,1024,deny)' NetBackup 

# /usr/sbin/projmod -a -K 'project.max-shm-memory=(privileged,68719476736,deny)'\  

NetBackup 

Note that the last command sets a specific value for the amount of shared memory used by the system. It is 

recommended to use 25 percent of the total system memory for this value. On servers with 64 GB of system 

memory or less, allocate 50 percent of the system memory. The value shown above is correct for a system with 

256 GB. The values can be verified as shown here: 

# projects -l NetBackup 

NetBackup 

        projid : 1000 

        comment: "NetBackup resource project" 

        users  : root 

        groups : (none) 

        attribs: project.max-msg-ids=(privileged,256,deny) 

                 project.max-sem-ids=(privileged,1024,deny) 

                 project.max-sem-nsems=(privileged,300,deny) 

                 project.max-sem-ops=(privileged,32,deny) 

                 project.max-shm-ids=(privileged,1024,deny) 

                 project.max-shm-memory=(privileged,68719476736,deny) 

 

The server is now ready for the installation of the NetBackup software. 

Post-NetBackup Installation 

After the NetBackup software has been installed, it is important to ensure that the NetBackup processes are 

associated with the project that was just created. Modify /etc/init.d/netbackup, 

/usr/openv/netbackup/bin/goodies/netbackup, and /usr/openv/netbackup/bin/bp.start_all by 

adding the following line after the line reading “umask 022”:  

 

MYPID=$$; newtask -p NetBackup -c $MYPID  

 

Note that any custom site-specific changes to a script will need to be reapplied if a future NetBackup release update 

or hot fix contains an updated copy of the file. 

In order for NetBackup to take advantage of the network optimizations made previously, the NET_BUFFER_SZ 

parameter must be overridden to prevent certain NetBackup defaults from being used. This is done with a single 

command: 

# echo '0' > /usr/openv/netbackup/NET_BUFFER_SZ 
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Installing the Plugin 

After the NetBackup server software has been installed, Oracle ZFS Storage Appliance plug-in for Veritas 

NetBackup OpenStorage should be downloaded from the Oracle Technology Network website and installed 

according to its documentation. 

If an older version of the plugin is already installed, it should be removed before installing the new version. The 

plugin’s installation script provides an option for uninstallation as well. 

Mounting a Share from an Oracle ZFS Storage Appliance System 

As shown in the plugin’s documentation, there is a very specific naming convention for the OST mountpoints in a 

UNIX or Linux environment: 

/oraclezfs_ost/<appliance_name>/ost_<filesystem> 

The <appliance_name> is usually the fully qualified domain name (FQDN) of the appliance, and 

<filesystem> is the name of the share on the appliance. 

Note: The “ost_” prefix in front of the file system name in the mountpoint is required by the plugin. 

It is recommended that the share be mounted with NFSv4 and have its block size optimized. If you are using NFSv3, 

its locking state should also be set. The entry in the /etc/vfstab file, which contains the list of NFS mountpoints, 

should look like this: 

<appliance_name>:/export/<filesystem> - /oraclezfs_ost/<appliance_name>/ost_<filesystem> nfs  -  yes \ 

  llock,nointr,rsize=1048576,wsize=1048576 

When a Linux media server is used, the lock option should be used instead of the llock option used with an 

Oracle Solaris media server. Note that NFSv4 deprecates the locking option, so it may be omitted, but its inclusion 

causes no ill effect. 

Creating the NetBackup Storage Unit 

1. Once the OST target has been mounted on the media server, create the disk storage server from the 

NetBackup administration console. Click Media and Device Management in the left-side menu, and then 

choose Configure Disk Storage Servers.  Start by choosing to create an OpenStorage server. Choose 

the media server the plugin is installed on. For the storage server type, you might need to manually enter 

oracle-zfssa if it is not presented in the list. The storage server name will be the same as the 

<appliance_name> used when you mounted the share from the appliance; this is usually the FQDN of 

the appliance on the network. Enter the login credentials for the appliance. An example of OST storage 

server configuration is shown in Figure 3. 
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Figure 3. OST storage server configuration 

2. Configure a disk pool from the NetBackup administration console’s Configure Disk Pool wizard. This 

wizard might be started automatically at the end of the storage server wizard. Choose OpenStorage 

(oracle-zfssa) as the storage server type and click Next. Select the storage server created by the 

previous wizard and click Next. All shares from the appliance that have been mounted with the proper 

mountpoint names will be available for selection as volumes to add to the disk pool. Choose only one 

volume per disk pool. 

 

Figure 4. Configuring a disk pool from a mounted share 
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3. Configure a storage unit. The wizard might have been started automatically at the end of the Configure 

Disk Pool wizard; if not, you can click NetBackup Management in the left-side menu, and then  

double-click Storage Units. Use the mouse’s menu button to display the options, and choose New 

Storage Unit. In the window that appears, enter a name for the storage unit, and select OpenStorage 

(oracle-zfssa) as the disk type. From the list, select the disk pool created in the Configure Disk Pool 

wizard.   

4. Only media servers that have the plugin installed and have properly mounted the share from the appliance 

may be used to transport data. Do not select the Use any media server option unless you are sure that all 

media servers meet this requirement. Otherwise, select only the media servers that comply. 

5. The Maximum concurrent jobs option allows multiple streams, whether from multiple policies or policies 

allowed to write multiple streams, to be written simultaneously. This option defines the maximum number 

of jobs that can write a data stream to a disk storage unit simultaneously. This option should be set to 

roughly the number of streams a high-speed connection will support, optionally multiplied by the number of 

interfaces in the connection, such as when bonding interfaces in an IPMP group. 

The maximum number of concurrent jobs should be set to 12 for each InfiniBand or 40 GbE interface and 

to 6 for each 10 GbE interface. As noted previously, if multiple storage units are mounted over the same 

Ethernet connection, these numbers should be lowered to allow optimum stream balancing. The Veritas 

support article on maximum concurrent jobs listed in the “References” section of this paper has more 

information about setting this value appropriately. 

 

 

Figure 5. NetBackup storage unit creation 

6. While you may choose only one mounted share per NetBackup disk pool, if desired, you may use multiple 

shares from the same Oracle ZFS Storage Appliance pool to create separate storage units within your 

backup strategy. They may be grouped together to form a storage unit group. As long as all the shares are 

in the same Oracle ZFS Storage Appliance pool, they will contribute to the overall data deduplication ratio. 
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If these storage units are all mounted over the same Ethernet connection, the previous caution about the 

optimal number of streams applies. 

Note: After creating the storage unit, deduplication will be suboptimal until the metadata stat blocks are enabled. 

Run one of the following commands at a command-line prompt, depending on your operating system: 

For Windows:   

C:\Program Files\Veritas\NetBackup\bin\admincmd/bpsturep.exe –label <storage_unit> -cf 2 

For Oracle Solaris or Linux:   

/usr/openv/netbackup/bin/bpsturep –label <storage_unit> -cf 2 

NBU Policy Considerations 

Policy Attributes 

When a backup policy is defined within NetBackup, there are two options that should be selected in the Attributes 

screen. 

 Allow multiple data streams will use multiple streams if that is allowed by the storage unit. 

 Disable client-side deduplication will remove the deduplication load from the client, because the Oracle 

ZFS Storage Appliance system can provide excellent deduplication already. 

Note that the OST storage unit created is selected for the Policy storage unit. 

 

Figure 6. Backup policy options 

Scheduling and Incremental Types 

Choosing a backup scheduling strategy has always been a balancing act between source system availability, 

network speed, restoration time, and backup media availability. Two incremental backup types were developed to 

address optimizing either backup or restoration times. 
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A differential incremental backup will write all files that have been modified since the last backup of any type, while a 

cumulative incremental backup will write all files changed since the last full backup. The cumulative backup was 

useful in a tape-based backup environment, because it guaranteed that at most two tapes would need to be read to 

perform any backup. In a disk-based backup environment, this is not required because all backup images are 

immediately available to NetBackup. 

Within the policy schedule is the Media Multiplexing option. This option is used with multiple data streams, but only 

when backups are written to tape. It is not used for disk-based storage units and can be left at the default value of 1. 

Note that the restoration process will use a single data stream to send the data to the client unless multiple smaller 

restore jobs are created. This should be considered when you are looking to minimize restoration times. 

Data Reduction Results 

The total data reduction that will be seen in a backup target pool will depend greatly on the backup schedules used 

and the type of data that is being backed up. Broadly speaking, a target pool will typically see a data reduction of 5x 

to 7x over the retention lifecycle of the policies writing to the target. 

An example of such a backup lifecycle is illustrated in Figure 7. A dataset of approximately two terabytes was 

created on an Oracle Solaris 11.3 server and a backup policy was created in NetBackup with full and differential 

incremental backup schedules. The schedule was set to perform a full backup of the dataset followed by six 

incremental backups to simulate a calendar week. Between each backup, the dataset was programmatically 

modified to change 1 percent of the existing data and to add another 1 percent of new data. The data generated was 

compressible by a factor of 1.14x throughout the test. The total data reduction was calculated by multiplying the 

compression and deduplication ratios.   

Figure 7 gives a graphical representation of the total data reduction (DR) seen in the test results. 

 

 

Figure 7. Chart of total data reduction over a four-week backup cycle 
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Conclusion 

The performance of Oracle ZFS Storage Appliance systems—with their deduplication and compression 

capabilities—combined with Oracle ZFS Storage Appliance Plug-in for Veritas NetBackup OpenStorage makes the 

appliances an excellent choice as a disk-based backup target. 

Implementing the best practices for NetBackup and Oracle ZFS Storage Appliance systems and configuring them to 

your business’ data protection requirements will help to optimize the high performance they provide.  
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