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The Technology Stack Takes Center Stage
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Software-as-a-service (SaaS) solutions have had a transformative impact on businesses 
of every size and type, bringing game-changing capabilities such as automation, robotic 
processes automation (RPA) and AI within affordable reach. 

According to data from Zylo, year over year SaaS spending rose 14% in 2020, with 
companies now maintaining an average of 651 SaaS applications. The pandemic has only 
intensified the trend, as the transition to remote work fueled an even greater need for 
SaaS solutions.

The increased reliance on these solutions points to significant growth opportunities for 
SaaS software providers in the coming years. According to analysis by Forbes, revenues 
are projected to increase from $200 billion in 2020 to $233 billion in 2022. By 2024, 
that figure is projected to reach $369.4 billion. But to take advantage of this growth 
opportunity, SaaS companies need to ensure that their own technology stacks are 
optimized for success.

Tugboat Logic conducted a survey of nearly 100 SMB SaaS companies to discover the 
technology brands that currently sit in their stacks. 

To complement these findings, we identified the top risk(s) associated with each stack 
element and some of the most effective security controls that SMBs can implement to 
protect and safeguard it. 

Dive into the report to find out which solutions your SaaS peers are using to support 
business success at scale.  

INTRODUCTION

https://zylo.com/wp-content/uploads/pdf/Zylo_eBook_Benchmarks-2020_FINAL.pdf
https://www.forbes.com/sites/forbescommunicationscouncil/2021/02/24/saas-trends-to-watch-in-2021/?sh=6e8da1515385
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In January 2021, we surveyed 100 Tugboat Logic customers to find out which software providers SMB SaaS 
companies were relying on to build their technology stack. Respondents cut across many sectors, including 
SaaS, healthcare, analytics, and professional services. 

About This Report



8. 15

We asked respondents questions about 
15 core stack elements:

J Cloud providers

J Directory services

J Code repositories

J Workstation management

J Production environment

J Human resources

J Background checks

J Ticketing

J Customer relationship management

J Communication

J Learning management

J Security information and event management

J Antivirus

J Penetration testing

J Intrusion prevention and detection

SEE TOP SURVEY HIGHLIGHTS ON THE NEXT PAGE.
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Our survey revealed both the most popular brands and the missing elements in the SMB SaaS stack.

Stack Highlights 

Top Stack Gaps
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The question of whether to go with a best-of-breed approach or commit to a single vendor is one that every 
SaaS company faces as they build out their stack—and there are no definitive answers. 

Currently, Microsoft, Google, Amazon, and Atlassian all offer a collection of interoperable stack elements, 
and the breadth of these stacks continues to grow as these titans acquire new technologies. For smaller 
companies with lean teams, going with a single vendor offers a cost advantage along with the ability to save 
time by plugging into an interoperable stack.

Based on survey responses, Microsoft and Google lead the pack as single-vendor solutions, but the majority 
of respondents are still mixing and matching vendors to achieve the stack elements—and performance—they 
need.
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The survey found that Amazon Web Services (AWS) is by far the most widely used cloud provider—more than 
twice as popular as the two nearest competitors, Azure and Google Cloud Platform (GCP). 

In this respect, the SMB survey reflects the wider cloud provider market, in which AWS, Azure and GCP 
dominate and the smaller providers, including Heroku and Digital Ocean account for a tiny fraction of the 
market. Launched in 2006, AWS today is the incumbent to beat, with a number of key advantages over its 
nearest competitors, including one of the most stable, mature solutions on the market and world-class user 
empowerment tools and training.

A cloud provider offers a cloud-based platform, infrastructure, application or storage services. 

Cloud Providers



Cloud Provider Security Tips

Established enterprise providers including AWS, 
Azure, and Google Cloud provide good security 
tools and tips out of the box, but securing your 
cloud is still complicated—and easy to mess up. 

According to a 2020 survey by Flexera, security 
is the top cloud challenge for decision-makers. 
Around 83 percent of technical executives, 
managers, and practitioners of cloud technologies 
reported that security was a significant challenge 
or somewhat of a challenge.

J Use the key management service to store
and manage encryption keys.

J Provide production access keys to
authorized individuals only based on job
needs.

J Maintain a list of authorized users who have
access to encrypted key vaults.

J Use strong cryptography and security
protocols (e.g. TLS, IPSEC, SSH, etc.)
to safeguard confidential or sensitive
information during transmission over open
public networks.

J Set full encryption as the default for data
repositories that house sensitive data.

J Encrypt data at rest through strong
encryption methods such as AES or RSA.

J Ensure data remains encrypted when
access controls such as usernames and
passwords fail.

J For confidential or sensitive information
at rest on systems owned or operated
internally:

• Encrypt disks and files.

• Employ strong cryptography on
authentication passwords and
phrases.

• Use password protection in
combination with encryption.

• Encrypt systems, disks and tape
drives in servers and storage area
networks (SANs).

• Sanitize encrypted computer hard
drives and other storage media
before disposing or redistributing
them to prevent unauthorized
exposures.

TIP #1

TIP #2

Use encryption and key 
management.

Encrypt customer data at rest.

RECOMMENDED SOLUTIONS

Nullafi
Wireguard
SSH bastion host
Pritunl
Duo
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https://info.flexera.com/SLO-CM-REPORT-State-of-the-Cloud-2020
https://www.nullafi.com/
https://www.wireguard.com/
https://en.wikipedia.org/wiki/Bastion_host
https://pritunl.com/
https://duo.com/
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The survey showed that Google Workspace is the clear winner among SMB SaaS companies. Half of all 
respondents reported that they relied on Google for directory services—more than twice as many as Azure 
Active Directory, the second most popular choice. 

This is no surprise, given that Google offers a robust solution with strong security features out of the box 
for as little as a few dollars per month. Azure Active Directory was the second most popular choice at 22%, 
and with 12% of respondents using Active Directory, we can infer that there are at least a few SMB SaaS 
companies with a largely on-premise stack. 

A directory service is a universal platform for managing and securing user identities.

Directory Services



Directory Services Security Tips

Directory services are the backbone of your operations—connecting your people to the resources they need 
to get the job done. Balance the needs of users and those of the organization with these security best practices. 

J Grant each user the minimum access
privileges needed to perform their job.

J Stay audit-ready by documenting
approvals via email, ticket or checklist.

J Revoke user access as part of your
standard, documented offboarding
procedure.

J Maintain a spreadsheet to track who has
access to the platform and who granted
the access.

J For server-based environments such as
AWS, Azure, and GCP, use native system
event logging capabilities.

J For serverless architecture, logs must be
preserved on a central server and streamed
to an analysis tool so that data is not lost
after the function and container turn off.

J For cloud environments, use built-in tools
for logging and analysis, such as AWS
X-Ray, ELK stack, and CloudWatch Logs for
logging and AWS Lambda, Azure Security
Centre, Cloudyn for Microsoft Azure, and
Stackdriver for GCP.

J Enforce policies that support strong
passwords, including enabling:

• Minimum password length of 8
characters

• Password complexity

• Password history of 24 Passwords

• Maximum password age of 90 days

• Lockout after 5-10 attempts

• Multi-factor authentication

J Establish processes to control the unique
identities of users and services, including:

• Using unique user IDs that support
accountability by linking users to
their actions.

• Prohibiting the use of shared IDs
unless they’re business-essential,
approved, and documented.

TIP #1 TIP #3

TIP #2

Limit access through 
provisioning and approval.

Ensure all admin activities are 
logged and monitored.

Encrypt customer data at rest.
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Activities such as login attempts, changes to data 
or changes to functions, security configurations, 
permissions and roles should be monitored and 
logged for investigation purposes and resolved 
within the timeframe set by your incident 
management process.



Code repositories store metadata that enable the organization to store a set of files, as well as the history of 
changes made to those files, for the purposes of version control.

Code Repositories

GitHub Cloud was by far the most popular code repository, used by more SMBs than the three runners-up 
combined. The reasons for its popularity are clear: after being acquired by Microsoft in 2018, Github Cloud 
has become a very well resourced version-control tool. The fact that it’s affordable and open source makes 
it a good choice for smaller SaaS companies, especially those that use other solutions in the Microsoft 
ecosystem. Azure DevOps, the closed-source option that’s also part of the Microsoft suite, is used by 
significantly fewer respondents, 

The fact that the second most popular code repository is Bitbucket suggests that a sizable number of 
respondents may be embedded in the Atlassian solution ecosystem.

2021 State of the Stack | 13



Code Repository Security Tips

Code repositories can pose a surprisingly 
significant security risk for SaaS organizations. 
According to a 2021 report from GitGuardian, 
the amount of sensitive data exposed on GitHub 
increased 20% year over year. That data includes 
API keys, private keys, certificates, usernames, and 
passwords.

Here are two best practices for keeping your code 
repository secure.
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Once you’re certain that your repo is protected 
from outside eyes, consider taking the next step in 
securing it. 

A formal software development life cycle (SDLC) 
methodology governs the planning, system 
analysis, system design, development, acquisition, 
implementation, integration and testing, and 
operations and maintenance of application 
development and enhancement projects.

By formally implementing the SDLC and generating 
the requisite deliverables, the SaaS organization 
can more effectively manage the development 
process and ensure that security-related issues 
are adequately addressed at every stage, including 
the storage and version control of software code. 

Systems development life cycle phases include: 

It goes without saying that your code repository 
needs to be protected by permission-based 
access. Yet it’s all too common for SaaS 
companies to overlook permissions, thereby 
making their proprietary code accessible to the 
public. As a company that conducts routine 
checks on the security settings for hundreds of 
SaaS companies, we can confirm that we have 
come across more than one that has accidentally 
exposed their code to the outside world. 

J Security of the development environment

J Guidance on the security in the software
development lifecycle

J Security in the software development
methodology

J Secure coding guidelines such as Open
Web Application Security Project (OWASP)

J Security requirements in the design phase

J Security checkpoints within the project
milestones

J Secure repositories

J Security in the version control

J Developer security knowledge (ability to
avoid, find, and fix vulnerabilities)

TIP #1

TIP #2

Set permissions on your repo.

Apply a formal SDLC 
methodology.

https://blog.gitguardian.com/state-of-secrets-sprawl-2021/


Operating systems enable software to communicate with hardware including computers, tablets 
and smartphones.

Workstation Management

While Microsoft Windows is the dominant operating system in the business world, macOS continues to 
dominate by a narrow margin among SMB SaaS companies, with 52.6% of respondents using macOS vs. 38% 
relying on Windows. 

The enduring popularity of the macOS could be due to its ease of use from a DevOps point of view, or 
perhaps because of the millennial influence. As the most entrepreneurial generation (according to Ipsos 
research), millennials are strongly represented in the SMB workplace, and given that Apple topped the list 
of favorite brands in a U.S. survey of 20,000 millennials, the generational sway is likely to play a role. The 
preference for macOS and Linux could also be due to the superior security profiles of these operating 
systems compared to Windows.
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https://www.ipsos.com/sites/default/files/ct/news/documents/2021-01/global-entrepreneurialism-2021.pdf
https://www.ipsos.com/sites/default/files/ct/news/documents/2021-01/global-entrepreneurialism-2021.pdf
https://moosylvania.com/insights/millennial-top-100/


Workstation Management Security Tips

Regardless of the underlying operating system, securing workstations requires special vigilance. While the 
protection of the company’s servers falls under the control of seasoned IT professionals, workstations are 
left in the hands of users who have varying degrees of technical knowledge. Training employees to recognize 
malware and social engineering is one way to reduce risk, but workstations must also be protected with the 
right technological reinforcements. 

TIP #1

Apply antivirus and firewalls.
Ensure that security software, including firewall, 
anti-virus, and anti-spam, is installed and enabled 
on all workstations: 

J For Windows workstations, ensure that
Windows Defender runs weekly scheduled
scans and that real-time protection is
switched on.

J For Mac and Linux workstations, ensure
antivirus is installed and running, and that all
anti-virus definitions are up to date.

RECOMMENDED SOLUTIONS

Windows Defender (for Windows OS)
Crowdstrike (for Windows/Mac/Linux OS)
Bitdefender
Avira
Avast
Malwarebytes
Sophos
Carbon Black
Elastic (formerly Endgame)

TIP #2

Apply workstation disk 
encryption and passwords.

J For Windows workstations, enable BitLocker.

J For Mac workstations, enable FileVault.

J For Linux, enable dm-crypt.

J For all OS: To secure workstation data in case
of theft, set up a device password, passcode,
fingerprint scanner, or facial recognition and
configure an auto-locking screensaver to
activate in five minutes or less.

RECOMMENDED SOLUTIONS

Jamf for macOS 
Endpoint Manager for Windows 
(formerly Microsoft Intune)
Sophos SafeGuard Encryption
Symantec Endpoint Security

McAfee Complete Data Protection 
Advanced
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https://www.microsoft.com/en-us/windows/comprehensive-security
https://www.crowdstrike.com/
https://www.bitdefender.com/
https://www.avira.com/
https://www.avast.com/en-us/index#mac
https://www.malwarebytes.com/
https://www.sophos.com/en-us.aspx
https://www.carbonblack.com/
https://www.elastic.co/endpoint-security/
https://www.jamf.com/
https://www.microsoft.com/en-ww/security/business/microsoft-endpoint-manager
https://www.sophos.com/en-us/products/central-device-encryption.aspx
https://www.broadcom.com/products/cyber-security/endpoint/end-user/complete
https://www.mcafee.com/enterprise/en-us/products/complete-data-protection.html
https://www.mcafee.com/enterprise/en-us/products/complete-data-protection.html


A production environment enables developers to push software products, versions, or updates to end users.

Production Environment

It was no surprise to our experts that Docker, a very developer-friendly production tool, topped the list in 
this category. Kubernetes, a secondary management layer that complements Docker and other virtualization 
providers, comes a close second. 

The clear preference for Docker over Lambda (the less costly AWS offering) suggests that technology leaders 
are willing to pay a premium for a robust and interoperable production environment.
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Production Environment Security Tips

The production environment is vulnerable to many 
security issues, from the images you download to 
the containers you create. These best practices 
can help you secure your production environment 
more effectively.

When downloading images from the public domain, 
make sure you’re taking them from a trusted 
source: repositories from unverifiable sources 
may be infected with malware and other threats 
that can compromise your entire production 
environment. Check that the base image:

Production data should be masked or anonymized 
when used outside of the production environment. 
At a minimum, create dummy data for use in 
test and development environments. For even 
deeper security to protect production data 
required in test cases, implement data masking 
tools and techniques, document all requests to 
use production data in test environments, and 
require the approval of the security team before 
granting the request. Finally, ensure that test data 
is deleted after use.

When making changes to application and system 
infrastructure, create separate development, 
staging/testing, and production environments:

You can also minimize exposure by starting with a 
pared-back base image and then adding the tools 
and libraries you need.

J Originates with a credible company or
source

J Provides the Dockerfile and source code for
all components

J Has been updated frequently

J Responds to relevant vulnerability
disclosures

J Development: The development
environment is the first line of defence
against bugs. Any bugs found must be fixed

TIP #1

TIP #2

TIP #3

Take images only from trusted 
sources.

Develop and test in a separate 
environment.

Mask production data. 
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before re-deploying for further testing, 
and this process is iterated until the code 
is stable and ready for the next stage of 
testing.

J Staging/Testing: This is where testers
perform quality assurance (QA) on the
staging servers, running test cases to
detect bugs and performance tests to
find areas for improvement. Bugs and
enhancements are reported back to the
developers until the code passes the
staging phase.

J Production: Once the code has been
thoroughly tested, it is pushed to
production and made available to end-
users.



Human resources (HR) software enables a company to effectively manage employees through technology.

Human Resources Software

Survey results show that there is no clear leader in the HR category for SMB SaaS companies. With similar 
feature sets and price points, this space in the stack is filled by a wide range of solutions, with BambooHR, 
Gusto, ADP, and TriNet topping the list. 

The presence of solutions such as BambooHR and Rise suggests that some SMBs may be progressing from 
purely transactional HR (payroll, benefits administration, etc.) to more strategic employee retention and 
empowerment activities. In a competitive post-pandemic hiring environment, the investment in strategic HR 
is potentially a wise one.

2021 State of the Stack | 19



Human Resources Software Security Tips

One of the greatest risks surrounding HR software 
is the unauthorized access of highly sensitive 
personal information. HR software should also 
include a robust onboarding and offboarding 
component to address the security gaps that can 
be created during these transition points.  

Because employee onboarding and offboarding 
processes can create security gaps, HR software 
should include security-focused workflows that 
mitigate the risks. Look for software that includes 
these capabilities.

Companies should also consider integrating 
onboarding systems with an identity and access 
management (IAM) system so that user accounts 
can be activated and suspended swiftly and an 
audit trail can be preserved. 

To protect employee privacy:

J Ensure that each user can only access the
information needed to perform their job.

J Document access approvals for each user
via email, ticket, or checklist.

J Maintain an up-to-date list of users with
access, their level of access, and the
person who granted that access.

J Automated welcome emails that include IT
checklists for provisioning and securing the
new technology user.

J E-signatures that enable the company to
keep electronic records of each employee’s
legal commitments.

J Offboarding checklists that ensure each
employee’s access to company systems
and information is terminated appropriately.

TIP #1 TIP #2

Protect sensitive, personal data. Review onboarding and 
offboarding processes.
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Communication Tools

Slack was the clear leader in the category, with 68.2% of respondents reporting that it was their 
communication tool of choice. The closest competitor, Microsoft Teams, came a distant second at 24.7%. 

Slack’s continued popularity is due in part to its unmatched interoperability—it integrates with thousands of 
third-party apps—and its technology-agnostic approach. While anecdotally, it has been a perennial favourite 
of startups, its recent acquisition by Salesforce is likely to drive greater adoption among enterprises as well.

2021 State of the Stack | 21



Communication Tools Security Tips

While business communication tools are, for the most part, reasonably secure, they are by no means 
invulnerable. As more and more internal communications are conducted on these platforms, the security 
stakes are that much higher. For most companies, the exposure of communications conducted on Slack 
Microsoft Teams could seriously compromise employee privacy and organizational IP. 

Threats can originate outside or inside the organization from hackers and social engineers or disgruntled 
employees. Here are two tips for minimizing the risk.

Multi-factor authentication (MFA) enhances 
organizational security by requiring multiple 
credentials to verify a user’s identity, including:

Enable these password features for active 
directory, server and database accounts:

Most systems and services support MFA: 
organizations need to ensure that the function is 
enabled wherever available.

J Codes generated by smartphone apps

J Badges, USB devices, or other physical
devices

J Soft tokens and certificates

J Fingerprints

J Codes sent to an email address

J Facial recognition

J Retina or iris scanning

J Behavioural analysis

J Answers to personal security questions

J Minimum password length of 8 characters

J Password complexity

J Password history of 24 Passwords

J Maximum password age of 90 days

J Lockout after 5-10 attempts

TIP #1 TIP #2

Use multi-factor authentication. Use unique IDs and strong 
passwords.
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RECOMMENDED SOLUTIONS

Azure AD
Okta MFA
Yubikey
Google Authenticator

https://www.microsoft.com/en-ca/security/business/identity-access-management/azure-active-directory
https://www.okta.com/products/adaptive-multi-factor-authentication/
https://www.yubico.com/
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_CA&gl=US


It’s no surprise that Salesforce tops the list of CRM providers, with slightly more than 45% of respondents 
reporting that this was the CRM of choice in their stack. Originally designed for enterprises, Salesforce has 
since adapted its platform for the SMB market with Salesforce Essentials, a version that offers a less robust, 
easier-to-manage platform at a lower price point. 

By comparison, only 20.7% of respondents were using the closest runner-up, Hubspot. The more boutique 
solutions, such as Pipedrive, Zoho, Copper, and Outreach, were used by a small fraction of respondents.
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Customer Relationship Management Systems (CRMs)
A customer relationship manager (CRM) maintains customer and prospect contact details and enables 
companies to manage the relationships and interactions.



CRM Security Tips

If your customer data flows from your CRM to 
other systems in your stack, your customers’ 
privacy is at higher risk of being compromised 
through inadvertent exposure or cyber attack. 
Create a document that details the types of 
customer data that are shared between systems 
so that you know where specific data goes and 
which repositories it lives in as it flows through 
various interconnected systems. The next step 
is to ensure that each of these environments is 
protected by adequate security measures. 

For an example of a privacy policy covering data 
collection, see Tugboat Logic’s policy here.

J Specifying the purpose for which the
person’s personal data is being collected.

J Enabling the person to choose the
purposes for which their personal data is
used should the data be processed for
multiple purposes.

J Obtaining the person’s consent for any new
use or disclosure of personal information.

J Clearly communicating the consequences
should the person refuse or withdraw
consent for the collection and sharing of
their information.

TIP #2

Any time a stack element collects and stores 
customer data, security becomes a critical issue. 
And when it is as integrated into other elements 
of the stack as the CRM, it requires even greater 
vigilance to ensure that data is protected. 
Customer data is an increasingly attractive target 
for hackers, and the more a system shares that 
data, the more vulnerable it becomes. 

TIP #1

Obtain consent for data.
Ensure that your organization obtains explicit 
consent from people (website visitors, leads, and 
customers) before collecting or disclosing their 
personal information. This includes:

Map your customer data.
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RECOMMENDED SOLUTION

Osano

https://tugboatlogic.com/privacy-policy/
https://www.osano.com/


Survey results revealed that 38.3% of respondents do not use software to conduct background checks on 
employees, contractors, and business partners. The remaining 
61.7% relied on a range of providers, with Checkr, a platform that leverages artificial intelligence and machine 
learning to conduct checks, leading the pack.
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Background check software uses AI, workflows, integrations, and services to enable companies to screen job 
applicants and employees. 

Background Check Software



Background Check Software Security Tips

Background check software exists to keep the 
organization and its employees and customers 
safe, but the irony is that its use can also expose 
the company to additional security risks.

Here are tips to help you balance the need to 
protect your company with the need to protect 
candidates’ privacy.

All new employees and contractors should 
undergo both background and reference checks 
prior to joining the organization. Background 
checks confirm a person’s educational, criminal, 
commercial, and, in some cases, financial records. 
Reference checks confirm a person’s employment 
record, organizational fit, and performance history. 
The depth and breadth of these checks should 
be proportional to the business requirements, the 
classification of the information to be accessed, 
the perceived risks, and the requirements of 
relevant laws and regulations. 

Find more information on background and 
reference checks in this Tugboat Logic blog post. 

Background checks protect your company 
and its customers, but what about the people 
being checked? A background check requires 
the collection of highly sensitive and personally 
identifiable information (PII), and your company 
owes it to candidates to ensure that this 
information doesn’t fall into the wrong hands. 
In addition, your company could run afoul of 
the Fair Credit Reporting Act, GDPR, CCPA, and 
other legislation that protects people’s sensitive 
information. 

When choosing a technology or service partner 
for background checks, do your due diligence. 
Confirm that their technology and processes 
conform to FCRA, GDPR, and CCPA requirements, 
and that they are accredited by the National 
Association of Professional Background Screeners 
(NAPBS), which ensures that they adhere to a 
strict set of operational guidelines. 

TIP #1 TIP #2

Conduct background and 
reference checks.

Choose a reputable vendor
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RECOMMENDED SOLUTION

Vetty

https://tugboatlogic.com/blog/security-controls-explained-background-reference-checks
https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf
https://vetty.co/


The survey revealed that a high proportion of companies—38%—had not invested in an LMS. It’s possible that 
this relatively low percentage reflects the fact that many survey participants are smaller organizations that 
are in the earlier stages of maturity—a point at which the focus is primarily on product development rather 
than employee training and development.

For the 62% of respondents with an LMS in place, KnowBe4, Tugboat Logic, and NINJIO are among the popular 
choices, suggesting that many are focused on training their staff to detect and repel security threats. 
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A learning management system supports the planning, delivery, and assessment of a company’s
learning processes.

Learning Management Systems (LMSs)



LMS Security Tips

Your LMS is an essential part of your security 
strategy, but it can also become a potential 
point of weakness if the data it contains is not 
protected. These best practices can help you use 
your system to keep your company and its data 
secure. 

As your company grows and prepares to meet the 
compliance requirements of enterprise customers, 
you will need to demonstrate that you have  a 
formal training plan in place and that you meet 
annually to identify relevant training needs to 
support in-scope systems. Adherence to the plan 
should be evaluated as part of employees’ annual 
performance evaluations or through other means 
and updated based on the company’s strategic 
need or changing industry trends. The plan should 
also accommodate security awareness training 
in accordance with your company’s information 
security policies and procedures, 

Your LMS may contain data or intellectual property 
that is part of your company’s market advantage 
as well as sensitive information about employees 
and other users. Keeping it safe from competitors 
and hackers is critical.

J Ensure that login privileges are limited to
only the content that the user needs.

J Document the approvals process for
granting access to the LMS via email, ticket,
or checklist.

J Revoke LMS access as part of your
standard, documented offboarding
procedure.

J Ensure that your LMS system includes
robust security features including IP
blocker, advanced password authentication,
anti-spam, anti-virus, domain-based
registration, data encryption, and mobile
security.

TIP #1 TIP #2

Create an employee training 
plan.

Protect sensitive and 
proprietary information. 

2021 State of the Stack | 28



Helpdesk or ticketing software is an essential element of a SaaS company’s tech stack. The latest forecasts 
suggest that helpdesk automation will reach $11 billion globally by 2023.

Based on survey responses, Jira is the clear winner among ticketing software options: 34.8% of respondents 
reported using Jira Service Desk. Jira’s interoperability and rich feature set are two likely reasons for its 
popularity. The second most popular choice, Zendesk, was used by 20.7% of companies surveyed. A smaller 
number (9.8%) relied on Salesforce Service Cloud for their ticketing needs, while solutions such as Freshdesk, 
Zoho Desk, and Scout were less popular solutions.
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Ticketing software helps companies manage internal and customer-facing service and support cases.

Ticketing Software

https://www.marketresearchfuture.com/reports/helpdesk-automation-market-4709


Ticketing Software Security Tips

The ticketing system is integral to the security and 
stability of your SaaS solution, but it can also be 
a point of vulnerability if the data it contains isn’t 
protected. These two best practices will ensure 
that your system supports a transparent change 
management process and protects customer 
privacy.

Using your ticketing software to document 
changes to your system environments enables 
internal teams to test more effectively and identify 
issues sooner. Steps include:

J Establishing and documenting a change
management process that includes
change identification, request, review, and
prioritization by the change review board,
evaluation through impact analysis, change
approval or rejection, change testing,
implementation, post-implementation
review, and request closure.

J Setting up a change management log within
your ticketing software that documents
the change description, the impact or risk,
the change window, the implementation
and testing plan, and a contingency plan
in case the change fails in the production
environment.

J Ensuring that the testing plan includes
testing by the change developer or tester
and an end user or users.

J Ensuring that the testing results and proof
that the change meets acceptance criteria
are documented.

In addition to internal queries and change re-
quests, your ticketing software also captures cus-
tomer issues and requests. As a result, the system 
needs to be governed by strict access controls to 
protect sensitive or personally identifiable infor-
mation (PII) and avoid privacy breaches.

J Keep a record of the access privileges
users have to the ticketing software.

J Before forwarding information to external
users such as marketing or customer
service staff, strip out any PII, including
individual names, company names, and
replace it with an organization ID.

TIP #1 TIP #2

Track system changes. Protect customer privacy.
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Security Stack 
Insights
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Tugboat Logic surveyed respondents on the security software in their stacks, including security information 
and event management (SIEM), penetration testing, antivirus, and intrusion detection and prevention systems 
(IDPS). 

Some of the survey responses were surprising: 39% of respondents do not currently include an IDPS solution 
in their security stack, 25.3% don’t include penetration testing, 14.6% do not have a SIEM solution in place, and 
9.6% don’t use antivirus software.

For smaller companies, there may be the perception that these security solutions are unnecessary. With 
fewer people on board, there is likely to be more trust that the group is capable of avoiding malware and 
setting up company systems to repel attacks. They may also see the company as too small to attract the 
attention of hackers and other attackers.
However, SMBs are as susceptible to security threats as larger enterprises. According to Cisco, 43% of 
cyberattacks target small businesses. Along with implementing security and privacy controls across the 
entire stack, maintaining a strong security stack is critical for companies of every size.

LET’S DIG INTO THE RESULTS.

Security Stack Insights

https://umbrella.cisco.com/info/ebook-2021-big-threats-to-small-business
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Security Information and Event Management 
(SIEM)

The most popular choice for security information and event management (SIEM) is Datadog, used by 18.3% of 
respondents. The runner-up, Splunk, is likely to be the SIEM of choice for larger companies surveyed, as it has 
a more complex set-up and higher price tag, but also boasts faster performance at scale. 

A smaller percentage of respondents were taking advantage of the inbuilt tools offered by cloud providers 
such as AWS and Microsoft.

The solutions offered by cloud providers are likely to provide all of the functionality a smaller company 
needs. That said, as a company matures in its lifecycle and needs to record deeper log analytics and meet 
regulatory requirements such as SOC 2, they will want to move to a stand-alone solution such as Datadog or 
Splunk.

https://tugboatlogic.com/soc-2-audit-certification/
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Penetration testing is arguably the most important proactive element of any security program, yet 
approximately one in four respondents (25.3%) reported that penetration testing was not something they 
conducted. 

For the respondents who conduct pen testing, Cobalt (13.9%) and Qualys (12.7%) were the most popular 
vendors, followed by Veracode, BreachLock, Detectify and Trustwave. 

At a time when cyberattacks are spiralling out of control, penetration testing is more important than ever. 
Even the smallest companies need to invest in an automated scanner that conducts ongoing pen testing by 
crawling the site and issuing a report on any vulnerabilities. As small companies mature and grow, they should 
also conduct deeper, human-led pen testing once per year at a minimum. 

Penetration Testing 
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Penetration Testing Tip

KEY TIP

Guard against threats from 
within, too

While outside threats are real and ever-present, 
for many companies, it’s the threat from inside that 
poses the biggest security problems.

J Consider setting up rootkit scanners to protect
internal servers from disgruntled employees—
or enterprising ones who smuggle in a Bitcoin
miner.

J Use a log management system to establish an
audit trail that ensures your logs are immutable
and that no one can erase a trail or hide
unauthorized activity.

J Organize phishing training for all employees
to protect against social engineering as well
as cyberattacks. If funds are tight, have your
staff take the Google phishing quiz to test their
knowledge.

RECOMMENDED SOLUTIONS

Cobalt 
Vumetric 
ABIR Networks
Battleship Security
Financial Strides
CyAlpha

https://phishingquiz.withgoogle.com/
https://cobalt.io/
https://www.vumetric.com/
https://www.abirnetworks.com/
https://battleshipsecurity.com/
https://www.finstrides.com/security
https://cyalpha.com/
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Nearly one in ten respondents (9.6%) reported that they did not include antivirus software in their security 
stack. However, unless the organization maintains a zero-trust environment where no sensitive or customer 
data is ever placed on a laptop or other device, an antivirus solution is essential. 

For those who do rely on antivirus software, Bitdefender, CrowdStrike and Sophos were the most popular 
solutions, used by 18.1%, 13.3%, and 12% of respondents, respectively.

Antivirus
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Antivirus Recommended Solutions

RECOMMENDED SOLUTIONS
FOR SERVERS

Microsoft Defender (for Windows)
ClamAV
Widdix S3 VirusScan
Cloud Storage Security Inc.
ClamWin Antivirus

RECOMMENDED SOLUTIONS
FOR WORKSTATIONS

Windows Defender (for Windows OS)
Crowdstrike (for Windows/Mac/Linux OS)
Bitdefender
Avira
Avast
Malwarebytes
Sophos
Carbon Black
Elastic (formerly Endgame)

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/?view=o365-worldwide
https://www.clamav.net/
https://cloudstoragesec.com/
https://clamwin.com/
https://www.microsoft.com/en-us/windows/comprehensive-security
https://www.crowdstrike.com/
https://www.bitdefender.com/
https://www.avira.com/
https://www.avast.com/en-us/index#mac
https://www.malwarebytes.com/
https://www.sophos.com/en-us.aspx
https://www.carbonblack.com/
https://www.elastic.co/endpoint-security/
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Nearly 40% of respondents reported that they did not use a separate IDPS, but some of those are likely to 
be monitoring intrusions using inbuilt cloud tools. For smaller companies that have set up their infrastructure 
carefully with an eye to protection from external attack, the cost of a dedicated solution may outweigh the 
benefit. However, where budgets are healthier, an IDPS is an excellent addition to the security stack and an 
essential means for a company to meet advanced requirements such as SOC 2 compliance.

Intrusion Detection and Prevention Systems 
(IDPS)

https://tugboatlogic.com/soc-2-audit-certification/
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IDPS Recommended Solutions

RECOMMENDED SOLUTIONS

AWS GuardDuty
Darktrace Enterprise Immune System

F5 IP Intelligence (IPS)

https://aws.amazon.com/guardduty/
https://www.darktrace.com/en/enterprise-immune-system/
https://www.f5.com/pdf/products/ip-intelligence-service-ds.pdf


Future-Proof Your Stack
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As SaaS solutions drive a greater range of business operations than ever before, the 
opportunities are accelerating for the companies that develop them. But to seize those 
opportunities, SaaS companies need to ensure their own technology stack is ready to 
support them as they evolve and grow. 

We hope this report gave you an instructive glimpse into what your peers are using to 
support their SaaS businesses and drive success—and perhaps motivated you to examine 
your own stack more closely with a view to ensuring that it’s complete, protected, and 
ready to scale.

If you are interested in learning more about how to continue to strengthen your security 
position, protect your IP, and build trust with customers, visit Tugboat Logic. Our 
technology solution helps SaaS companies stay secure and streamline due diligence and 
audit processes so that they can focus on growth and revenue.

CONCLUSION

https://tugboatlogic.com/


Tugboat Logic is the Security Assurance Platform 
that provides continuous compliance. It uses 
automated technology to demystify the process 
of creating and managing an InfoSec program. 
With Tugboat Logic, companies can quickly get 
secure and prove it to customers. Powered by 
AI, Tugboat Logic’s patent-pending technology 
automates InfoSec policy creation, audit 
readiness, and security questionnaire response 
so companies can gain trust with customers and 
sell more. Tugboat Logic helps businesses prepare 
for audits in half the time and at a fraction of 
the cost, ensures they can respond to security 
questionnaires in minutes (not hours), and builds 
and scales their InfoSec plan in minutes.

ABOUT TUGBOAT LOGIC

START SELLING MORE TODAY

Interested in turning your security and 
compliance program into a business 
advantage? 

Get a free trial or contact one of our 
representatives at info@tugboatlogic.com.

https://www.linkedin.com/company/tugboatlogic/
https://twitter.com/tugboatlogic
https://www.youtube.com/channel/UCLgPv1cvZA6I7LkNOJOgD-g
https://resources.tugboatlogic.com/free-trial
mailto:info%40tugboatlogic.com?subject=



