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True cybersecurity is preparing for what’s next, 
not what was last.

NEIL RERUP
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1 Williams, Mark. Infographic: 10 statistics that show why training is the key to good data protection and cybersecurity. 
pensar. May 15, 2018.

As a member of your startup’s executive team, information security (InfoSec) is probably 
one of the last things on your mind. We get it, the topic isn’t exactly thrilling. But it’s 
critical to your business’ success—now, and in the future.

For us, InfoSec is always top of mind. In fact, we make a point of worrying about it, so you 
don’t have to. That’s why we put together this guide. Inside it, you’ll find everything you 
need to launch an InfoSec program that keeps you and your customers safe and secure. 

To be clear, this guide isn’t meant to be exhaustive. It’s meant to help your business 
adopt a security-first mindset, get your InfoSec program up and running, and save you 
plenty of time and energy further down the road, when you’ll need security attestations 
like SOC 2 to close that first big deal.

Without further ado, let’s get started.

55% of small- and medium-sized 
businesses experienced a cyberattack 
in the last year? 1

DID YOU KNOW?



Implementing the Right 
People and Processes

OPERATIONAL SECURITY
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We advise startups to adopt a security-first mentality right out of the gate. It makes life 
easier later on. Trust us, you don’t want to miss out on a big deal because your security 
game isn’t up to snuff. We’ve seen it happen far too often.  

Thankfully, getting security right the first time around isn’t as difficult as you might think. 
You need to implement a healthy security culture. Here’s how to get started:

1. Appoint a cybersecurity czar. Deputize someone to enforce security best 
practices across your organization. It’s critical for this individual to have the backing 
of your executive team. We’ve seen VPs of Engineering to CTOs fulfill this role. 

2. Empower your team to speak up. If someone suspects your business’ security 
has been compromised, they shouldn’t be afraid to speak up. Even when they might 
have caused the issue.

3. Conduct security awareness training. This one’s a no-brainer. Your employees 
might consider most of the information obvious, but it makes a big difference. 
Security awareness training has been found to reduce socially engineered 
cybersecurity threats by up to 70%. 2

Don’t want to spend oodles of money 
on a security awareness training 
course? Don’t sweat it. PagerDuty 
has you covered, with effective open 
source training.

HOT TIP #1

Build a Healthy Security Culture

http://PagerDuty
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Once you’ve put a culture in place that promotes solid cybersecurity, it’s time to tackle 
your OpSec. Here’s how it’s done.

	Encrypt company-issues laptops and phones. Be sure to encrypt those machines 
 before onboarding new employees (and don’t forget those encryption keys).

	Enforce good password hygiene. Never reuse the same password. Use passphrases   
 or long passwords that combine lowercase letters, uppercase letters, numbers and   
 symbols. The best passwords are 16 characters long and random.

	Apply multi-factor authentication (MFA) to… everything. Yes, we mean everything,   
 from your email account to every third-party service or application your team is using.

	Use a single sign-on (SSO) and password manager. Streamline and centralize account  
 management for all your employees. That way, they only have to remember one set of  
 credentials to log in. Finally, this simplifies onboarding and offboarding. 

	Set your computers’ screens to lock automatically. Reduce the screen saver time on   
 your machines and make them display the logon screen once they’re active again.

Whenever you’re evaluating a new 
vendor, make sure they’ve never had a 
security incident. Have I Been Pwned 
has a list of breaches. If a potential 
vendor doesn’t have a security 
incident response plan, be warned.

HOT TIP #2

Our OpSec Checklist

https://haveibeenpwned.com/PwnedWebsites


Vendor Recommendations

SSOs PASSWORD MANAGERS
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https://www.okta.com/
https://www.onelogin.com/
https://auth0.com/
https://1password.com/
https://www.dashlane.com/lp/search?utm_source=adwords&utm_campaign=CA_Search_Brand_Exact&utm_medium=15594509937&utm_term=Dashlane&gclid=CjwKCAiAsOmABhAwEiwAEBR0ZtfotYpntnG4gWQ6AIXw6KCiK4-5Y_tH0GIOlRVQAhGt6hyI09CbUhoCSVMQAvD_BwE
https://www.passwordboss.com/


Tips for 
Creating Your First 

InfoSec Plan 
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An InfoSec plan includes a collection of policies, procedures and guidelines that reduce 
cybersecurity risks and prep your business for regulatory requirements.

Examples of what yours might cover include:

 J Physical access: How do you control who’s allowed in your office?

 J Endpoint security: What data resides on endpoints and how are devices secured?

 J Data at rest: Where is data stored and how is it encrypted?

 J Data in transit: Define data flows, and how you encrypt data in motion.

 J Data retention: How long do you keep data, and how is it deleted?

 J Access controls: How you manage user access to infrastructure and applications.

 J Vulnerability testing: How do you test your application for vulnerabilities?
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An incident response plan, on the other hand, empowers your team with a gameplan 
in the event that you do experience a security incident. To optimize for the quickest 
possible response, ask yourself the three Ws:

 JWho’s in charge?

 JWho do we call? 

 JWho can help? 

By focusing on your key players, you can action on your incident response plan quickly, 
mitigating the impact a security issue might have.

In many cases, this makes all the difference.

Tips for 
Creating Your 
First Incident 
Response Plan



Keeping the Bad Guys Out

APP SECURITY
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Don’t be one of the many people who forget to turn on firewalls and enable logging. 

It might seem like a chore to set up in infrastructure like Amazon Web Services (AWS), but 
it pays dividends in the long run.

Seriously, it’s a no-brainer.

Some other things you should really be doing:

1. Lock down access controls to those who need them. 

2. Ensure logging is in place, even if it’s the native logging solution like CloudWatch.

3. Isolate your infrastructure with network boundaries.

The big three cloud providers (Google Cloud Platform, Azure, AWS) all have 
documentation on security best practices. Click the icons on right to see them. 

Implementing Infrastructure Security
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https://cloud.google.com/security/best-practices
https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://aws.amazon.com/blogs/security/getting-started-follow-security-best-practices-as-you-configure-your-aws-resources/
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	Secure your site with hypertext transfer protocol secure (HTTPS). You probably    
 already knew this, but we had to include it, so here’s our reminder for you to encrypt  
 all communications with your customers. Need a certificate? Let’s Encrypt can help.   
 They’ve provided 225 million certificates to websites for free.

	Back up your backups (and their backups). If you aren’t currently using a service,    
 check out S3, Blob Storage, or Cloud Storage from AWS, Azure and GCP, respectively. 

	Monitor your key metrics. To understand the health of your system and your customer  
 experience, focus on the four golden signals: latency, saturation and errors. This will   
 allow you to quickly understand the root cause of anomalies without having to dig into  
 your logs.

	Keep those logs handy. We don’t need to lecture you on the importance of referring 
 to logs (when you need to). Just be sure you have a log aggregator, so you can easily   
 cross-reference logs from different sources. After all, they are the source of truth.

	Defend yourself against distributed denial-of-service (DDoS) attacks. Find out if    
 your servers are located in different data centers and that there are no single failure 
 points. Finally, make sure your content delivery network (CDN) can scale quickly 
 when needed. CDN providers like CloudFront, Akamai, Fastly and Cloudflare all offer 
 solid protection.

Australian Government. Preparing for 
and Responding to Denial-of-Service 
Attacks. Australian Cyber Security 
Centre. Accessed 25 Jan 2021.

ADDITIONAL READING

Our AppSec Checklist

https://letsencrypt.org/
https://aws.amazon.com/s3/
https://azure.microsoft.com/en-us/services/storage/blobs/
https://cloud.google.com/storage
https://aws.amazon.com/cloudfront/
https://www.akamai.com/
https://www.fastly.com/?utm_source=google&utm_medium=cpc&utm_campaign=&utm_adgroupid=100662255966&utm_term=fastly&utm_content=&utm_channel=&gclid=CjwKCAiA9bmABhBbEiwASb35V_isdgufWW_Yd2_m71gSiJ_XHdLLiYPdVRYMUJ6C7Nyy4FdVSEDnURoCFVEQAvD_BwE
https://www.cloudflare.com/
https://www.cyber.gov.au/acsc/view-all-content/publications/preparing-and-responding-denial-service-attacks
https://www.cyber.gov.au/acsc/view-all-content/publications/preparing-and-responding-denial-service-attacks
https://www.cyber.gov.au/acsc/view-all-content/publications/preparing-and-responding-denial-service-attacks


Heard of the OWASP Top 10? They regularly publish the biggest security threats to web 
applications. Number nine on their list is: “Using Components with Known Vulnerabilities”.3

Now, just in case you were wondering how this applies to you, consider this: apps 
are always built using third-party libraries. While these libraries may not have known 
vulnerabilities, they represent a real security risk to your organization, so make sure 
they’re alway up-to-date.

And penetration test (pentest) everything in your environment. 

Not only do pentests reveal weaknesses in your infrastructure and product—they also 
help you achieve security attestations like SOC 2. 

We get it. They can be pricey. That said, a pentest can give you a real piece of mind. Plus, 
it’ll surface actionable steps to improving your security.

By the way, the number two reason companies fail their SOC 2 audit is because they 
don’t get a pentest.4 Just something to keep in mind for those of you who might have 
specific security requirements.

Reputable pentest vendors typically 
charge 15,000 - 30,000 USD for a 
good-sized scope of work. Price varies 
with scope. 

HOT TIP #3

Testing Your Product for Vulnerabilities
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3 OWASP Top Ten. OWASP. Accessed January 25, 2021. 
4 Lin, Victor. The Top 3 Things that Will Delay Your SOC 2. Tugboat Logic. January 25, 2021. 



Doing It Right the First Time

SECURE CODING
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Okay, by now you should have know how to improve your OpSec and AppSec. But hold 
up... What about your source code? Your source code is intellectual property. It’s critical 
to your organization. It also happens to be, well, everywhere, which makes it hard to 
protect, unless you follow these steps.

1. Shift security left. In other words, implement security best practices earlier in your 
application development lifecycle to reduce  risks and costs.

2. Protect yourself from common threats. To get a sense of what you’re dealing with, 
check out OWASP’s Top 10 application security risks. 

3. Apply security to your code review. Make code review foolproof by employing 
standardized checklists As your codebase grows, different areas of code will require 
different evaluation standards.

4. Keep a priority list of security issues. Your engineers should be adding to a master 
list of security issues. Each issue should be assigned a priority level and due date 
based on severity. 

5. Conduct internal security tests. At least once a quarter, engineering and 
product teams should collaborate on exposing vulnerabilities in the product, from 
unauthenticated paths to account isolation. All you’ll need is your web browser, ZAP 
(OWASP’s open-source pentesting tool) and curl (an open-source command line 
tool and library for transferring URLs).

Safeguarding 
Your Code

https://owasp.org/www-project-top-ten/
https://www.zaproxy.org/
https://curl.se/


Building and Preserving Trust

CUSTOMER SECURITY
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CISA. Choosing and Protecting 
Passwords. Cybersecurity & 
Infrastructure Security Agency. 
Accessed 25 Jan 2021.

ADDITIONAL READING

Put Customer Privacy First

We’ve looked at how you can strengthen your own security, but what about your 
customers’?

To make things simple, many of the same rules apply. In other words, when it comes to 
OpSec, make sure customers have MFA enabled, an SSO and role-based access. If you 
can impose good password hygiene, all the better. 

Lastly, when it comes to prioritizing customer privacy, keep these three things in mind:

1. Require customers to give you explicit consent before collecting or using their 
data.

2. Collect only the data you need to help customers achieve success with your 
product.

3. Provide security awareness and best practices training to your customers.

It takes years to build trust with your customers and only seconds to destroy it. 
Minimizing the customer data you collect and being mindful of how it’s used can go a 
long way to preserving that hard-earned trust. 

https://us-cert.cisa.gov/ncas/tips/ST04-002
https://us-cert.cisa.gov/ncas/tips/ST04-002


Conclusion

Building an InfoSec program that covers your startup’s needs should 
be easy. Unfortunately, it doesn’t always seem that way. This is just one 
reason why so many companies struggle to implement cybersecurity 
best practices (77% of them, to be exact).5 

By following the steps outlined in this guide, you’ve strengthened your 
security posture enormously. For real. 

All this to say, congratulations! But market-leading security is a journey, 
not a destination, and while you now have a solid foundation to build 
upon, there’s always more work to be done. 

5 Forrest, Conner. Report: 77% of companies don’t have a consistent cybersecurity response plan. 
Tech Republic. March 14, 2018. Security Best Practices for Startups | 19



Copyright © Tugboat Logic 2021. 
All rights reserved.

ABOUT TUGBOAT LOGIC

START SELLING MORE TODAYTugboat Logic is the Security Assurance 
Platform that provides continuous compliance. 
It uses automated technology to demystify the 
process of creating and managing an InfoSec 
program. With Tugboat Logic, companies can 
quickly get secure and prove it to customers. 
Powered by AI, Tugboat Logic’s patent-pending 
technology automates InfoSec policy creation, 
audit readiness, and security questionnaire 
response so companies can gain trust with 
customers and sell more. Tugboat Logic helps 
businesses prepare for audits in half the time 
and at a fraction of the cost, ensures they can 
respond to security questionnaires in minutes 
(not hours), and builds and scales their InfoSec 
plan in minutes.

Interested in turning your security 
and compliance program into a 
business advantage? 
Get a free trial or contact one of 
our representatives at 
info@tugboatlogic.com.

https://resources.tugboatlogic.com/free-trial
mailto:info%40tugboatlogic.com?subject=
https://www.linkedin.com/company/tugboatlogic/
https://twitter.com/tugboatlogic
https://www.youtube.com/channel/UCLgPv1cvZA6I7LkNOJOgD-g

