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1.Executive Summary
MyEarthId.Org has undertaken a mission to simplify the process of validating Human
Identity, providing seamless access to online and offline services, like banking,
ecommerce, immigration, travel et al., to all human beings on Earth. To achieve this,
MyEarthId.Org team is developing an innovative Universal ID solution, which counters the
key problems with existing centralised and monolithic Identity Management Solutions, in
a cost effective and secured manner. This new solution will alleviate the paramount
problem of Identity Thefts and associated frauds, for both – Individual Users and
Institutions.
The new Universal ID solution, Earth ID, will use Hashgraph technology, which supports a
superior data structure capable of solving many of the problems which Blockchain
suffers with. In addition to this, Earth ID will also introduce a proprietary concept of
Identity Grading, to be known as the Trust Score. Trust Score will empower institutions to
take their regulatory and financial decisions in a more measured and information-driven
way, instead of a simple “Yes” and “No”.
MyEarthId.Org has decided to fund this project, through the crowd-sale of a proprietary
utility token “Earth”, which ensures autonomous and transparent execution of this project,
with complete visibility of roadmap and progress to the People. The holders of the Earth
token will be able to avail services in EarthID ecosystem against their tokens.
MyEarthId.Org is a team consisting of experts from different industry backgrounds,
having in-depth knowledge and expertise in areas like Hedera Hashgraph, Blockchain &
Cryptocurrencies, Legal, Financial et al, which will ensure a professional and smooth
delivery of this global solution.

Page 3

1. Introduction
Since organizations nowadays are moving to the cloud services and mobile applications
to enhance productivity and cut down on costs, management of identities has become
more challenging. In the today’s digital era, an essential task is to manage the access to
data and different applications from multiple devices without compromising security.
Having a digital identity has become crucial for everyone these days. Whether you need
to buy a product, book a ticket, or book an appointment with the doctor, you should have
a digital identity to perform all these tasks the way you want.
People usually create multiple identities for different needs. Therefore, it becomes
difficult for a person to remember all these identities. Furthermore, the primary issue with
the existing identity system is the centralized warehouse of data, and any fault in the
centralized warehouse may lead to the loss of information. There have been countless
cases of hacks and leaks of personal information which justify that the centralized
identity system is not reliable.
According to the 2017 Identity Fraud Study, $16 billion was stolen from 15.3 million
customers in the US in 2016 alone. The total worth of stolen identity information over the
past six years stands at $107 billion. In the UK, 173,000 cases of online frauds were
recorded in 2016 alone, the highest in the last 13 years. Israel is another country known
for its online frauds.
Also, the existing system is quite expensive because of the complicated technology that
controls all these systems and processes.
More the number of identities a user has, more will be the cost of validating all those
identities. The high cost of authorizing the identities is one of the biggest factors that the
current identity management system needs modification.
According to a new market research report by Stratistics MRC, the Global Identity &
Access Management System is expected to grow from $7.94 billion in 2016 to $20.87
billion by the year 2022 at a CAGR(Compound Annual Growth Rate) of 14.8% during the
period 2016 to 2022. No doubt that the market for global identity and access
management is growing at a rapid pace with the growing market of automation. But the
threat of cybercrime or cyber attack may hamper the growth of this market.
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Reliable user identification is not just required to verify the details of a user, but a
trustworthy identification can also be used for building the trust. For instance, a financial
company can trust a user on the basis of proprietary trust score reflected in his/her user
identification. Different sectors like banks, financial institutes, immigration departments,
and so on are highly dependent on a reliable user identification.
Therefore, we need a global identity that legitimates a user globally. If a global identity
serves all your needs, you need not carry multiple IDs. From immigrating to a new country
to applying for loans, or booking a ticket, everything can be done using a global identity.
In this whitepaper, we will talk about the problems in current identity management
systems and how MyEarthID will help to overcome these problems using Hashgraph
technology.
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3. Mission & Vision
The main goal of MyEarthId.org is to solve the global problem of Identity Management,
which hinders the access to basic and advance services, like banking, health, insurance,
immigration, utilities et al, due to the prevalent problems of Identity Thefts and Frauds.
The new solution will aspire to streamline the process of validating human identity, by
introducing a global identity, which is location and borders agnostic.
The team is also looking to use the latest advancements in Hashgraph and cryptography
technologies to counter Identity Thefts and associated frauds, which will in turn, reduce
the overall cost and complexity associated with maintaining and validating identities.
The long term vision of MyEarthId.org is to onboard every Human Being on Earth onto the
new Identity Management platform, enabling seamless and hassle-free access to all
services - Online and Offline.
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4. Challenges
No doubt that the technology continues to develop with each passing day, the
authentication process has not changed for last 40 years. The current identity
management system needs to maintain different authentication profiles, and users need
to remember username and password for every system. Moreover, existing two-factor
authentication solution imposes a set of methodologies to improve security like OTPs,
phone calls, email notifications, etc. Such methods are time-consuming, and the cost of
managing these techniques is also quite expensive.
One of the major concerns with the current identity management system is the security.
Currently, users, as well as organizations, rely solely on the combinations of username
and password for accessing the information. But too many cases of breaches or hacking
attacks give a reason that passwords and usernames are not always secure to manage
account and access to resources.
For instance, if someone hacks your Facebook credentials and starts posting lousy
content on your News Feed, it may hamper your image on the Facebook network. So,
identity theft can have a negative impact on the user’s reputation.

Lack of Global Identity
According to the current identity management system, every time a user has to apply for
documents like passport, driving license, or PAN card, he or she requires a new set of
documents to confirm if the user is an authentic user or not. Such process is
time-consuming and cumbersome.
Currently, no global ID can identify and authenticate a user. So, lack of a global ID makes
it difficult for companies to verify the background of a user. Checking the background of
a user by collecting different documents is troublesome for a user as well as entities that
need to authenticate a user.

Page 7

Identity Theft
Any identity related data stored on the Internet has the potential for theft. As per Breach
Level Index, 5,170,153 records are stolen every day that accounts for 215,423 records
every hour or 3,590 records every minute.These incidents show how quickly a hacker can
tap into the networks for stealing data. The stolen data is sold in the dark web world to
commit frauds and perform malicious activities. But the current identity management
system has higher risks of identity thefts or scams based on the centralized repository of
data.

Type of Identity Theft Fraud

Percent

Employment or tax related fraud

34.0%

Tax fraud

29.2%

Credit card fraud

32.7%

●

●

New accounts

25.6%

Other identity theft

16.0%

Phone or utilities fraud

13.1%

Bank fraud

11.8%

Loan or lease fraud

6.8%

Government documents or benefits fraud

6.6%

Source: https://www.iii.org/fact-statistic/facts-statistics-identity-theft-and-cybercrime
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No graded measure to verify background
The current system uses only a handful of documents to check the background of users,
and no such graded measure can find out if the records are valid. Verifying the user on
the basis of a plenty of documents is not only a prolonged process but it leads to the
higher costs as well.

Economic Burden
An authentication process has usually three stakeholders namely verifying companies,
entities that need to check an individual and the individual itself. The current system
costs high for all these stakeholders. KYC companies are overburdened because they
have to serve requests of multiple entities like banks, immigration officials, healthcare
providers and so on. Because KYC companies need more resources, they charge a higher
amount of money for verification. Entities willing to verify an individual pay a certain
amount of money to KYC companies. Eventually, this cost of verification is passed to
individuals as hidden processing fees. Besides, companies have to wait for a longer time
to get their verification results.
According to a global survey of the “Know your customer” challenges, average annual
spend on global KYC is stated as US $48million. Furthermore, the survey says that the
time to onboard also remains lengthy i.e. around 26 days and the time it takes to refresh
the user’s records is 20 days that is quite excessive. This entire process entails more time
and resources.
As a result, the existing system is a financial burden to all the stakeholders of the
process.
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5. Solution: MyEarthID
To overcome all the above-stated challenges that require various identity measures, we
have proposed an innovative solution i.e. MyEarth ID, based on the Hashgraph platform.
Hashgraph is a distributed ledger technology that has the ability to perform more than
250,000 transactions in a second.
By using Hashgraph technology, we ensure that MyEarthID will be secure than the
existing identity management system. Since Hashgraph is resilient to distributed denial of
service attacks, no hacker will have enough potential to steal the identity of a user. No
doubt that the blockchain is immutable but the applications built using blockchain are
comparatively slower than the applications developed via Hashgraph.
Many organizations like ShoCard, Civic Technologies have also proposed a solution using
Blockchain b
 ut we are implementing Hedera Hashgraph to build more reliable solution.
MyEarthID is based on the concept of having a single identity for anyone living on the
Earth. It is the universal ID that will help a person to get access to different services like
immigration, healthcare services, online shopping, and much more. So, MyEarthID is
going to change the way we think about the identity management system currently.

Need for a Universal ID
MyEarthID will be a comprehensive ID that will be accessible for verification and
authentication processes. This global identity will be used to identify an individual in any
country. Organizations can also use it to verify the background of users living in any part
of the world.
MyEarthID is associated with a trust score that is generated on the basis of a person’s
profile and the level of verification a person goes through. Therefore, the trust score can
give different industries an insight of the trustworthiness of an individual. For example,
banks need not authenticate a user for granting him the loan if his trust score is higher
than a given industry’s benchmark.

Page 10

Since MyEarthID is based on the Hashgraph technology, it is impossible to delete, edit or
replicate the information.

Identity Theft
MyEarthID is built on the Hashgraph technology that is well-known for its built-in security.
Since Hashgraph works on an asynchronous byzantine tolerance, all records are kept
secure. It helps you to maintain the confidential data without having to trust the integrity
of a central server. So, it can be said that the application built on Hashgraph platform
reduces the chances of identity thefts.
While using MyEarthID, all your details like driving license, birth certificate, and so on gets
stored in a secure server that then decentralizes all the data in the form of nodes.
Therefore, it becomes difficult for the hackers to steal all the sensitive information from
the server.

Trust Score
EarthID has the best solution to the existing problem with the binary identity system. The
trust score, a part of EarthID helps to get rid of this issue efficiently. A user will have to
authenticate himself or herself via different set of documents to get the higher trust
score. Everyone using EarthID will have to use the trust score on a regular basis to keep it
according to the industry’s standards. People who will fail to authenticate themselves will
not be able to acquire a good trust score and therefore, will not be able to access certain
services.
Calculated on the basis of different user activities, this comprehensive score can give
many insights into a user's background. For example, immigration authorities can simply
verify the background of a traveler via MyEarthID rather than going through a complicated
authentication process every time.This will definitely save time, resources and
frustrations for everyone involved.

Cost
MyEarthID uses a two-pronged approach to reduce the cost for organizations. Firstly, the
trust score of MyEarthID automatically shows the strength of the user. Therefore,
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companies need not spend money on the verification of the user’s background. Secondly,
companies no more need to store confidential user data that cuts down the cost of large
databases.Moreover, it does not require a security mechanism for protecting the data.
Since companies spend millions of dollars in securing information, MyEarthID can lead to
a substantial saving.
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6. Trust Score

A. How Trust Score Works
Proprietary trust score, a part of MyEarthID, helps to validate an owner's ID. Higher will be
the trust score, higher will be the authenticity of an individual. So, on the basis of this

Page 13

score, it can be analyzed whether it's a new user account or a suspicious account. For the
first six months after sign up, a user will be classified as a newbie to give the user time to
build the trust score. During that period, a user needs to input all the required details so as
to verify that he/she is an authentic person.
For example, if a person has a good trust score and is looking to apply for a bank loan, it
will help banks as well as individuals to complete the authentication process within a
minimum time frame. It will not only save their time but it will save the high expenses
spend on the verification process. Using this score for accessing different services will
help a user to build a higher score.
Mentioned below are three phases that builds a trust score on the system.
1. Add documents - The more documents a user adds, the more will be the trust
score. This is the first phase for newbies to start building their score.
2. Matching information - In the second phase, the system verifies if a few fields like
name, date of birth, and so on are same across all the documents. More matches
will improve the trust score.
3. Regular use -Users should use MyEarthID on a regular basis to keep the trust
score enhanced and maintained.

B. Validation and Authentication
The standard trust score will start from 500 and will go up for every action an owner will
take to strengthen his or her ID. The following actions will keep the trust score enhanced:
● Validation of basic profile information like name, email, phone number, and so on.
● Advance profile information - address, date of birth and gender.
● Uploading i mportant documents like birth certificate, passport, and education
certificates.
● Regular use of MyEarthID. More will be the usage, higher will be the score.
● The number of platforms on which MyEarthID will be used. The score will increase
for every platform on which it will be used.
This trust score also goes down under the following situations:
● If you will not use MyEarthID on a regular basis, it may lead to inactivity. Inactivity
can cause trust scores to drop.
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● When relevant documents will not be associated with the MyEarthID, it will cause
scores to drop.
● If a user will not allow specific companies to access their MyEarthID, it will cause a
drop in the trust score.
● If users will keep changing their personal information frequently, their trust score
may go down and classify them as suspicious users.
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7. Use cases
Social platforms
Users will need a single MyEarthID to log into any social media site. By saving your time
to create different user accounts, it offers convenience to have a single login for all
platforms.
Users will be able to login to different social media channels via a single ID. So, there is no
need to implement complicated authentication process for social media channels.

Financial institutions
Interactions between users and financial institutions will benefit significantly with
MyEarthID. Users can open a bank account in any part of the world using their MyEarthID.
The trust score associated with the MyEarthID gives banks an idea of the trustworthiness
of a user. Moreover, it saves the money spent on OTP verification, email verification, etc.
by showing the availability of a user via MyEarthID.
MyEarthID is sure to save money, time and resources for banks as there is no need to
verify the background through a third-party service. A user simply needs to grant access
to MyEarthID during any sort of identity verification process.

Immigration
Usually, a person needs to carry a certain set of documents apart from the passport while
going through security check at the airports.But if you will have EarthID, Immigration
authorities can get all the information they want from your EarthID. If a person’s trust
score associated with EarthID meets the specific criteria, he or she will not have to go
through a complicated security process performed at the airport security checks. This
makes the security check process more streamlined, faster and more comfortable for
both the authorities and travelers.Travelling experience gets more delightful as it reduces
substantial waiting times,long queues, and frustrations for travelers.
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Legal processes
A user will not require any additional document for a legal process if he/she has
MyEarthID having high trust score.
Visa officials, for example, can keep a specific score for eligibility. When users meet the
specified score criteria, it means they have validated their credentials and linked their
documents with the ID. Therefore, no additional document will be required from the user.
Government bodies and other legal entities can get all the verified information from a
single source. So, the need for comprehensive background check is reduced and
therefore, it saves time and resources for the organization.

Healthcare
Nowadays, a millions of dollars are spent on managing the healthcare records and the
privacy of users. According to a study by Baylor Healthcare System, the average cost of
implementing an electronic health record system is $162,000 for a five-physician
healthcare center. On the other hand, the annual cost of maintaining it is $85,000.
Using MyEarthID, both of the expenses can almost come down to $0 for healthcare
providers.
For instance, if a patient has got some severe injury and needs to get admitted to the
hospital immediately, MyEarthID will save the time that hospital authorities take to admit
a patient on the basis of a patient’s background or identity.
Moreover, it saves time as well as efforts of the healthcare organizations by storing and
retrieving information via MyEarthID.

Travel and Hospitality
EarthID will make it easier for the users to travel around the world with a universal ID. A
person will not have to carry a set of IDs or documents to authenticate himself or herself
wherever he/she goes. Whether it will be a cab company or hotel authority, it will become
simpler to authenticate yourself just with a single ID.
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Utility Services
Individuals will be able to get reliable access to various utility services like electricity
connection, broadband connection, gas connection, water connection, and so on using
EarthID. You will need not submit plenty of documents to avail these services. It will make
it easier for you to authenticate your identity via EarthID.
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8. How the platform works?

To use MyEarthID,
● Download MyEarthID app from Google Play Store or App Store
● Open the app and create an ID by filling all your personal details
● You will receive an OTP to verify your mobile phone. Enter the OTP to verify your
mobile phone number.
● After the mobile number verification, you need to verify your email id. Enter the
code received in your email box and verify the same.
● Create a passcode. You will get a confirmation on your registered mobile number
and email ID.
● Upload all your documents such as birth certificate, passport, driving license and
social security number.
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● Integrate your social media credentials with MyEarthID.
● Now, you can give your MyEarthID to different companies for background
verification.
Depending on the activities of a user, the trust score linked with MyEarthID either goes up
or drops down. When the user uploads more documents and grants access frequently to
companies for verification, the score would definitely increase.
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9. Technology & Architecture
MyEarthID will be the first decentralized Identity Management System (IMS) built on
Hashgraph, where the user will own the ID that can be used for various purposes.
Organizations will be able to verify the person through MyEarthID rather than undergoing
a complicated verification process.
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The diagram above depicts how various components of the system will interact with
each other.

Download and installation
As a first step, users will have to download the app from Google Play Store or App Store
and install it on their smartphones. Then, they will have to register on the app with their
phone numbers and email IDs. OTPs will be sent to the respective phone numbers and
email IDs using third party components.

Upload and verification
Once the users will have an active ID, they can start uploading their documents. A
third-party organization will verify the documents and the system will check for data
consistency among the uploaded documents. More the documents will be uploaded, the
higher will be the trust score.

Passcode generation
After all the information will be added and verified, MyEarthID will ask users to generate a
passcode to log in.
This data will be saved in the micro servers of EarthID that comes with a set of security
guarantees. Therefore, there will be no more risk of identity frauds or thefts.

MyEarthID Internet protocol
When MyEarthID will grant access to a company for verification, the company will send a
request to get the user's details through any communication channel. This will be routed
through the cloud and will enter MyEarthID system.
After accepting the request of MyEarthID user, the system will send the required
information/data to the company requesting it. In return, the company will have to pay a
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certain number of ERT tokens. This transfer of data/information will be secure and
operated through EIP.

EarthID - High Level Architecture

The above diagram depicts how the information is saved within the system.
I. Hashgraph Network - used to store Trust Score, Vendor Payments, a unique
EarthID and Transaction Details.
ii. EarthID App - used to store user specific details .
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10. User Acquisition
We have planned a multilevel strategy that will engage users/industries on the platform.
Firstly, we will only allow the users to participate in our ICO after they will sign up an
account on EarthID application. So, only EarthID app users will be able to get ERT tokens.
Secondly, we are planning to integrate with the companies working on the Hashgraph
technology. It will help companies improve user experience, providing users with a more
secure account creation and login process. So, we will be able to gain a large number of
users to EarthID using this strategy.
In the future, we will also reach out to the big companies that will help them in facilitating
the user’s verification process. Our future plan is also to replace the identity
authentication system which is currently being used by the government bodies.
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11. Roadmap & Development
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12. Conclusion
We have proposed to design a hashgraph-based unique and universal ID called the
MyEarthID. It will solve many of the challenges that exist in today's identity management
systems. Organizations will be able to save money and resources on repeated
background verification, storage, and retrieval of information via MyEarthID. In turn, this
reduced cost and easy access to verified information will help organizations to offer a
better quality, personalized and secure products and services to customers.
End users will have the highest level of privacy and the most significant control of their
personal information and sensitive data. Access to different services will be more
streamlined, and users need not have to submit the same documents to different
organizations for verification. MyEarthID will have all the information, so users can readily
share it with any individual or organization.
By getting involved in this system and universal ID, users can enhance their trust score
which will help them protect and control their identity.
This new paradigm will eventually reduce security vulnerabilities like data breaches and
will help organizations to make the most efficient use of their resources. Users will
definitely have a hassle-free control over their personal information.

Page 26

References
1. Lakhataria, Kamaljit. 2015. Next generation wireless network security and privacy.
IGI Global.
2. Accenture. 2017 Cost of Cybercrime Study.
https://www.accenture.com/t20170926T072837Z__w__/us-en/_acnmedia/PDF-61/
Accenture-2017-CostCyberCrimeStudy.pdf
3. Eran Cohen. Mar 13, 2017. 35% of users have weak passwords; the other 65% can
be cracked. Preempt. https://blog.preempt.com/weak-passwords
4. Russell Brandom. July 10, 2017. Two factor authentication is a mess. The Verge.
https://www.theverge.com/2017/7/10/15946642/two-factor-authentication-online-s
ecurity-mess
5. L Vishwanath. March 28, 2017. Four reasons you should worry about aadhar's use
of biometrics. The Wire.
https://thewire.in/119323/real-problem-aadhaar-lies-biometrics/
6. Gordon Rees Scully Mansukhi. April 19, 2017. Recent study reveals interesting
trends in cyber attacks in first quarter of 2017. Lexology.
https://www.lexology.com/library/detail.aspx?g=5df10dbf-54fa-40dd-9f3f-2d08d27
5bf75
7. AHRQ. 2011. Study identifies cost of implementing electronic health records in
network of physician practices. US Department of Health and Human Services.
https://archive.ahrq.gov/news/newsletters/research-activities/oct11/1011RA15.html
8. Facts + Statistics: Identity theft and cybercrime:
https://www.iii.org/fact-statistic/facts-statistics-identity-theft-and-cybercrime
9. Identity & Access Management - Global Market Outlook:
https://www.wiseguyreports.com/reports/1184395-identity-access-management-gl
obal-market-outlook-2016-2022

Whitepaper is only a draft.

Page 27

NOTICE: This is not a prospectus for investment.
This document does not constitute or imply a prospectus of any sort. The content provided
below is only for informational purposes related to our idea of providing a solution based on
Hashgraph technology. The purpose of this whitepaper is to provide the investors with the
information on working of EarthID and its ERT Tokens.
ERT Tokens are functional utility tokens allowing organizations to access the personal details of
an individual for verification purposes. ERT Tokens are not securities, nor do they promise
equity, ownership in, or profit sharing with any part of the Company. ERT Tokens are
non-refundable, are not for speculative investment, and they don’t promise of future value or
performance, on their own, or as a metric of Company success.

ERT Token is intended for individuals, organizations that need to verify an individual,
and verifying companies.
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