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Background 

 <Last Name> Technology Consultants (LTC) was established in 2012 as a small computer 

services company.  LTC’s core business is providing computer and network support to home users.  

During our daily work, team members often have to assist home users by configuring their office/home 

(SOHO) routers.  LTC has been issuing Cisco 3725 routers to customers for use as a SOHO device 

because they are affordable in the secondary market, and plenty of spare parts are available.  Hardware 

support is not a big concern, since we have a massive inventory of them, whereby we could swap out a 

failed customer’s device at any time.  Mr. Drury has directed that I prepare a procedure manual for 

several tasks that the technicians often perform.  Our company has a high turnover rate, so any time spent 

in training is time we cannot use for billing.  It is hoped that this procedural manual will help to 

streamline the training of new technicians, while also serving as a handy reference for the veterans. 

 This guide will cover three items that are most frequently configured on the routers: 

Network Address Translation, Packet Filtering, and Default Gateway 

This guide will also include a glossary, which will define all key terms used throughout the text. 

  

  



 

 

Before getting too far ahead of ourselves, we will show a diagram of the typical network that we install at 

client sites: 

 

Image courtesy of GNS3 (GNS3, 2012). 

Feel free to refer back to this diagram as necessary, during initial client set-up. 



 

 

Network Address Translation (NAT) 

Introduction 

What is NAT?  

 Network address translation (NAT) is the translation of the IP address on one interface, to a 

different IP address on another interface.    That is, NAT enables you to use a separate IP address space 

inside your network, versus the one you expose outside the network.  NAT can do a one-to-one 

translation, which is known as static NAT, or it allows you to do a many-to-many translation, which is 

dynamic NAT, or it allows you to do a many-to-one translation, which is known as overload NAT, or 

PAT (port address translation). 

Why would a small office/home office (SOHO) environment use NAT? 

 One of the main reasons that NAT is utilized in a home network is because of NAT overload, 

which is commonly known as PAT.  PAT allows a home network that has a single public IP address to 

service multiple internal hosts.  This is very advantageous to home users, because their internet service 

provider usually only provides a single IP address, but most home users have more than one device that 

needs to access the internet. 

 

Step-by-Step Configuration 

1. Create the VLAN for the hosts 
 

vlan 10 

 
2. Add the host-facing ports to the VLAN 

 

interface range FastEthernet1/0-15 

   switchport access vlan 10 
 

3. Define the traffic to be NATTED 

 

access-list 10 permit 10.10.10.0 0.0.0.255 

 

 
4. Relate the NAT traffic to the outside interface 



 

 

 

ip nat inside source list 10 interface FastEthernet0/0 overload 

 

5. Specify the outside interface for NAT 

 

interface FastEthernet0/0 

   ip nat outside 

 
6. Specify the inside interface for NAT 

interface vlan 10 

   ip nat inside 
 

 

Configuration template: 

 
! Enter configuration mode 

config t 

! Create VLAN 10 

vlan 10 

! 

! Add the host-facing ports to vlan 10 

interface range FastEthernet1/0 - 15 

switchport access vlan 10 

! 

! Create access-list for NATTED traffic 

access-list 10 permit 10.10.10.0 0.0.0.255 

! 

! Set the natted traffic to use the outside interface 

ip nat inside source list 10 interface FastEthernet0/0 overload 

! 

! Specify which interface is outside 

interface FastEthernet0/0 

ip nat outside 

! 

! Specify which interface is inside 

interface vlan 10 

ip nat inside 

! 

end 

 

 

  



 

 

Terms Used 

Definitions of key terms can be found in the glossary.  The following key terms were covered in 

this section: 

Cisco 

SOHO 

Router 

NAT 

Static NAT 

Dynamic NAT 

NAT overload 

 

Key Concepts 

 The full definition of key concepts will be found in the glossary.  Here, pictures will be provided, 

to give a better idea of what key concepts mean. 
 

Static NAT 

 In static NAT, an inside local host always translates to the same inside global address.  Unlike a 

dynamic NAT, this relationship will never time out.   

Here is a snippet of the configlet: 

 

Here is a screenshot of the NAT translation present: 

 
 

  



 

 

Dynamic NAT 

 In dynamic NAT, a pool of hosts translates to one of a pool of IP addresses.  If you look closely 

at the output, you can see that each local host translates to a different global address (Compare inside 

global and inside local).  Host 10.10.10.13 translates to 17.17.0.4.  Host 10.10.10.14 translates to 

17.17.0.3.  A key difference between dynamic and static NAT is that a dynamic NAT translation is not 

permanently assigned, and there is a chance that the local may be translated to a different global at some 

point. 

Here is a snippet of the configlet that determined that the addresses came from a pool (if testing this, 

please remove the static configuration first): 

 

With regards to what it looks like in action, please look at this screenshot.  Note that dynamic translations 

will time out, and expire. 

 

  



 

 

NAT overload 

In NAT overload (the configuration used in the tutorial), multiple inside hosts use the same global 

IP address.  If you look closely at the output, you can see that 10.10.10.13 and 10.10.10.14 both appear as 

17.17.0.1 on the inside global, as well as the outside global.  This is what is meant by the “overload” as 

the outside global address represents multiple hosts.  It should also be noted that each internal host uses a 

different port for communication: 768 versus 512.  This is what is meant by the term port address 

translation. 

 

 

  



 

 

Packet Filtering 

Introduction 

What is packet filtering? 

 Packet filtering is a security method whereby traffic is filtered based upon OSI layer 3 

information, namely, the IP address.  Packet filtering is not especially sophisticated, in that it cannot 

discriminate based upon higher layer information, such as specific application information.   

Why would packet filtering be used in a SOHO? 

 Packet filtering would be used in a SOHO, to block certain types of traffic that should never 

occur (such as internal addresses entering the router from the outside).  Also, packet filtering would be 

used in cases whereby the site wanted to allow some specific outside traffic in, such as in cases whereby 

there was a need to allow remote access from a certain source public address or in cases where the SOHO 

was hosting an internal website, using dynamic DNS.  The example provided here will be for the case of 

blocking private addresses from entering the router from the outside interface. 

Step-by-Step Tutorial 

1.  Create access-lists that identify private IP addresses 

 

access-list 100 deny ip 192.168.0.0 0.0.255.255 any 

access-list 100 deny ip 172.16.0.0 0.31.255.255 any 

access-list 100 deny ip 10.0.0.0 0.255.255.255 any 

access-list 100 permit ip any any 
 

2. Apply the access-list to the outside interface 

 

int FastEthernet0/0 

ip access-group 100 in 

 

 In this case, a configuration summary is not necessary, given how few commands are required to 
perform the configuration. 



 

 

 

Terms Used 

Definitions of key terms can be found in the glossary.  The following key terms were covered in 

this section: 

SOHO 

Router 

Packet filtering 

Source IP address 

Destination IP address 

Key Concepts 

Packet Filtering Firewall 

 A router can function as a packet filtering firewall, by filtering packets based upon their source or 

destination IP address.   

 
 

Stateful Firewall 

 The concept of a stateful firewall is based upon the idea that a firewall will track all connections 

that are sourced from a high security interface to a lower security interface.  When traffic returns, it is 

checked to see if it matches an existing session on the firewall.  If the traffic matches an existing session, 

then it will be let through.  If it does not match the existing session, it will be denied. 



 

 

TCP Packet 

 TCP is a reliable, connection-oriented protocol that works at layer 4 of the OSI layer.  As TCP 

works at a higher layer of the OSI model, it is a bit of a misnomer to call it a packet.  TCP should be more 

appropriately called a datagram.  From viewing the datagram below, one gets an idea of the complexities 

that are possible.  Keep this image in mind, when later reviewing UDP. (Mullins, 2001) 

 
(Image courtesy of Mullins, 2001) 

 

UDP Packet 

 UDP is an unreliable, connectionless protocol that works at layer 4 of the OSI model.one of the 

things that will be readily apparent when it comes to UDP is the vast difference in information that it has, 

versus a TCP packet.  UDP is suited for applications where you may need to send some data, but you 

don’t particularly care if all of it makes it there. 

 
 
(Image courtesy of Induruwa, 2001) 



 

 

Default Gateway 

Introduction 

What is a default gateway? 

A default gateway is the IP address that data traffic is sent to, when the destination cannot be 

located within the known routes the host has.  If the default gateway is not properly configured, and there 

are no other routes available, then a host will not be able to access unknown networks. 

 

Why would a SOHO use a default gateway? 

 A SOHO would use a default gateway simply because most home users do not possess a router 

robust enough to handle the entire internet routing table (besides the fact that most sane ISPs would not 

peer with a home user).  For most home users, their default gateway is their route to the internet.  If the 

default gateway is improperly configured, then a host may not be able to access the internet.  Since we are 

not quite sure of the addressing scenario a home user might have, we’ll cover two ways that a default 

gateway could be configured:  via DHCP from the router, and manually, via static IP addressing. 

  



 

 

Step-by-Step Tutorial 

Default gateway via DHCP (Configure so the host can receive default gateway via 

DHCP/Configure router to issue default gateway via DHCP) 
 

1. On the host, open the control panel 

 

 
 

2. Open Network Connections 

 

 
3.  Right-click on the connection, and choose Properties 



 

 

 

 
4.  Select Internet Protocol TCP/IP, and choose Properties 

 

 
 

  



 

 

5. Make sure that the screen looks like this, then click OK. 
 

 
 

6.  Close any remaining open windows then proceed to the router configuration.  
 

  



 

 

Router Configuration: 
 

The router configuration to assign the default gateway is dependent upon the DHCP configuration of the 

router.  As such, the DHCP configuration of the router will be shown here, with the specific command 

that enables the default gateway to be sent to the hosts, highlighted. 
 

config t 

!do not assign this range to DHCP clients 

ip dhcp excluded-address 10.10.10.1 10.10.10.10 

! 

! create DHCP pool 

ip dhcp pool LTC_DHCP_Pool 

! Specifies network number and mask for DHCP clients 

 network 10.10.10.0 255.255.255.0 

! specify the default gateway for the internal clients 

 default-router 10.10.10.1 

! Specifes the domain name for the clients 

 domain-name LTCHome 
! Specifies DNS server that will respond to DHCP clients when they need to 

! perform DNS lookups 

 dns-server 1.1.1.10 
! 

! Disable vlan 1 

interface vlan 1 

 shutdown 
! Address the interface that is the default gateway 

! Make sure it is not shut down 

interface vlan 10 

 ip address 10.10.10.1 255.255.255.0 

 shutdown 

 no shutdown 

end 
 

  



 

 

Default gateway via manual configuration (configure the host to receive 

default gateway via manual configuration) 

 
 Of course, manual configuration is always an available method.  A quick way to check whether or 

not a host is configured for manual or automatic configuration is by issuing the command, “ipconfig/all” 
 

 
 
As seen in the output above, the host is configured to receive an IP address via DHCP, as noted by this 

text:   

 

 
 
  



 

 

Now, on to the manual configuration 
 

1. On the host, open the control panel 

 

 
 

2. Open Network Connections 

 

 
  



 

 

3.  Right-click on the connection, and choose Properties 
 

 
4.  Select Internet Protocol TCP/IP, and choose Properties 

 

 
 

  



 

 

5. Make sure that the screen looks like this, then click OK.  Close any remaining windows. 
 

 
 

6.  Verify the manual configuration worked, by checking the ip configuration. 

 

 
 



 

 

Terms Used 

Definitions of key terms can be found in the glossary.  The following key terms were covered in 

this section: 

SOHO 

Router 

Default gateway 

Key Concepts 

Default Gateway 

A default gateway is the address a host sends traffic to, when it needs to get outside its own 

network.  One common troubleshooting step for a host is to attempt to ping its default gateway.  If 

pinging the default gateway is successful, then the host is correctly configured.  Any attempts to reach 

beyond the default gateway that fail can be attributed to problems with the gateway device, or further out 

beyond the gateway device. 

 

 



 

 

Default Route 

 The default route is a concept used by a router, in that is specifies the next-hop that will be used, 

for any destination that it does not have a specific route for.  A default route can be configured in many 

different ways, and is beyond the scope of this tutorial, but suffice to say, if you were looking for it, it 
would look similar to this in the routing table: 

 

 
 

Default Network 

 The default network is an alternate method of configuration, to specify the default route.  The 

major thing to remember about using the default network command, versus the default route command, is 

that the default network command will redistribute the default route via its routing protocol. 

Here is an example of how you’d see this in action.  In the output below, notice that R1 does not 

even have a default gateway set, but it is merely marking the 10 network (which only exists on R1) as the 

default network.  When R2 learns of this, it says that its default route will be via the address it can reach 

on R1.  Default network is a powerful command, as it affects other routers. 

Note:  code tables have been removed for clarity. 
 

R1#show ip route  

 

Gateway of last resort is not set  

 

1.0.0.0/32 is subnetted, 1 subnets  

C 1.1.1.1 is directly connected, Loopback0  

R 2.0.0.0/8 [120/1] via 172.12.123.2, 00:00:11, Serial0  

R 3.0.0.0/8 [120/1] via 172.12.123.3, 00:00:11, Serial0  

172.12.0.0/16 is variably subnetted, 2 subnets, 2 masks  

C 172.12.21.0/30 is directly connected, BRI0  

C 172.12.123.0/24 is directly connected, Serial0  

* 10.0.0.0/24 is subnetted, 1 subnets 

C 10.1.1.0 is directly connected, Serial1  
 

On R2, a default RIP route is now seen (code tables removed for clarity): 

 
R2#show ip route  

Gateway of last resort is 172.12.123.1 to network 0.0.0.0  

 
R 1.0.0.0/8 [120/1] via 172.12.123.1, 00:00:00, Serial0.213  



 

 

2.0.0.0/32 is subnetted, 1 subnets  

C 2.2.2.2 is directly connected, Loopback0  

R 3.0.0.0/8 [120/2] via 172.12.123.1, 00:00:00, Serial0.213  

172.12.0.0/16 is variably subnetted, 2 subnets, 2 masks  

C 172.12.21.0/30 is directly connected, BRI0  

C 172.12.123.0/24 is directly connected, Serial0.213  

R* 0.0.0.0/0 [120/1] via 172.12.123.1, 00:00:00, Serial0.213 
 
(Bryant, 2012) 

 

Internet Connection Sharing 

 Internet Connection Sharing is a technology whereby a computer can share its internet connection 

to other computers.  To do this, obviously, the computer needs to have multiple network interfaces.  What 

actually happens when internet connection sharing is enabled, is that the computer begins to act as a 

router.  This can be considered a quick-and-dirty way to get an internet connection shared, if a router is 

not around.  Note:  internet connection sharing is not a preferred solution, as now the “workstation/router” 

has other end user stations dependent upon it for an internet connection.  This means that when the end 

user shuts down (or moves it around, especially like a laptop) then the internet connection may not be 

available.   

Here is a picture of internet connection sharing, taken from the Windows XP Network Setup 

Wizard: 

 



 

 

Glossary 

Cisco.  A leading manufacturer of networking equipment, including routers, bridges, frame switches and 

ATM switches, dial-up access servers and network management software. Cisco was founded in 1984 by 

Leonard Bosack and Sandra Lerner, a married couple both employed by Stanford University. Initially 

targeting universities, Cisco sold its first router in 1986.  
 

Cisco is the leading router vendor and its operating systems and routing protocols have become de facto 

standards. In the 1990s, Cisco's growth was due to the acquisition of more than 70 companies. In early 
2000, it briefly surpassed Microsoft's market cap as the most valued corporation in the world. (2012) 

 

Default Gateway.  The router used to forward all traffic that is not addressed to a station within the local 

network or local subnet. Its primary purpose in most SOHO applications (homes and small businesses) is 
to direct Internet traffic from the local network to the cable or DSL modem, which connects to the 

Internet service provider (ISP). (2012) 

 
Default Network.  If a router has a directly connected interface onto the specified default network, the 

dynamic routing protocols running on that device will generate or source a default route. In the case of 

RIP, the router will advertise the pseudonetwork 0.0.0.0. In the case of IGRP, the network itself is 
advertised and flagged as an exterior route.  

A router that is generating the default for a network also may need a default of its own. One way a router 

can generate its own default is to specify a static route to the network 0.0.0.0 through the appropriate 

device.  ("Configuring ip routing," 2012) 
 

Default Route.  A router might not be able to determine the routes to all other networks. To provide 

complete routing capability, the common practice is to use some routers as smart routers and give the 
remaining routers default routes to the smart router. (Smart routers have routing table information for the 

entire internetwork.) These default routes can be passed along dynamically, or can be configured into the 

individual routers.  
              Most dynamic interior routing protocols include a mechanism for causing a smart router to generate 

dynamic default information that is then passed along to other routers.  ("Configuring ip routing," 2012) 

 

Dynamic NAT.  Dynamic NAT uses a pool of public addresses and assigns them on a first-come, first-
served basis. Both static and dynamic NAT require that enough public addresses are available to satisfy 

the total number of simultaneous user sessions. (2012) 

 
Firewall.  The primary method for keeping a computer secure from intruders. A firewall allows or blocks 

traffic into and out of a private network or the user's computer. Firewalls are widely used to give users 

secure access to the Internet as well as to separate a company's public Web server from its internal 

network. Firewalls are also used to keep internal network segments secure; for example, the accounting 
network might be vulnerable to snooping from within the enterprise. 

 

In the home, a personal firewall typically comes with or is installed in the user's computer.  Personal 
firewalls may also detect outbound traffic to guard against spyware, which could be sending your surfing 

habits to a Web site. They alert you when software makes an outbound request for the first time. 

 
In the organization, a firewall can be a stand-alone machine or software in a router or server. It can be as 

simple as a single router that filters out unwanted packets, or it may comprise a combination of routers 

and servers each performing some type of firewall processing. (2012) 



 

 

 
Inside Global Address.  A legitimate IP address (assigned by the NIC or service provider) that represents 

one or more inside local IP addresses to the outside world.  ("Configuring ip addressing," 2012) 

 

Inside Local Address.  The IP address that is assigned to a host on the inside network. The address is 
probably not a legitimate IP address assigned by the Network Information Center (NIC) or service 

provider.  

("Configuring ip addressing," 2012) 
 

Internet Connection Sharing (ICS).  (Internet Connection Sharing) A Windows feature that enables the 

Internet connection on a computer to be shared with other computers. First introduced in Windows 98 
Second Edition, sharing is accomplished using the network address translation method (see NAT). 

Although it is more common to use a router to give multiple computers Internet access, ICS software 

accomplishes the task without a router. (2012) 

 
NAT.  (Network Address Translation) An IETF standard that allows an organization to present itself to 

the Internet with far fewer IP addresses than there are nodes on its internal network. The NAT 

technology, which is implemented in a router, firewall or PC, converts private IP addresses (such as in the 
192.168.0.0 range) of the machine on the internal private network to one or more public IP addresses for 

the Internet. It changes the packet headers to the new address and keeps track of them via internal tables 

that it builds. When packets come back from the Internet, NAT uses the tables to perform the reverse 
conversion to the IP address of the client machine. NAT is also provided with Windows Internet 

Connection Sharing. 

 

One disadvantage of NAT is that it defeats "Internet transparency," which means that packets remain 
intact from end to end. 

 

NAT not only conserves public IP addresses, but it also enhances security by keeping internal addresses 
hidden from the outside world. NAT prevents several kinds of first-level attacks, but not all, and must be 

used in conjunction with a personal firewall in a home network and more robust firewalls in a company.  

(2012) 

 
NAT Overload.  The most common NAT method used today is port address translation (PAT), which is 

also called "NAT overloading," "network address port translation" (NAPT) and "NAT/PAT." PAT is used 

in large enterprises as well as small offices and the home. Just like any department in a company, families 
want simultaneous Internet access for several people, and cable modems, DSL and ISDN connections 

have only one public IP address. 

 
PAT ensures that a different TCP port number is used for each client session with a server on the Internet. 

When the response comes back from the server, the source port number, which becomes the destination 

port number on the return trip, determines which user to route the packets to. It also validates that the 

incoming packets were indeed requested. (2012) 
 

Outside Global Address.  The IP address assigned to a host on the outside network by the owner of the 

host. The address was allocated from globally routable address or network space. 
 

Outside Local Address.  The IP address of an outside host as it appears to the inside network. Not 

necessarily a legitimate address, it was allocated from address space routable on the inside. 
 



 

 

Packet Filtering.  A software routine that analyzes incoming data packets and forwards them or discards 
them based on one or more criteria such as address, range of addresses and type (e-mail, file transfer, 

etc.). Packet filtering is generally performed in a router, in which case the router is known as a "screening 

router." (2012) 

 
Private IP Address.  These IP addresses cannot be accessed by other Internet devices. An advantage of 

using private IP addresses is that you do not have to take the steps to thwart security threats as you do 

when you use public IP addresses. Because the local network automatically maps each private IP address 
to a different public IP address for data going to and from the Internet, a private IP address cannot be seen 

on the Internet. Private IP addresses are also less expensive than public IP addresses.  ("Changing the 

internal," 2012) 
 

Public IP Address.  These IP addresses can be accessed by other devices on the Internet. You benefit 

significantly in several ways by offering public IP addresses to your end users:  

– One key advantage to you is that you can charge a little more for public IP addresses than for private 
ones. You can offer these addresses to end users who need them and pass along some of your cost to the 

user. You can specify the prices for the public and private IP addresses on the Connect page, and the end 

user can decide which one meets his or her needs.  
Another advantage to offering public IP addresses is that some VPN systems require their clients to have 

public IP addresses to operate correctly.  ("Changing the internal," 2012) 

 
Router.  A network device that forwards packets from one network to another. Based on internal routing 

tables, routers read each incoming packet and decide how to forward it. The destination address in the 

packets determines which line (interface) outgoing packets are directed to. In large-scale enterprise 

routers, the current traffic load, congestion, line costs and other factors determine which line to forward 
to. 

 

Routers used to be called "gateways," which is why the term "default gateway" means the router in your 
network. In older Novell terminology, routers were also called "network-layer bridges." (2012) 

 

SOHO.  (Small Office/Home Office) Refers to the small business or business-at-home user. This market 

segment demands as much or more than the large corporation. The small business entrepreneur generally 
wants the latest, greatest and fastest equipment, and this market has always benefited from high 

technology, allowing it to compete on a level playing ground with the bigger companies. (2012) 

 
Stateful Firewall.  A type of firewall that attempts to track the state of network connections when 

filtering packets. The stateful firewall's capabilities are somewhat of a cross between the functions of a 

packet filter and the additional application-level protocol intelligence of a proxy. Because of this 
additional protocol knowledge, many of the problems encountered when trying to configure a packet-

filtering firewall for protocols that behave in nonstandard ways are bypassed.  

(Northcutt, Zeltser, Winters, Kent & Ritchey, 2005) 

 
 

Static NAT.  In static NAT, there is a manual assignment of a public address to each internal machine, 

and that assignment is used all the time.  Both static and dynamic NAT require that enough public 
addresses are available to satisfy the total number of simultaneous user sessions. (2012) 

 

TCP.  (Transmission Control Protocol) The reliable transport protocol within the TCP/IP protocol suite. 
TCP ensures that all data arrive accurately and 100% intact at the other end. TCP's unreliable counterpart 

is UDP, which is used for streaming media, VoIP and videoconferencing. 



 

 

 
TCP is "connection oriented" and requires a handshake before the session can begin. (2012) 

 

UDP.  (User Datagram Protocol) A protocol within the TCP/IP protocol suite that is used in place of TCP 

when a reliable delivery is not required. There is less processing of UDP packets than there is for TCP. 
UDP is widely used for streaming audio and video, voice over IP (VoIP) and videoconferencing, because 

there is no time to retransmit erroneous or dropped packets. 

 
If UDP is used and a reliable delivery is required, packet sequence checking and error notification must 

be written into the applications. 

 
UDP is "connectionless" and does not use a handshake to start a session. It just sends out packets. (2012) 
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