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Summary 

Category New information 

Overview 

The following TSB was created to identify the required OS IP Subnets and the required ports 

and correlating NAT translations for Off-Net devices that must be configured on the ISP 

public facing firewalls.  

As such CPE firewalls must have these IP Subnets allowed and ports opened for proper 

operation of our OfficeSuite devices 

Priority 3 - Non-Service Impacting 

Product Silhouette & Provisioning servers 

Component system 

Load(s) 10.x 

Document 

Version 
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Table 1a: Off-Net required IP Gateways, IP Subnets & Domains 

Sil 
Server 

Mitel Phones 
Primary 

Zone 
Location 

MBG - Geo 
Primary Zone 

MBG - Geo Backup 
Zone 

Mitel RCS Server  

Server IP Domain 

1 NYC 64.115.237.192/27 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

2 NYC 64.115.237.192/27 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

3 NYC 64.115.237.192/27 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

4 NYC 64.115.237.192/27 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

5 NYC 64.115.237.192/27 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

6 NYC 64.115.237.192/27 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

7 NYC 64.115.237.192/27 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

8 NYC 64.115.237.192/27 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

9 NYC 64.61.5.142/28 75.90.218.144/28 216.191.234.139 rcs.aastra.com 

10 NYC 64.61.171.96/28 64.196.250.128/28 216.191.234.139 rcs.aastra.com 

11 NYC 64.61.10.240/28 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

12 NYC 216.214.55.0/24 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

13 NYC 216.214.55.0/24 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

14 NYC 216.214.57.0/26 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

15 NYC 216.214.57.0/26 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

16 NYC 216.214.57.0/26 64.196.250.0/24 216.191.234.139 rcs.aastra.com 

17 NYC 216.214.57.0/26 68.143.46.0/24 216.191.234.139 rcs.aastra.com 

18 NYC 216.214.57.0/26 68.143.46.0/24 216.191.234.139 rcs.aastra.com 

19 NYC 216.214.54.240/28 68.143.46.0/24 216.191.234.139 rcs.aastra.com 

20 NYC 72.4.241.0/28 68.143.46.0/24 216.191.234.139 rcs.aastra.com 

21 NYC 72.4.242.96/28 68.143.46.0/24 216.191.234.139 rcs.aastra.com 

22 NYC 72.4.237.64/28 68.143.46.0/24 216.191.234.139 rcs.aastra.com 

23 NYC 72.4.238.144/28 68.143.46.0/24 216.191.234.139 rcs.aastra.com 

24 DAL 64.196.250.240/28 64.61.21.48/28 216.191.234.139 rcs.aastra.com 

25 DAL 75.90.218.0/28 64.61.21.160/28 216.191.234.139 rcs.aastra.com 

26 DAL 75.90.218.16/28 64.61.21.176/28 216.191.234.139 rcs.aastra.com 

27 DAL 75.90.218.32/28 64.61.21.160/28 216.191.234.139 rcs.aastra.com 

28 DAL 10.77.192.0/28 64.52.33.80/28 216.191.234.139 rcs.aastra.com 

29 DAL 75.90.218.96/28 64.52.34.64/28 216.191.234.139 rcs.aastra.com 

30 DAL 75.90.218.112/28 64.52.34.96/28 216.191.234.139 rcs.aastra.com 

 



 

Table 1b: Off-Net required IP Gateways, IP Subnets & Domains 

Sil 
Server 

SIP Clients 

SBC 
Provisioning 

Server  
EST (VVX & VERGE) 

Whitelist from SSL Inspection  

Clients Domain  

1 216.214.56.64/26 64.115.99.0/24 
All OS EST & BST's 

*.windstream.com  

2 216.214.56.64/26 64.115.99.0/24 *.broadviewnet.com 

3 216.214.56.64/26 64.115.99.0/24   

4 216.214.56.64/26 64.115.99.0/24 

Softphones 

*.counterpath.com 

5 216.214.56.64/26 64.115.99.0/24 *.chime.aws 

6 216.214.56.64/26 64.115.99.0/24 *.cloudflare.com 

7 216.214.56.64/26 64.115.99.0/24   

8 216.214.56.64/26 64.115.99.0/24 Yealink YMCS *.yealink.com 

9 216.214.56.64/26 64.115.99.0/24   

10 216.214.56.64/26 64.115.99.0/24 
VVX   

ztp.polycom.com 

11 216.214.56.64/26 64.115.99.0/24 Pool.ntp.org 

12 216.214.56.64/26 64.115.99.0/24 Poly Obi (PDMS-SP) 

13 216.214.56.64/26 64.115.99.0/24 Whitelist from SSL Ins.  *.obitalk.com 

14 216.214.56.64/26 64.115.99.0/24 Poly Obi’s IP's 

15 216.214.56.64/26 64.115.99.0/24 54.241.160.4 185.59.222.185 54.219.47.47 

16 216.214.56.64/26 216.214.57.0/26 13.52.69.0 185.59.222.186 185.93.0.155 

17 216.214.56.64/26 216.214.57.0/26 13.56.185.145 185.93.0.141 3.219.214.168 

18 216.214.56.64/26 64.115.99.0/24 13.57.121.193 185.93.0.155 18.235.37.112 

19 216.214.56.192/26 216.214.54.240/28 54.241.91.173 3.219.214.168 52.9.172.78 

20 216.214.56.192/26 72.4.241.0/28 54.241.163.234 18.235.37.112 54.183.147.237 

21 216.214.56.192/26 72.4.242.96/28 54.67.107.54 52.9.172.78 54.193.112.156 

22 216.214.56.192/26 72.4.237.64/28 54.67.113.163 54.183.147.237 52.52.91.236 

23 216.214.56.192/26 72.4.238.144/28 54.219.101.213 54.193.112.156 54.241.157.146 

24 216.214.56.192/26 64.196.250.240/28 52.52.249.241 52.52.91.236 54.67.27.166 

25 216.214.56.192/26 75.90.218.0/28 52.53.96.55 54.241.157.146 52.53.103.230 

26 216.214.56.192/26 75.90.218.16/28 52.9.223.41 54.67.27.166 13.52.127.178 

27 216.214.56.192/26 75.90.218.32/28 52.9.225.203 52.53.103.230 54.241.157.146 

28 216.214.56.192/26 75.90.218.80/28 184.169.166.170 185.59.222.185 52.8.107.151 

29 216.214.56.192/26 75.90.218.96/28 54.219.91.39 185.59.222.186   

30 216.214.56.192/26 75.90.218.112/28 185.59.222.184 185.93.0.141   

 



 

Table 2: Off-Net Required Ports 

Device Purpose Transport Ingress Ports Egress Ports 

Verge-WE 

Signaling UDP 5060 5060 

RPC, Encrypted, SSL, HTTPS TCP 8083 8083 

HTTP (pull Contacts) TCP   8081 

VRS TCP 8083 8083 

RTP (Media) * UDP 10000 - 33000 10000 - 33000 

VVX 

Signaling UDP 5060 5060 

ZTP, Unencrypted TCP Random Random 

Encrypted, HTTPS TCP 8448 8448 

LDAPS, Encrypted, SSL TCP 8449 636 

RTP (Media)* UDP 16384 - 32764 16384 - 32764 

MiNet 

Signaling TCP 6800 - 6802 6800 - 6802 

5330/5340 App TCP (SAC) 3998 - 3999 3998 - 3999 

Firmware Request UDP (TFTP) 69, 20001 69, 20001 

Firmware Download UDP (TFTP) Random Random 

LDAPS (69XX series) TCP 8449 636 

RCS TCP Random Random 

RTP (Media) * UDP 10000 - 33000 10000 - 33000 

Web Browsing 
(TOWS, MyOfficeSuite 

Portal, WE Connect) 

Tenant Web Server (Web Browsing) TCP 443 443 

Event Server (API) TCP 5672 5672 

BST 
Signaling UDP 5060 5060 

RTP (Media) * UDP 10000 - 33000 10000 - 33000 

Softphone 

Signaling UDP 5060 5060 

RTP (Media) * UDP 10000 - 33000 10000 - 33000 

Login (must reach windstream.com) TCP 443 443 

Presence (must reach windstream.com) TCP 443 443 

WSS (must reach windstream.com) TCP 443 443 

Chat (must reach broadviewnet.com) TCP 443 443 

Licensing (must reach counterpath.com) TCP 443 443 

Push Kit (must reach counterpath.com) TCP 443 443 

 


