How to establish VPN Tunnel?

Topology:

Site-to-Site VPN

"

LAN:192.168.0.98/24
WAN ( ETH ):172.21.56.14 /24

LAN: 192.168.1.1/24

IPSec WAN: 172.21.56.7/24

Tunnel

(secured)
@

1. Check WAN/LAN status(up) and IP address

ZyXEL # Quick Start B | Logout

i
N [ status O
H

Network Setting Host Name ZyXEL System Up Time: 3 days: 16 hours: 10 minutes
Security Madel Number: $BG3300 Current Date/Time: 10 Jun 2013 02:43:27
VPN Firmware Version. V1.00(AADY.1)b1_20130527 System Resource
IPSec VPN WWAN Information - CPU Usage:
PPTP VPN - WAN Type: Ethernet WAN
L2TP VPN -MAC Address FC:F5:28:36:3F:60
System Monitor -IP Address: 172.21.56.14

[T -IP Subnet Mask: 255.255.256.0
-Encapsulation: IPoE

- Memory Usage

WAN Status Mode IP Address Connection Speed (DU..

LAN Infarmation ADSL Down  Active IPoE

-IP Address: 192168.098

-1P Subnet Mask: 255.255.255.0
soner e

-MAC Address FC:F5:28:36:3F:6A
WLAN Information

-MAC Address FC:F5:28:36:3F:6B
- Status: on

-55ID: ZyXELB3IFBA
_Channel: Auto (Current 1) Name Application Scenaria Remote Gateway Address
_Security Wixed WPAZ_PSKIWPA PSK VPN-To-USG-3G Site-to-Site 17221567
-802.11 Mode: 802 11b/g/n Mixed

-WPE; Off

ETHWAN Up Active 172215614 IPoE 100MI100M
egeiess L= i T

(Make sure the SBG can communication with USG)

ZyXEL ## | Quick Start [ Logout

r C_JLﬂ Diagnostic
== Stat,
'S ==t PingaTracerouteNsiookup XL IR LT

SBG3200
B Network Setting

B Security Ping and TraceRoute are network utiliies used to test whether a particular host is reachable. Enter either an IP address or a hostname and click one of the buttons to start a
BVPN Pin or TraceRoute test The test result will be shown in the Info area.

£ System Monitor
H-Maintenance Ping/TraceRoute Test

0z ¥ om 17291287 et toss et 854 ms
Remote MGMT 64 bytes from 172.21.56.7. seq 4 time=1.217 ms
TR-069 Client 64 bytes from 172.21.56.7: seq 41ime=1.211 ms
SNMP B4 bytes from 172.21.56.7: seq=3 =54 time=1.237 ms
Time
Email Notification
Log Setting
Firmware Upgrade
Configuration
Reboot
Diagnostic

— 172.21.56.7 ping statistics —
4 packets ransmitted, 4 packets received, 0% packet loss
round-trip minfavg/imax = 1.211/1 3071 584 ms

TCPIP

Acuress:[172.21.56.7




2. " Add New Entry |

ZyXEL P Quick Start [ | Logout

' ? IPSec VPN
Status
ra

S| Monitor  Radius |

SBG3300
B Network Setting
B Security IPSEC VPN can be used to protect data flows Detween a pair of hosts (computer USers or Servers), security gateways (routers or firewalls), or Detween a security gateway and
ahost You can add or remove IPSec tunnel connections in this page.
BEVPN
IPSec VPN
PPTP VPN
L2TP VPN
EFSystem Monitor

Add New Entry

EFMaintenance
Default_L2TPVPN Dynamic Any

VPN-To-1000 172215611 172215614 192 168.1.0/2552552 192168.0.0/2552552 /M
VPN-To-USG-3G 17221567 172215614 192 168.1.0/255.255.2 192168.0.0/26525562 jm

3. Check the “Enable” box for IPSec VPN—>Fill up the “Connection Name” > Choose “Application
Scenario”>My address “ETHWAN” > Primary Peer Gateway Address(USG WAN IP Address)

IPSec VPN Entry Configuration

General
Enable

Connection Name : VPM_To_USG
Nailed-up :
NAT Traversal (NAT-T) :

Application Scenario Site-to-Site
My Address : ETHWAN E‘ 172.21.56.14

Primary Peer Gateway Address : 172.21.55.7|

Secondary Peer Gateway Address

Fall Back to Primary Peer Gateway when ]}

possible -

Authentication
Key Exchange Mode

Apply| Cancel

Select the scenario that best describes your intended VPN connection.

Site-to-site

Choose this if the remote IPSec router has a static IP address or a domain name. This SP Gateway can
initiate the VPN tunnel.

Site-to-site with Dynamic Peer

Choose this if the remote IPSec router has a dynamic IP address. Only the remote IPSec router can
initiate the VPN tunnel.

Remote Access (Server Role)

Choose this to allow incoming connections from IPSec VPN clients. The clients have dynamic IP

addresses and are also known as dial-in users. Only the clients can initiate the VPN tunnel.




4. Setting Pre-Shared Key(The pre-shared must be the same with each other)

5.

6.

IPSec VPN Entry Configuration

Authentication
Key Exchange Mode

@Pre-Shared Key

Aute [+]

12345678

Ocertificate :

Local ID Type

Remote ID Type
Phase 1

SALife Time

MNegotiation Mode

Encryption

Authentication

Apply| Cancel

At the process pre-shared key, phasel&2, all setting should be same with each other!
Phasel: Negotiation Mode(Main)->Encryption(3DES)—> Authentication(MD5)—>Key Group(DH2)

IPSec VPN Entry Configuration
— .

TP

Phase 1
SA Life Time

Negotiation Mode
Encryption

Authentication

Key Group
Dead Peer Detection (DPD)

[CEstended Authentication (XAUTH)

Phase 2
SA Life Time

Apply| Cancel

Phase2: Tunnel Mode(ESP)—>Encapsulation(Tunnel)—2>Encryption(3DES)—>Authentication(MD5)

IPSec VPN Entry Configuration
Phase 2
SA Life Time
Tunnel Mode ©
Encapsulation

Encryption

Authentication :

[VIPerfect Forward Secrecy (PFS)

3600
ESP [+]
Tunnel  [+]

[=] (aqa ] [Reset

3DES

El
DS
DH2 =]

Policy
Local IP Type
Local IP Address
Local Subnet Mask
Remaote IP Type

Suonet [+

192.168.0.0
2552552550

Susnet[~]

Apply| Cancel




7. Policy: Setting the Local IP(SBG LAN)/Remote IP(USG WAN)
Note: The Local IP Address must different with Remote IP Address

'Sec VPN Entry Configuration

Encapsulation : Tunnel E

Encryption : E

AES192

Authentication : E

SHAT
[VPerfect Forward Secrecy (PFS): DH2 [~ ]

Policy
Local IP Type : Subnet|z|
Local IP Address : 192.168.0.0
Local Subnet Mask 255.255.255.0
Remaote IP Type SuhnetlZ‘
Remote IP Address 192.168.1.0
Remote Subnet Mask 255 255.255.U|

Apply| Cancel

8. After the setting done, please verify the “Entry” enable and the SBG will take a while to establish the
VPN Tunnel with USG

ZyXEL # Quickstart (B Logout

? IPSec VPN
Status
ra

C70 Monitor | Radius |
SBG3300
B Network Setting
B Security IPSEC VPN can be used to protect data flows between a pair of hosts (computer users or servers), security gateways (routers or firewalls), or between a security gateway and
BVPN a host. You can add or remove IPSec tunnel connections in this page.

IPSec VPN

PPTP VPN Add New Entry

L2TP VPN
E5-System Monitor

B Maintenance -
Default_L2TPVPN Dynamic Any A

VPN-To-1000 172.21.56.11 172.21.96.14 192.168.1.0/255.255.2. 192.168.0.0/255.255.2...
VPN-To-USG-3G 17221567 1722156 14 192168.1.0/2552552 192168.0.0/255.255 2

VPN_To_USG 172215667 1722156 14 192 168.1.0/255255.2 192.168.0.0/255.256.2

ZyXEL # Quickstart ([ | Logout

? IPSec VPN
Status
ra

T monitor
SBG3300
B Network Setting
B Security The table below displays the active VPN connections through this device. You can manually refresh this page to getthe updated status. If you wantto stop certain VPN
i connections, select the entry and click Disconnect. This page will auto refresh every 30 seconds
IPSec VPN
PPTP VPN
L2TP VPN
& System Monitor

EMaintenance Connect Disconnect

VPN_To_USG Connected Site-to-Site 17221567 172215614

ZyXEL # Quickstart [ Logout

! dﬂsums Status Refresh intervak:
-
e [

= Network Setting Host Name: ZyXEL System Up Time 3 days: 17 hours: 15 minutes
EB-Security Model Number: SBG3300 Current Date/Time: 10 Jun 2013 03:48:34
thee Firmware Version V1.00(A4DY 1)61_20130527 System Resource
WAN Information _CPU Usage
- WAN Type: Ethemst WAN
EMaintenance - MAC Address FC.FE:28:36:3F:60 ~Memory Usage:
-IP Adaress: 172.2156.14

-IP Subnet Mask: 255 256.266.0
- Encapsulation: IPoE

& System Monitor

WAN Status IP Address Connection  Speed (DL
ADSL Down Activ IPoE
VDSL Down IPoE
ETHWAN Up 172.21.56.14 IPoE 100M/100M
ppPo3G Down  Passive Cellular

LAN Information

-IP Address: 192.168.0.98

- 1P Subnet Mask: 255.255.255.0
-DHCP Senver

- MAC Address: FC:F5:28:36:3F-6A
WLAN Information

-MAC Address: FC:F5:28:36:3F:68
- Status on

-SSID: ZyXELB3FGA

- Channel: Auto (Current: 1)

- Security: Mixed WPA2-PSKIWPA-PSK
-802.11 Mode: 802.11b/g/n Mixed
- WPS: off

172.21.56.7




