ZYXEL

Set up the ZyWALL/USG IPSec VPN Tunnel
In the ZyWALL/USG, go to CONFIGURATION >Quick Setup > VPN Setup Wizard, use

the VPN Settings for Configuration Provisioning wizard to create a VPN rule that

can be used with the ZyWALL IPSec VPN Client. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Welcome

) VPN Settings
- Wizard Type
-WPN Settings
-Wizard Completed

@ WPN Settings for Configuration Provisioning
- Wizard Type
-WPN Settings
- 'Wizard Completed

2) WPN Settings for L2TF VPN Settings

-VPN Settings
- General Settings
- 'Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

[1:
o

Wizard Type - VPN Settings Wizard Completed
1 2
Please select the type of VPN policy you wish to setup.
Type of VPN policy

0 Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1-31 alphanumeric characters. This value is case-sensitive. Click Next.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-1

VPN Setup Wizard

o
m
m

L 2

Express Settings

Wizard Type > VPN Settings > Wizard Completed

Scenario
Rule Mame: WIZ_VPN_PROVISIONING
Application Scenario: Remote Access (Server Role)

Type a secure Pre-Shared Key (8-32 characters). Set Local Policy to be the IP

address range of the network connected to the ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-2

VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard C

1 2552552550

2
Express Settings
My Address (interface): wan]
Configuration
Secure Gateway: Any
Fre-Shared Key: |zyx 2345 |
Lacal Policy [IP/Mask): | 192.1568.1.0 |
Remote Policy (IF/Mask): Any

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Seftings-3

VPN Setup Wizard

Wizard Type > VPN Seftings Vizard Completed
. 9 :

Express Settings

Remate Folicy (IP/Mask):

Ay

Summary
Rule Mame: WIZ_VPN_PROVISIONING
Securs Gateway: Ay
Pre-Shared Key: Ty12345
Local Policy (IP/Mask): 192.168.1.0 f 255.255.255.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed

VPN Setup Wizard

Vizard Type JPM Settings > Wizard Completed
; . )

Express Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_\WPN_PROVISIONING
Secure Gateway: Any
Pre-Shared Key: 7yw12345
Local Policy (IP/Maskj: 192.168.1.0 / 255.255.255.0
Remaote Policy (1P/Mask): Any

Go to CONFIGURATION > VPN > IPSec VPN > VPN connection. Enable Mode config

for IPSec VPN client connection, create address object

() Add Address Rule 2%
Name: WPMN_subnst
Address Type: RANGE w
Starfing IP Address: 192.148.992.10
End IP Address: 192.145.99.100
CK Cancel

Select the address object for Mode Config VPN IP address Pool.

& Edit VPN Connection WIZ_VPN_PROVISIONING

[E show Advanced Seftings  (iS] Create new Object =

TonCy

Local poiicy: WII_VEN_PROVISIONING v | SUBNET, 152.168.1.0/24

| Advance

Mode Config

Enable Mode Config

IF Adaress Pool: |ver_suenet ¥|  RANGE, 192.168.99.10-192.168.5%.100 )

First DNS Server (Optional): | BT |

Second DNS Server (Opticnal):
First WINS Server [Cptfional):

Second WINS Server (Cptional):



ZYXEL

Go to CONFIGURATION > Object > User/Group > Add A User and create a user
account for the ZyWALL IPSec VPN Client user.

CONFIGURATION > Object > User/Group > Add A User
) Add A User 2%

User Configuration

User Nome [Rc'*ofe_(:::em I

User Type [J:e' :]

Passworg: “senee

Retype: seenee

Description Local User

Emait [ /8zyxel.com ?]

Mobie Number: [92' ]

Authentication Timeout Settings ©) Use Defoult Settings Use Manuol Settings
Lease Time: 1440 minutes
Recuthentication Time: 1440 minutes

CK Cancel

Go to CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning. In the
General Settings section, select the Enable Configuration Provisioning. Then, go o
the Configuration section and click Add to bind a configured VPN Connection to

Allowed User. Click Activate and Apply to save the configuration.

CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning

General Setfings

|[#] Enable Configuration Frovisioning |

Authenfication

Client Authentication Method: default .
Configuration
£ Status Pricrity = Type 'VFN Connectfion Allowed User
| 1 (] 1 4in4 WIZ_VPM_FROVISICHING Remote_Client
Page |1 of 1 Show |50 |+ | items Displaying 1-1of 1

Apply Reset
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Set up the ZyWALL IPSec VPN Client
Download ZyWALL IPSec VPN Client software from ZyXEL Download Library:

http://www.zyxel.com/support/download landing.shtml

Search by Model Number

ZyWALL IPSec VPN Client] a

& ZyWALL IPSec VPN Client

Open ZyWALL IPSec VPN Client, select CONFIGURATION > Get from Server.

CONFIGURATION > Get from Server

1Z] ZyWALL IPSec VPN
Configuration| Tools ?

Cave Ctrl+5

Import
Export

Get from Server

Maowe to USE Drive

Wizard...
Quit

Enter the WAN IP address or URL for the ZyWALL/USG in the Gateway Address. If
you changed the default HTTPS Port on the ZyWALL/USG, and then enter the new
one here. Enter the Login user name and Password exactly as configured on the
ZyWALL or external authentication server. Click Next, you will see it's processing

VPN configuration from the server.


http://www.zyxel.com/support/download_landing.shtml
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CONFIGURATION > Get from Server > Step 1: Authentication

W VPN Configuration Server Wizard | & |

Step 1: Authentication
What are the parameters of the VPN Server Connection? @ O

“fou are going to download your VPN Configuration from the VPN Corfiguration Server.
Enter below the authertication infarmation required for the connection to the server.

Gateway Address: [10.214.30.60 Port:

Sythentication:  Login + Password -
Login: |Remote_Cliert |
Password: |seeses |

[ Next > ] [ Cancel ]

CONFIGURATION > Get from Server > Step 2: Processing

%" VPN Configuration Server Wizard _ ||

Step 2: Processing...
Reqguesting the YPM Configuration. @ O

Downloading the YPMN Configuration from the server:

"
& Init Ok.
f '3@1' Init croe server (10.214.30060) Ol
'@:‘3‘ Send hitps request ..

Receive Config. from Server...

Wit Config. file...
Apply Config. file...

< Previous Cancel
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Then, you will see the Configuration successful page, click OK to exit the wizard.

CONFIGURATION > Get from Server > Configuration successful

, romsener> Gortgionss
|

Configuration successful

[ |

The VPN Configuration is successfulty retieved from the VPN server.




