
1 15/04/2025 11.06 info IKE Dynamic Tunnel [VPN_IKEV2_GW_VODAFONE:VPN_IPSEC_IKE2_CERT_VODAFONE:0x2950e448] built successfully  2.47.XX.YY:4500  93.64.XX.YY:4500 IKE_LOG

2 15/04/2025 11.06 info IKE [ESP aes-cbc|hmac-sha1-96][SPI 0xda6eacb7|0x2950e448][Lifetime 86420]  2.47.XX.YY:4500  93.64.XX.YY:4500 IKE_LOG

3 15/04/2025 11.06 info IKE [Policy: ipv4(0.0.0.0-255.255.255.255)-ipv4(192.168.34.68)]  2.47.XX.YY:4500  93.64.XX.YY:4500 IKE_LOG

4 15/04/2025 11.06 info IKE [Responder:2.47.XX.YY][Initiator:93.64.XX.YY]  2.47.XX.YY:4500  93.64.XX.YY:4500 IKE_LOG

5 15/04/2025 11.06 info IKE IKE SA negotiation process done  2.47.XX.YY:4500  93.64.XX.YY:4500 IKE_LOG

6 15/04/2025 11.06 info IKE [AUTH] Send:[AUTH][CONF][CONF][SAr2][TSi][TSr][NOTIFY][NOTIFY]  2.47.XX.YY:4500  93.64.XX.YY:4500 IKE_LOG

7 15/04/2025 11.06 info IKE The cookie pair is : 0xe2495117529a73f0 / 0xf74dc0f1d4c7f962 [count=6]  2.47.XX.YY:4500  93.64.XX.YY:4500 IKE_LOG

8 15/04/2025 11.06 info IKE User CRCSISTEMI has been granted an eap-cfg session.  2.47.XX.YY:500  93.64.XX.YY:4500 IKE_LOG

9 15/04/2025 11.06 notice User User CRCSISTEMI(MAC=) from eap-cfg has logged in Device  93.64.XX.YY Account: XXXXXXX

10 15/04/2025 11.06 info IKE Recv TSi: ipv4(0.0.0.0-255.255.255.255),ipv6(::-ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff), TSr: ipv4(0.0.0.0-255.255.255.255),ipv6(::-ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff).  93.64.XX.YY:4500  2.47.XX.YY:4500 IKE_LOG

11 15/04/2025 11.06 info IKE Recv IPSec sa: SA([0] protocol = ESP (3), spi_len = 4, spi = 0x2950e448, AES CBC key len = 256, HMAC-SHA1-96, No ESN; [1] protocol = ESP (3), spi_len = 4, spi = 0x2950e448, 3DES, HMAC-SHA1-96, No ESN; ).  93.64.XX.YY:4500  2.47.XX.YY:4500 IKE_LOG

12 15/04/2025 11.06 info IKE [AUTH] Recv:[AUTH]  93.64.XX.YY:4500  2.47.XX.YY:4500 IKE_LOG

13 15/04/2025 11.06 info IKE [AUTH] Recv:[EAP] [count=4]  93.64.XX.YY:4500  2.47.XX.YY:4500 IKE_LOG

14 15/04/2025 11.06 info IKE [AUTH] Recv:[IDi][CERTREQ][NOTIFY][CONF][SA][TSi][TSr]  93.64.XX.YY:4500  2.47.XX.YY:4500 IKE_LOG

15 15/04/2025 11.06 info IKE The cookie pair is : 0xf74dc0f1d4c7f962 / 0xe2495117529a73f0 [count=6]  93.64.XX.YY:4500  2.47.XX.YY:4500 IKE_LOG

16 15/04/2025 11.06 info IKE [INIT] Send:[SAr1][KE][NONCE][NOTIFY][NOTIFY][NOTIFY][CERTREQ][VID][VID][VID][VID][VID]  2.47.XX.YY:500  93.64.XX.YY:500 IKE_LOG

17 15/04/2025 11.06 info IKE The cookie pair is : 0xe2495117529a73f0 / 0xf74dc0f1d4c7f962  2.47.XX.YY:500  93.64.XX.YY:500 IKE_LOG

18 15/04/2025 11.06 info IKE Recv IKE sa: SA([0] protocol = IKE (1), 3DES, HMAC-SHA1-96, HMAC-SHA1 PRF, 1024 bit MODP; [1] protocol = IKE (1), AES CBC key len = 256, HMAC-SHA1-96, HMAC-SHA1 PRF, 1024 bit MODP; [2] protocol = IKE (1), 3DES, HMAC-SHA256-128, HMAC-SHA256 PRF, 1024 bit M 93.64.XX.YY:500  2.47.XX.YY:500 IKE_LOG

19 15/04/2025 11.06 info IKE [INIT] Recv: [SA][KE][NONCE][NOTIFY][NOTIFY][NOTIFY][VID][VID][VID][VID]  93.64.XX.YY:500  2.47.XX.YY:500 IKE_LOG

20 15/04/2025 11.06 info IKE Receiving IKEv2 request  93.64.XX.YY:500  2.47.XX.YY:500 IKE_LOG

21 15/04/2025 11.06 info IKE The cookie pair is : 0xf74dc0f1d4c7f962 / 0xe2495117529a73f0 [count=2]  93.64.XX.YY:500  2.47.XX.YY:500 IKE_LOG

4 15/04/2025 11.47 info IKE Dynamic Tunnel [VPN_IKEV2_GW_VODAFONE:VPN_IPSEC_IKE2_CERT_VODAFONE:0x0b6b9c88] built successfully  2.47.XX.YY:4500  193.207.100.30:4500 IKE_LOG

5 15/04/2025 11.47 info IKE [ESP aes-cbc|hmac-sha1-96][SPI 0x9e35802f|0x0b6b9c88][Lifetime 86420]  2.47.XX.YY:4500  193.207.100.30:4500 IKE_LOG

6 15/04/2025 11.47 info IKE [Policy: ipv4(0.0.0.0-255.255.255.255)-ipv4(192.168.34.70)]  2.47.XX.YY:4500  193.207.100.30:4500 IKE_LOG

7 15/04/2025 11.47 info IKE [Responder:2.47.XX.YY][Initiator:193.207.100.30]  2.47.XX.YY:4500  193.207.100.30:4500 IKE_LOG

8 15/04/2025 11.47 info IKE IKE SA negotiation process done  2.47.XX.YY:4500  193.207.100.30:4500 IKE_LOG

9 15/04/2025 11.47 info IKE [AUTH] Send:[AUTH][CONF][CONF][SAr2][TSi][TSr][NOTIFY][NOTIFY]  2.47.XX.YY:4500  193.207.100.30:4500 IKE_LOG

10 15/04/2025 11.47 info IKE The cookie pair is : 0xdade01f7b5e07718 / 0x287aa4130df3cc94 [count=7]  2.47.XX.YY:4500  193.207.100.30:4500 IKE_LOG

11 15/04/2025 11.47 info IKE User ARMANDOL has been granted an eap-cfg session.  2.47.XX.YY:500  193.207.100.30:23211 IKE_LOG

12 15/04/2025 11.47 notice User User ARMANDOL(MAC=) from eap-cfg has logged in Device  193.207.100.30 Account: XXXXXXXX

13 15/04/2025 11.47 info IKE Recv TSi: ipv4(0.0.0.0-255.255.255.255),ipv6(::-ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff), TSr: ipv4(0.0.0.0-255.255.255.255),ipv6(::-ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff).  193.207.100.30:4500  2.47.XX.YY:4500 IKE_LOG

14 15/04/2025 11.47 info IKE Recv IPSec sa: SA([0] protocol = ESP (3), spi_len = 4, spi = 0x0b6b9c88, AES CBC key len = 256, HMAC-SHA1-96, No ESN; [1] protocol = ESP (3), spi_len = 4, spi = 0x0b6b9c88, AES CBC key len = 128, HMAC-SHA1-96, No ESN; [2] protocol = ESP (3), spi_len = 4, 193.207.100.30:4500  2.47.XX.YY:4500 IKE_LOG

15 15/04/2025 11.47 info IKE [AUTH] Recv:[AUTH]  193.207.100.30:4500  2.47.XX.YY:4500 IKE_LOG

16 15/04/2025 11.47 info IKE [AUTH] Recv:[EAP] [count=4]  193.207.100.30:4500  2.47.XX.YY:4500 IKE_LOG

17 15/04/2025 11.47 info IKE [AUTH] Recv:[IDi][CERTREQ][NOTIFY][CONF][SA][TSi][TSr]  193.207.100.30:4500  2.47.XX.YY:4500 IKE_LOG

18 15/04/2025 11.47 info IKE The cookie pair is : 0x287aa4130df3cc94 / 0xdade01f7b5e07718 [count=6]  193.207.100.30:4500  2.47.XX.YY:4500 IKE_LOG

19 15/04/2025 11.47 info IKE [INIT] Send:[SAr1][KE][NONCE][NOTIFY][NOTIFY][NOTIFY][CERTREQ][VID][VID][VID][VID][VID]  2.47.XX.YY:500  193.207.100.30:23200 IKE_LOG

20 15/04/2025 11.47 info IKE The cookie pair is : 0xdade01f7b5e07718 / 0x287aa4130df3cc94  2.47.XX.YY:500  193.207.100.30:23200 IKE_LOG

21 15/04/2025 11.47 info IKE Recv IKE sa: SA([0] protocol = IKE (1), 3DES, HMAC-SHA1-96, HMAC-SHA1 PRF, 1024 bit MODP; [1] protocol = IKE (1), 3DES, HMAC-SHA256-128, HMAC-SHA256 PRF, 1024 bit MODP; [2] protocol = IKE (1), 3DES, HMAC-SHA384-192, HMAC-SHA384 PRF, 1024 bit MODP; ). 193.207.100.30:23200  2.47.XX.YY:500 IKE_LOG

22 15/04/2025 11.47 info IKE [INIT] Recv: [SA][KE][NONCE][NOTIFY][NOTIFY][NOTIFY][VID][VID][VID][VID]  193.207.100.30:23200  2.47.XX.YY:500 IKE_LOG

23 15/04/2025 11.47 info IKE Receiving IKEv2 request  193.207.100.30:23200  2.47.XX.YY:500 IKE_LOG

24 15/04/2025 11.47 info IKE The cookie pair is : 0x287aa4130df3cc94 / 0xdade01f7b5e07718 [count=2]  193.207.100.30:23200  2.47.XX.YY:500 IKE_LOG

2 15/04/2025 11.53 info IKE IKE SA [VPN_IKEV2_GW_VODAFONE] is disconnected  2.47.XX.YY:500  193.207.100.30:23214 IKE_LOG

8 15/04/2025 11.52 info IKE [INIT] Send:[SAr1][KE][NONCE][NOTIFY][NOTIFY][NOTIFY][CERTREQ][VID][VID][VID][VID][VID]  2.47.XX.YY:500  193.207.100.30:23214 IKE_LOG

9 15/04/2025 11.52 info IKE The cookie pair is : 0xe8fb26ed2420523d / 0x86275de7d8c4af49 [count=2]  2.47.XX.YY:500  193.207.100.30:23214 IKE_LOG

10 15/04/2025 11.52 info IKE Recv IKE sa: SA([0] protocol = IKE (1), 3DES, HMAC-SHA1-96, HMAC-SHA1 PRF, 1024 bit MODP; [1] protocol = IKE (1), 3DES, HMAC-SHA256-128, HMAC-SHA256 PRF, 1024 bit MODP; [2] protocol = IKE (1), 3DES, HMAC-SHA384-192, HMAC-SHA384 PRF, 1024 bit MODP; ). 193.207.100.30:23214  2.47.XX.YY:500 IKE_LOG

11 15/04/2025 11.52 info IKE [INIT] Recv: [SA][KE][NONCE][NOTIFY][NOTIFY][NOTIFY][VID][VID][VID][VID]  193.207.100.30:23214  2.47.XX.YY:500 IKE_LOG

12 15/04/2025 11.52 info IKE Receiving IKEv2 request  193.207.100.30:23214  2.47.XX.YY:500 IKE_LOG

13 15/04/2025 11.52 info IKE The cookie pair is : 0x86275de7d8c4af49 / 0xe8fb26ed2420523d [count=2]  193.207.100.30:23214  2.47.XX.YY:500 IKE_LOG

Scenario 1: Laptop2 (Win10) + Lab's Internet Connecion (wifi) - OK

Scenario 2: Laptop1 (Win11) + Phone2 hot spot - OK

Scenario 3: Laptop2 (Win10) + Phone2 hot spot - KO


