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ZLD Series - Anti-Spam  

 

Anti-Spam Setup for 4.XX Firmware version and higher 

What is Anti-Spam 

Anti-Spam is a feature that allows the USG to check incoming mail and 

mark it as spam .  This is a licensed service that can be purchased for 

the USG series firewalls.  In addition to signature based detection, the 

USG can rely on a DNS Blacklist for reputation and then flag the email 

header as spam so that when it reaches your inbox it can be sent 

directly to the folder you wish 

 

When to use it 

Anti-Spam is useful when you have an internal mail server that is 

exposed to the outside.  Oftentimes outside users can get a hold of 

your email domain and constantly send spam mail.  In some instances, 

an email server can receive up 1000 spam emails a day.  With 

Anti-Spam you can send flagged email messages to a specific folder 

 

 

How to Register Anti-Spam 

 

In order to use Anti-Spam, you first need to purchase a Anti-Spam.  The 

license is an alphanumeric key that is purchased from our resellers.   

First you will need to link your device to a MyZyXEL account.  A MyZyXEL 

account is used to manage and update subscription services on the 

USG.  In order to get the device registered, go to 

http://www.myzyxel.com and click on MyZyXEL 2.0 

 

http://www.myzyxel.com/
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You will be prompted with the login screen and an option at the bottom 

to create a new account by clicking on “Not a Member Yet” 

 

 

 

Once the information is filled out, log into your myzyxel account.   

On the left hand side you will find different menu options.  Clicking on 

“Device Registration” will allow you to enter in the information of your 

USG to link it to your myzyxel account. 



 
 

3/10 

 

www.zyxel.com 

 

Enter in the first Mac Address that is found on the unit.  The Mac 

Address can be found on the bottom of the USG or on the USG’s 

Dashboard.  Make sure to only enter in the First Mac Address of the 

Mac Address range for the unit.  The Serial number can also be found 

on the bottom of the unit and on the USG’s admin dashboard.  For the 

Name, enter in the name of the USG to help differentiate the device 

from other units you may register, such as Los Angeles USG.  Reseller 

information is not necessary unless you are a reseller so that field can be 

skipped.  Select Submit when finished and the device will be 

registered. 
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After the device is registered, you will need to apply a license to the 

device.  While in your account, click on “Service Registration”  

 

 

 

 

Enter in the license key in order to register the license to the account.  

You will be given the option later to link the key to the USG of your 

choice 

 

 

Once the device is linked, you can begin to setup Anti-Spam. 

For the final step, you will need to sync your USG with the MyZyXEL 

account so that the registration settings match up.   Log into your 

USG’s Administration Page 

 



 
 

5/10 

 

www.zyxel.com 

 

 

Once inside on the main admin page, look on the left hand side for the 

menu 

 

 

Click on the Configuration Gears   > Licensing > Registration > 

Service and click on “Service License Refresh” at the bottom: 
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This will sync the USG to the MyZyXEL Account and update the 

expiration dates on the licenses.  Once this is completed, click on the 

configuration gears  to enter into the USG configuration settings.  

Click on UTM Profile > Anti Spam.  

How to Setup Anti-Spam 

 

DNSBL 

The DNSBL option on Anti-spam allows you to enter in the server that 

contains a list of blacklisted DNS host addresses.  Normally you can find 

such providers at http://dnsbl.info 

 

Choose the DNSBL servers you would like to import into the USG, then go 

to the DNSBL tab 
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Scroll down to the bottom and click on Add under the DNSBL Domain 

List to add the DNSBL hosts that you would like to have check.  Also do 

not forget to enable DNSBL checking 

 

You also have the option to create a DNSBL tag.  This tag will modify 

the header so that when the offending email comes into the inbox, you 

can create rules with your email to forward the tag to a specified folder. 
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Black/White List 

The  Black/White List will allow you to create specific rules for allowing 

or blocking specific domains.  Click on “add” under rule summary to 

add addresses to the list.  Similarly to the DNSBL list you can create a 

custom header for sorting purposes. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Mail Scan 

Mail Scan can be setup to scan for virus outbreaks and flag the header 

with a custom message.  You can also set the query timeout setting for 

scanning POP and SMTP 



 
 

9/10 

 

www.zyxel.com 

 

 

 

 

 

Profile 

In the Policy section you can setup a policy and select what you would 

like the Anti-Spam to check as along with the email direction.  You will 

note that there is an option on what to do when the mail session 

threshold reaches.  There is a threshold on each USG as to how many 

emails the device scan scan.  Please refer to the documentation for 
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your specific USG to determine what this number is. 

 

 

You will be able to set what your scan options for the profile that you set 

up 

 


