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5.4 How to Configure the Switch and RADIUS Server to Provide
Network Access through 802.1x Port Authentication

This example will instruct the administrator on how to configure the
switch fo provide access to machines that provides valid user
credentials. With 802.1x Port Authentication, the organization can

ensure that only authorized personnel can access core network
resources.

Local Network
Network 192.168.1.0

Netmask 255.255.255.0 USG
LAN IP 192.168.1.1
—
User-A : - a—

[ ] _i RADIUS-Server

IP 192.168.1.100
o Switch
,l‘ VLAN 1 IP 192.168.1.2 |

@ |
Guest (-

User-B

Private-Server
IP 192.168.1.200

802.1x Port Authentication Providing Access to Authorized Users

‘\Q” Note:

All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. The
authentication server used in this example is FreeRADIUS running in Ubuntu server.

All Ul displayed in this article are taken from the XGS4600 series switch.
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5.4.1 Configuration in the Switch
1 Access the Switch’'s Web GUI.

2 Go to Advance Application > AAA > RADIUS Server Setup.
Configure the RADIUS server’s IP address and set the shared
secret. Click Apply.

[ RADIUSServerSelup | AAA
Avthentication Server
Maode index-priority ¥
Timeout 30 seconds
1 192.168.1.100 1812 zyxel1234
2 0.0.0.0 1812
AL
Q Note:
The shared secret must mafch the secret of your RADIUS server's client
profile.

3 Go to Advance Application > Port Authentication > 802.1x.
Check the 802.1x Active box as well as for all ports
connected to end devices. Do not check active box of ports
connected to either the USG, RADIUS-Server, or

Private-Server.
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Port Authenfication Guest Vlan

Acfive Max-Req LELI

Reavth-period Qumi-p:md e Supps-ﬁrneoui

e
1 vl 2 on v 3600 50 30 30
2 v 2 [on v| 2600 50 30 30
3 ¥ 2 [on v] 2600 50 30 30
4 ] 2 [on v| 2600 50 30 30
5 £ 2 [on v] 3600 40 30 20
E: o 2 on v 3600 50 30 0
| @ o 2 on v 3600 50 30 30
| =2 O 2 on 3600 50 a0 £

153/215



ZYXEL
\ www.zyxel.com

5.4.2 Configuration in the RADIUS-Server
1 Edit the client profile in /etc/freeradius/clients.conf. Save the
fle and exit.

client 192.168.1.2 {
secret = zyxellZ34d

shortname = Suitch
nastype = other

0 Note:
The client IP address and secret must match the management IP and

shared secret of the Switch.

2 Add the following user profiles in /etc/freeradius/users. Save
the file and exit.

Cleartext-Password := "zyxeluserA"
Service-Type = Administrative-User

Cleartext-Password := "zyxeluserB"
Service-Type = Administrative-User

3 Restart FreeRADIUS service.

root@dhcppced: setc/freeradiustt stop freeradius
=top: Unknown instance:
root@dhcppcbb : retcfreeradiust start freeradius

freeradius startsrumming, process 8800
root@dhcppchd : setc/freeradiust
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5.4.3 Test the Result

1 Access User-A, User-B, and Guest device.

2 If using Windows OS, click the Start button and type
services.msc into the search box.

3 In the Services window, locate the service named Wired
AutoConfig. Make sure the service status is “Started”.

s e TR ] e |
File Action View Help
e |EEo=zHmE >»unp
*, Services (Local) || . Services (Local
Wired AutoConfig Name Description Status Startup Type o
. 4 Windows Time Maintains d... Started Manual
Stop the service e .
Restast the service £, Windows Update Enables the ... Started Automatic (D...
54 WinHTTP Web Pr...  WinHTTP i... Manual
s L83 Wired AutoConfig  The Wired ...  Started  Manual
escription: # -
The Wired AutoConfig (DOT3SVC) .:, WLAN AutoConfig  The WMNS... Started Automatic
service is responsible for performing  + WMI Performance... Provides pe... Manual
IEEE 802.1X authentication on 4, Workstation Creates and... Started Automatic
«| T ]
Extended /(Standard/
—

4 Right-click on your network adapter and select Properties.
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5 Click on the Authentication tab and check “Enable IEEE

802.1X avuthentication”. Maoke sure that

the network

authentication method is Microsoft: Protected EAP (PEAP)

[ Local Area Connection Properties @

Authertication | Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable IEEE 802. X authentication >

Choose a network authentication method:

[Microsoft: Protected EAP (PEAF) ] [ Settings

Remember my credertials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

[ ok [ concel

6 Click on Additional Settings, select Specify authentication

mode and specify User authentication.

Advanced settings =
Specify_aumenﬁcaﬁon mode .
~ [User authentication '] [ Save credentiBIS/]/

Delete credentials for altsers

["|Enable single sign on for this network
(@) Perform immediately before user logon
Perform immediately after user logon
Maximum delay {seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication
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7 Connect User-A device to the Switch. User-A should show an
“Additional information is needed to connect to this network.”
pPOopP-Up Mmessage.

-

Ak Additional information is needed to connect to this network * *
Click to provide additional information.

-

8 Enter the username (User-A) and password (zyxeluserA)
which must be consistent with the RADIUS-Server’s user profile
settings.

Windows Security ﬁ

Metwork Authentication
Please enter user credentials

II Uszer-A
J | ‘Iliii.ti‘l

oK | I Cancel

9 Devices wusing User-A and User-B credentials can

communicate with USG and Private-Server.
10 Connect User-A device to the Switch. User-A should show an

“Additional information is needed to connect to this network.”

POpP-Up Message.
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11 Enter the username (Guest) and a random password.

Windows Security - ﬂ
i com— - 4
Network Authentication
Please enter user credentials
|I | Guest ]
| | ..i..‘l‘.4 ]
[ ok || conce

www.zyxel.com

12 Device using Guest credentials cannot communicate with

USG and Private-Server.
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5.4.4 What May Go Wrong?

1 If the Switch does not allow access to users that submitted
the correct credentials, the following problems may have
occurred:

a. Usernames and passwords are case-sensitive. Make sure
that the user input the correct lower-case or upper-case
characters.

b. The RADIUS-server is unreachable. The Switch should be
able to ping the RADIUS-Server at all times. Make sure
network settings were configured correctly between
Switch and RADIUS-Server.

c. The shared secret between the Switch and RADIUS-Server
is not identical.
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5.5 How to configure the switch to send unauthorized users in
a guest VLAN

The example shows administrators how to use Guest VLAN for users that
fails or used an invalid user credential during 802.1x port authentication.
In areal application, we may need to allow guests to access the USG so
that they can access the Internet, but still isolated from Private-Server.
On the contrary, we have to allow the users with valid credentials to
only access the Private-Server.

! Local Network

i Network 192.168.1.0 UsSG

i Netmask 255.255.255.0 ! VLAN1 [P 192.168.100.1
i : P30 g

: B oy 11 ssses |

User-A il

| RADIUS-Server

p2 | ¢ P31
User-B ~ —— e sss ces s IP 192.168.1.100

-------------------------------------------------------------- SWitCh
rrmirsnsnminnsnmnnnenefee: VAN 1P 192.168.1.2 |

Private-Server
IP192.168.1.200

| Guest Network (VLAN 100) :
 Network  192.168.100.0 |
Netmask  255.255.255.0

Configure the switch to send unauthorized user in Guest VLAN

U Note:
All network IP addresses and subnet masks are used as examples in this arficle.

Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4.50).
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5.5.1 Configure 802.1x Port Authentication on the Switch
1 Configure 802.1x on all towards users. Do not enable Port
Authentication on ports to the USG, RADIUS-Server, and
Private-Server. To configure Port Authentication, please refer
to the topic: 5.4 How to Configure the Switch and RADIUS
Server to Provide Network Access through 802.1x Port

Avuthentication.

5.5.2 Configure VLAN for Guest VLAN

1 Configure the VLAN for Guest VLAN (VLAN 100) on Switch.
VLAN 100: Seft fixed port: 1, 2, 3, 30; untagged port: 1, 2, 3, 30;
forbidden port: 31, 32; port 30: pvid=100. VLAN 1: Set forbidden
port: 30. Forisolating VLAN 1 and 100, please refer to the topic:

2.1 How to configure the switch to separate traffic between

departments.

5.5.3 Configure Guest VLAN for Failed Authentication

1 Go to Menu > Advanced Application > Port Authentication >
802.1x > Guest Vlan. Activate the Guest Vlan on port 1-3 and

type the guest Vlan as 100. Press “Apply”.

1 Fi 100
2 o 100
3 v 100

Multi-Host
Multi-Host
Multi-Host

Muli-Host
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5.5.4 Configure the RadiusServer
1 Edit the client profile in /etc/freeradius/clients.conf. Save
the file and exit.

client 192.168.1.1 <
secret = thizisasecret

shortname = Switch
nastype = other

0 Note:
The client IP address and secret must match the management IP and

shared secret of the Switch.

2 Add the following user profiles in /etc/freeradius/users.

Save the file and exit.

uszer Cleartest—Password -="userd2id"

Service-Type = Administrative—-lUszer

3 Restart FreeRADIUS service.

rootBdhcppcbl : fetosfreeradiusi =top freeradius
stop: Unknown instance:

rootBdhcppebl : fetosfreeradiusi start freeradius
freeradius startsrunning. proceszsz BBHH
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5.5.5 Configure the setting on User-A, User-B and Guest

In the Services window, locate the service named Wired
AutoConfig. Make sure the service status is “Started”.

2} Services T ) e —— —— ] © [

File Action View Help
Lol Al o RERENETN 7 B R
‘., Services (Local) _:), mm

Wired AutoConfig Name Description Status Startup Type  *
.  Windows Time Maintains d... Started Manual
Stop the service 3 3 .
Rectat the serdice « Windows Update Enables the .. Started Automatic (D...
% WinHTTP Web Pr...  WinHTTP i... Manual
#\Wired AutoConfig  The Wired ...  Started  Manual
Description:

The Wired AutoConfig (DOT3SVC) : 5 WLAN AutoConfig  The YVLANS... Started Automatic
service is responsible for performing WMI Performance... Provides pe... Manual
IEEE 802.1X authentication on . Workstation Creates and... Started Automatic

< | m : »

\, Extended / Standard /

2 Right-click on your network adapter and select Properties.
Click on the Authentication tab and check “Enable IEEE
802.1X avuthentication”. Make sure that the network
authentication method is “Microsoft: Protected EAP (PEAP)".

Local Area Connection Properties MI

Authertication | Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

| Enable TEEE 802 1K autheriication |

Choose a network authentication method:

[Microscft: Protected EAP (PEAP) »| [ Setings

[] Remember my credentials for this connection each
time I'm logged on

Falback to unauthorized network access

Additional Settings...

[ ok ][ cancel
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3 Click on Additional Settings, select Specify authentication

mode and specify User authentication.

Advanced settings

==

802, 1X settings

| 71speciy Aieriicaton mode. |

|[User authentication

vl [ Save credentials
1

Delete credentials for all users

"] Enable single sign on for this netwark
(@ Perform immediately before user logon
Perform immediately after user logon
faximum delay (seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate wirtual LAMs for machine
and user authentication

[ o

] ’ Cancel
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5.5.6 Test the Result

1

Disconnect and connect the PC with Switch. PC should show
an “Additional information is needed to connect to this

network.” pop-up message.

ALk Additional information is needed to connect to this network ™ *
Click to provide additional informaticn.

-

Enter the username (User-A) and password (zyxeluserA) which
must be consistent with the RADIUS-Server's user profile

settings.

Windows Security ﬁ'

MNetwork Authentication
Please enter user credentials

r il |User-¢\
; | 4|u-untu-c|

oK | l Cancel

Devices using User-A  and User-B credentials can

communicate with Private-Server.

Connect User-A device to the Switch. User-A should show an
“Additional information is needed to connect to this network.”

POpP-Up Message.

Enter the username (Guest) and a random password.

Device using Guest credentials cannot communicate with

Private-Server, but it can communicate with USG.
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7 Check the MAC table of the Switch. The device of users with
wrong credentials are assigned to VLAN 100. (Menu >
Management > MAC Table > Search)

1 00:1e:33:27-04:93 100 3 Dynamic
2 20:60:80:3% fea? 1 12 Dynamic
3 3c:97:02:30:0=:05 1 12 Dynamic
4 73T 4:20:55:56 1 CPU Static

5 737 4:20:55:56 100 CPU Static

& 60:31:97:71:4d:15 1 12 Dynamic
7 60:31:97:71:6d:21 1 12 Dynamic
8 74:d4:35:14:8b:4e 1 12 Dynamic
9 G4:ef:18:53:08:24 1 12 Dynamic
10 al:Bc:fd:1c:clbl 1 12 Dynamic
11 b&eca f-9f 1 12 Dynamic
12 c8:6c:B7:91.5140 1 12 Dynamic
13 f0:de:f1:91:74:f8 1 Dynamic
14 fo3f.db:3%9:64:80 1 12 Dynamic
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5.5.7 What Could Go Wrong
1 If the PC doesn’'t pop up the authentication message after
connecting the PC to the switch:
a. Try to use the Switch to ping Radius-Server. The Switch should
be able to ping Radius-Server.
b. Right-click on your network adapter and select Properties >
Authentication > Additional settings. Uncheck the "Validate

server certificate’.

Protected EAP Properties - &

When connecting:

Connect to these servers:

W] acirost External CA Root |

[ Baltimore CyberTrust Root

[7] Class 3 Public Primary Certification Authority
[7] Deutsche Telekom Root CA 2

[ DigiCert Assured ID Root CA

[ DigiCert Global Root CA

|:| DigiCert High Assurance EV Root CA -

4 m 2

mf »

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) 'I [ Configure. ..

[¥] Enable East Reconnect

[~ Enforce Metwork Access Protection

|| Disconnect if server does not present cryptobinding TLV
[~ Enable Identity Privacy

Coma )

2 If the shared secret setting of Switch and PC does NOT match,
the authentication will fail.

3 If the authentication is fine, but the PC cannot ping Server,
please check 801.1X Port Authentication configurations. Do
NOT activate the authentication on the uplink port (port 2, 3,
and 12).
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4 |f devices sent to the Guest VLAN cannot reach the USG,
make sure that the switch has created and configured the
Guest VLAN in Advance Application > VLAN > VLAN
Configuration > Static VLAN Setup.
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