Dynamic users communicate with HQ and all branch
offices by using auto created VPN routes

Application Scenario

For world-wide enterprises, network communication between each branch and the
headquarter office is very important. A VPN concentrator combines several IPSec VPN
connections into one secure network for site-to-site VPN and reduces the number of
VPN connections that need to be set up and maintained in the network. However a VPN
concentrator is not suitable for every situation, many companies have several mobile
users, travelers who are not located in a fixed office. When the network receives traffic
from these dynamic users, we cannot know their subnets or IP addresses in advance.

Supposing a company has a headquarter and two branch offices. Two VPN tunnels are
built up, each between the HQ and one of the branch offices. Undoubtedly, road
warriors and telecommuters can access network of HQ and branch offices respectively
by building IPSec VPN tunnel to each office. However, it is inconvenient and inefficient
for mobile users to disconnect one VPN tunnel and then connect to another VPN tunnel
if they just want to access some resource of branch office 1 while they’re accessing
resources of the HQ. How to let mobile users access the networks of HQ and branch
offices at the same time with just one VPN tunnel? Now, you can achieve this goal via an
“Auto-created VPN Route”. If the subnets are aggregated, auto created VPN routes can
achieve this request without VPN concentrator rules.



Local policy: 172.28.0.0/20
Remote Policy
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VPN Tunnel
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LAN 1:192.168.2.0/24

Local policy: 172.28.2.0/24
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Configuration Guide
Network conditions:

ZyWALL:

Site WAN IP

VPN Tunnel

VPN Policy(Local-Remote)

HQ 10.59.3.201

HQ-Branch 1
HQ-Branch 2

172.28.0.0/20-172.28.1.0/24
172.28.0.0/20-172.28.2.0/24

Branch 1 10.59.3.200

Branch 1-HQ

172.28.1.0/24 - 172.28.0.0/20

Outbound Traffic (SNAT)
Source: 192.168.1.0/24
Destination:172.28.0.0/20
SNAT:172.28.1.0/24

Inbound Traffic(DNAT)
Original IP: 172.28.1.0/24
Mapped IP: 192.168.1.0/24

Branch 2 10.59.3.37

Branch 2-HQ

172.28.2.0/24 -172.28.0.0/20

Outbound Traffic (SNAT)
Source: 192.168.2.0/24
Destination:172.28.0.0/20
SNAT:172.28.2.0/24

Inbound Traffic(DNAT)
Original IP: 172.28.2.0/24
Mapped IP: 192.168.2.0/24

Goals to achieve:

Mobile users can communicate with headquarters and all branch offices with only one

VPN tunnel.




ZyWALL configuration:
Task 1. Establish IPSec VPN between HQ and Branch 1.
HQ configuration

Stepl. Configuration > VPN > IPSec VPN > VPN Gateway > Edit

-’ Edit VPN Gateway HQtoBranch1l
[B) Show Advanced Settings

General Settings

[¥] Enable

VPN Gateway Name: HQtoBranchl
Gateway Settings

My Address
@ Interface ge2 ¥ ' DHCP chent -- 10.59.3.201/255.255.255.0

2 Domain Name / IP

Peer Gateway Address
@ Static Address Primary 10.58.3.200

Secondary 0.0.0.0

Fall back to Primary Peer Gateway when possble

© Dynamic Address

Authentication

© Pre-Shared Key 12345678
) Certificate

m

Lok ]I

Cancel




Step2. Configuration > VPN > IPSec VPN > VPN Connection > Edit

|- Edit VPN Connectien HQtoBranchl
[TF Show Advanced Settings [(T)Create new Object«

Eneral St ungs

[# Enable
Connection Marme: HQtoBranchl

VPN Gateway
Applcation Scenano
@ Site-to-ste
&) Sre-to-ske with Dynamic Peer
O Remote Access (Server Rolke)
O Rermote Access (Clent Roke)

VPN Gateway: HOQtoBranchi ¥ ge2 10.59.3.200 0.0.0.0
Policy

Local pobcy: van172_0 > SUBNET, 172.28.0.0/20

Remote polcy: wanl172_1 » | SUBMET, 172.28.1.0/24
Phase 2 Setting

SA Life Trma: BE400 (180 - 3000000 Seconds)

Branch 1 configuration

Step 1. Configuration > VPN > IPSec VPN > VPN Gateway > Edit

7 Edit VPN Gateway Branch1toHQ
(1) Show Advanced Settings

General Settings

[¥| Enable
VPN Gateway Name: BranchitoHQ

Gateway Settings

My Address
© Interface wanl ¥ ' DHCP clent - 10.59.3.200/255.255.255.0

€ Domain Name / IP

Peer Gateway Address
B Static Address Primary 10.59.2.201

Secondary 0.0.0.0

| Fall back to Prmary Peer Gateway when possble

) Dynamic Address

Authentication

@ Pre-Shared Key 12345678
© Certificate

[ ok |l cancel |

c'iﬁXﬂ

m

J{._cancel_|




Step 2. Configuration > VPN > IPSec VPN > VPN Connection > Edit

" Edit VPN Connection Branch 1tolQ
[T show Advanced Settngs .= Create new Objects

General Sattings

[¥] Enable

Connection Mame: Branch1toHQ

VPN Gateway
Appication Scenario
& Ske-to-ste
D Ske-to-ste with Dynarmic Peer
@ Remote Access (Server Role)
&) Remote Access [Clent Roke)

VPN Gateway: BanchltaHQ

Pabcy
Local pokcy; van172_1
Remote policy: van172_0
Phase 2 Setting
SA Lifa Time: 2400

~| wanl 10.59.3.201 0.0.0.0

¥ SUBNET, 172.28.1.0{24
> SUBNET, 172.28.0.0/20

(180 - 3000000 Seconds)

il B

Cancel



Step 3. Do an SNAT rule in VPN tunnel.
Source: 192.168.1.0/24
Destination:172.28.0.0/20

SNAT:172.28.1.0/24

IHide Advanced Settngs 7] Create new Object«
7 Log -

Inbound/Outbound traffic NAT
Outbound Traffic
V) Source HAT
Source: LAN)_SUBNET il
Destnaton: ‘vanl72._0 h]
SNAT: ven172.1 il
Inbound Traffic

1] Source NAT

Source -

Desthation: i 4 ot QN ~
SNAT: art o -

1¥] Destinaton NAT
O Add L I Rvrove gaMave

o

[yt

4 pagell lor1 » sl oS |wems o Dspayng1-1ot1




Step 4. Configuration > Network > Routing > Policy Route,
Add a policy route

Source: any

Destination: 172.28.0.0/20

Next-hop: VPN tunnel

|/ Edit Policy Route
75 Show Advanced Settings 7 Create new Object~

Configuration
v| Enable
Description: (Optional)

Criteria
User: any V.
Incoming: any (Excuding ZyWALL) |~
Source Address: any v
Destination Address: vian172_0 -
DSCP Code: any v
Schedule: none v
Servce: any .

Next-Hop
Type: VPN Tunnel v
VPN Tunnel Branch1toMQ .

OK

][ Cancel J




Task 2. Establish IPSec VPN between HQ and Branch 2

HQ configuration

Step 1. Configuration > VPN > IPSec VPN > VPN Gateway > Edit

7 Edit VPN Gateway HQtoBranch2
[) show Advanced Settings
General Settings
[¥] Enable
VPN Gateway Name: HQtoBranch2
Gateway Settings

My Address
® Interface ge2

) Domain Name / IP

Peer Gateway Address

@ Static Address Primary 10.59.3.37
Secondary 1 0.0.0.0

1 Fal back to Primary Peer Gateway when possble

) Dynamic Address

Authentication

© Pre-Shared Key 12345678
O Certficate

Step 2. Configuration > VPN > IPSec VPN > VPN Connection > Edit

- Edit VPN Connection HQtoBranch2
I Show Advanced Settings T Create new Object~

General Settings

(V! Enable
Connection Name: HQtoBranch2

VPN Gateway
Apphcation Scenano
9 Ste-to-ste
D) Ste-to-ste with Dynamic Peer
7 Remote Access (Server Rok)
) Ramote Access (Chent Role)

VPN Gateway: HQtoBranch2
Policy

Local polcy: vani/2_u

Remote polcy: vian172_2
Phase 2 Setting

S& Lfe Tme: 86400

¥ DHCP chent - 10.59.3.201/255.255.255.0

(180 -

0e2 10.59.3.37 0.0.0.0

SUBNET, 172.28,0.0/20
SUBNET, 172.28.2.0/24

3000000 Seconds)

m

-

| cancel |

OK

|| cancal |




Branch 2 configuration

Stepl. Configuration > VPN > IPSec VPN > VPN Gateway > Edit

-/ Edit VPN Gateway Branch2toHQ
[T} Show Advanced Settings

General Settings

[V] Enable
VPN Gateway Name: Branch2toHQ
Gateway Settings
My Address
@ Interface wanl

© Doman Name [ IP

Peer Gateway Address
© Static Address Prmary

[ Fall back to Primary Peer Gateway when possble

@ Dynamic Address
Authentication
© Ppre-Shared Key 12345678
O Certificate

¥ | DHCP clent - 10.59.3.37/255.255.255.0

10.59.3.201
Secondary  0.0.0.0

Step2. Configuration > VPN > IPSec VPN > VPN Connection > Edit

|- Edit VPN Connection m
(] Show Advanced Settings mCreate new Object~

General Settings

V| Enable
Connaction Nams: Branch2toHQ

VPN Gateway
Applcaton Scenano
@ Sre-to-ste
) Ste-to-ste with Dynamic Peer
) Remote Access (Server Role)
© Remote Access (Clent Rok)

VPN Gateway: Branch2toHQ
Policy

LOC3! pokey: vinl72_2

Remote polcy: vian172_0
Phase 2 Setting

SA Lfe Tme: 86400

¥ wanl 10.55.3.201 0.0.0.0

V¥ SUBNET, 172.28.2.0/24
¥ SUBNET, 172.28.0.0/20

(180 - 3000000 Seconds)

[ ok |[ cancel |
[21%
ok || cancet |



Step 3. Do an SNAT rule in VPN tunnel.
Source: 192.168.2.0/24

Destination:172.28.0.0/20

SNAT:172.28.2.0/24

Destination: Pleace sEiect e -
SNAT: § t -
¥ Destination NAT

‘OMd .gm: .xzmave au:we

1 \mg!? mi,mr AL SR g o |
l‘ < Pagelt |of1| » ki Show/80 wm Dspliyng 1 -1 of 1




Step 4. Configuration > Network > Routing > Policy Route,

Add a policy route

Source: any

Destination: 172.28.0.0/20

Next-hop: VPN tunnel

- Edit Policy Route

(1D Show Advanced Settngs .= Create new Objecty

Configuration
¥ Enable
Descrption:

Criteria
User:
Incoming:

Source Address:

Destnabon Address:

DSCP Code:
Schedule:

Service:

Next-Hop

Type:
VPN Tunnel:

(Optional)

any v

any (Exchuding 2yWALL) |~

any ¥
vian172_0 v
ny Y.
none ¢
any v
VPN Tunnel b4
Branch2toHQ b

0K

][ Cancel




Task 3. Establish Dynamic VPN for mobile users

HQ configuration

Step 1. Configuration > VPN > IPSec VPN > VPN Gateway > Edit

- Edit VPN Gateway HQtoMobileUser
(W) Show Advanced Settings

General Settings

[¥] Enable

VPN Gateway Name: HQtoMobileUsar

Gateway Settings

My Address
@ Interface

@ Domain Name / IP

ge2

Peer Gateway Address
) Static Addrass

©® Dynamic Address

Authentication
© Pre-Shared Key 123456789

© Certficate

[7] Fall back to Primary Peer Gateway when possble

¥ | DHCP clent - 10.59.3.201/255.255.255.0

[0k

Step 2. Configuration > VPN > IPSec VPN > VPN Connection > Edit

-1 Edit VPN Connection HQtoMobileUser

(10 Show Advanced Settngs T Create new Object~

General Scttings
[¥] Enable

Connection Name: HQtoMobleUser

VPN Gateway
Applcation Scenano
D Ste-to-ske
O Site-to-ske with Dynamic Peer
@ Remote Access (Server Roke)
©) Remote Access (Clent Role)

VPN Gateway: HQroMobieUser

Policy
Local poky: vanl/Z_U

Phase 2 Setting

SA Life Tme:

Redated Settings

¥ 0e20.0.0.0 0.0.0.0

¥ SUBNET, 1/72.28.0.0/20

(180 - 3000000 Seconds)

|| cancel |

0OK.

1

Cancei |



Step 3. IPSec VPN client setting

B2 7yWALL IPSec VPN Client

Configraton Tock 2

[Z] VPN Configuration Authentication  Advanced | Certfficate
[f] Global Parameters I
i Addresses

Interface | Any :]

Remote Gatewsy |10.99.3.201

Authentication

(®) Preshared Key esssssene

Confirm ‘essssseee

O Certificate
IXE
Encryption | 3065 ix]
Authentication |SHA-1 ]
Key Group DH1 1]
° VPN Client ready 1

Step 4. In Phase 2, assign one IP for IPSec VPN Client manually.

B4 IyWALL IPSec VPN Client

[E VPN Configuration IPSec | Advanced | Scripts | Remote Sharing
0 (o A R
=3 Gateway Addresses
® [fnes]

VPNClentaddress 172 . 28 . 3 1

Address type  Subnet address v
Remow AN akiress 172 . 28 . O 0

Subnetmask | 255 . 255 , 240 . O

EsP
Eraryption |0ES ~]
Authenticaton | SHA-1 v
Mode Tumnel v
S
Clees Group

© VPN Client ready (



Step 5. Disable “Use Policy Route to control dynamic IPSec rules” on HQ device.

Configuration > VPN > IPSec VPN > VPN Connection > Global Setting

Ghodal Satting

L yura sy

St Kame P Gaeady Encapsuianen Hpastrm Posry

- X ¥4 N

HQ Routing Packet Flow

Maintenance > Packet Flow Explore > Routing Status

Routing Flow

In it Sla ¢ ! Out

Verification

IPSec VPN client can ping HQ, branch 1 and branch 2 successfully at the same time.

\Documents and Settings“user>ping 172.28.08.33

inging 172_28 _08.33 with 32 bytees of data:

from 172.28.08.33: bytes=32 time=1ims TTL=126
from 172.28.8.33: bytes=32 time=2ms TTL=126
from 172.28.08.33: bytes=32 time=3ms TTL=126
from 172.28.8.33: bhytes=32 time=1ms TTL=126

:\Documents and Settings \user>ping 172.28.1.33

Pinging 172.28.1.33 with 32 hytes of data:

172.28.1.33: bytes=32 time=4ms TTL=123
172.28.1.33: bytes=32 time=3ms TTL=123
172.28.1.33: bhytes=32 time=3ms TTL=123
172.28.1.33: bytes=32 time=3ms TTL=123




:\Documents and Settings \userXping 172.28.2.33

inging 172.28.2_.33 with 32 bhutes of data:

eply from
eply from
eply from
eply from

172.28.2.33:
172 .28.2.33:
172.28.2.33:
172.28.2.33:

bytes=32 time=7ms TTL=123
bytes=32 time=3ms TTL=123
bytes=32 time=3ms TTL=123
bytes=32 time=3ms TTL=123




